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Course Objective

Provide the necessary knowledge and hands-on
training for installing, configuring and
troubleshooting network setups built using
RouterOS software.

Upon completion of the course you will be
familiar with most RouterOS functions




About MikroTik SA

Independent Wireless Specialist company
Not owned by / affiliated to MikroTik Latvia
Official training and support partner for MikroTik

Specialist in all forms of wireless and wired
networking technologies

Offers high speed PTP links, carrier independent
backbone services, high availability SLA's, Network
Management and Configuration services




Instructor and Class

David Savage

s a MikroTik Certified Trainer and consultant
nstalls and manages and wireless networks

Has over 18 years experience in the IT field

—- Teaches general networking and MikroTik

RouterQS

The Class
- Introduce yourself to the class

- Who you are, company, experience and what you
hope to gain from this course




In This Manual

LAB
The LAB pages are practical exercises

that can be practised in class. Try them
out now and learn from your mistakes!

TIPs indicate particularly important
points (with a good possibility of an
exam question). Note these well. %T” I]—j




Exams and Certificate

The exam will be written on the afternoon of the last course day

You must have an account on mikrotik.com and be enrolled in the
training course

— If you do not please register during the course on
http://www.mikrotik.com and ensure that the trainer enrols you on the
course

You must pass the exam to obtain your certificate
— The passmark is 60%

— If you achieve between 50%-59% you may request to attempt the exam
immediately again (1 rewrite per delegate)

Certificates are issued online automatically and will be viewable in
your account

All delegates receive a Level4 MikroTik license which will be
available in your account after the course




First Access

Ensure that your Ethernet cable
is plugged in and lit

An optional Serial cable can be
connected to the serial port
— The default baud rate for current
Routerboards is 115200 %Tﬂ@
Disable your windows firewall
to allow MAC winbox access

— It is also suggested to disable UAC
in Windows7

— Also check for other firewalls e.g
Norton Internet Security

-~ VPN interfaces e.g. VMWare,
Hamachi can cause issues




Downloading Winbox Loader

-rom http://mikrotik.com/download
-rom the trainer router \\10.1.1.254
-rom any reachable MikroTik Router http://router_IP

% ] ]
Mikror ik
RouterQs v5.2

You have connected to & router. Administrative access only. If this device is not in
vour possession, please contact vour local netwarle administrator,

Select action:

Wln-nx Uetlﬂg TEInet Graphs LII:EI'IE-E Help

© mikrotik

Download Winbox  Access Web
Here Configuration Here




Accessing the Router

GUI — graphical user interface
Winbox GUI (enabled interface required)

CLI — command line interface
Monitor and keyboard (video adapter required)
Serial terminal (COM port)
MAC Telnet (enabled interface required)
Telnet (ip address required)
SSH (ip address required)

Other

http server / webfig (ip address required)
ftp server (ip address required)
Custom API

10




Winbox Loader Options

Winbox loader can connect

to the router using i A AES
— IP address of the router | comectto [i028020 ] Comeat |
MAC address Of the Login: |admin nwclfntt:iiczgzsjﬁ:ce :Féléd%j;zss s .Lj:sr.?tt-iut:uycean-link ggj‘;ﬂ
- 00:0C:42:06: 24:C0 11.02 west] 2349
L | mmssE 00:00BT-ERETER 10074 KDOR 2349
router Fazsward: |

v Feep Password

Winbox loader can discover [P b
and ShOW a ||St Of routers on W Load Previous Se

. Oeean View

the LAN segment, if you |

press the button with three ==

dOtS [] neXt to the address Hggga 3:3::? Mindpearl Repeater Hotspot

. 1.10.0.8 admin Mindpearl Repeater Hotzpat
field 110,21 AP Waiina Hotsred g

1.2.062 david Signal Hill

Select the router you want 1214 david hat
to connect to from the list 1308 david Plat v
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Winbox Loader Maintenance

You can save addresses
and passwords for easy

@v—— el T = Im] B
dCCesS Sarewci o | | comest
Use secure mode across Pd:
unencrypted wireless links i
You can Export addresses . e -
and Import them on S [T T
another computer —

You can clear the cache
and remove all addresses

12




Connecting to the Router

Connect to the router using it’'s MAC address
- 'admin' as user name

—- no password (hit [Enter])
Winbox Loader should load plugins from the router
and open up the router's configuration window

If there is no license for the router, it is going to run
for 24h and require you to enter a valid license key
— This only applies to X86 platforms

— All Routerboards come with a full license installed, Level
3-6 depending on model

13




RouterOS License Levels

Upgradable To

Wireless AP

Wireless Client and
Bridge

RIP, OSPF, BGP protocols
EolP tunnels

PPPoE tunnels
PPTP tunnels
L2TP tunnels

OVPN tunnels
VLAN interfaces

HotSpot active users

Queues

User manager active
sessions

24h limit

24h limit

24h limit

24h limit

24h limit
24h limit
24h limit

24h limit

24h limit

24h limit

24h limit

24h limit

upgrades

ROS v6.x

yes

yes(*)
unlimited
200
200
200

200
unlimited

1

unlimited

10

ROS v6.x

yes

yes

yes

unlimited

200
200
200

200

unlimited

200

unlimited

20

ROS v7.x

yes

yes

yes

unlimited

500
500
500

unlimited

unlimited

500

unlimited

50

3 WISP
Level number 1 DEMO 6 Controller
CPE
no

ROS v7.x

Yes

yes

yes

unlimited

unlimited
unlimited
unlimited

unlimited

unlimited

unlimited

unlimited

Unlimited




Class Network 4

.
-
e
.
.
.

SN \\\\\\d

X —a unique number
given by the teacher.

Use it to avoid IP address
conflicts

192.168.X.1/24

Band: 5GH?
SSID: ap_mtza
DNS:10.1.1.254

" \Gateway:1 0.1.1 .254)

g ether1 IP:192.168.X.254/24

- wlan1 IP:10.1.1.X/24
= B | j |

Free internet access is provided on
~ a “responsible use” basis. Please
DHCP - ' Band: 2.4GHz ] o - -

Hotspot ~  SSID: Internet don’t abuse it i.e. no massive movie

\_ ) downloads, torrents etc.




Router File Management

Files such as backups are stored
on the router in the Files window.

Click on Files in Winbox to access :

this window now.

To ensure that you do not
accidently restore another users’
backup, please highlight and
delete all files in the files menu.

- None of these files are required
for router operation.

You may also backup and restore
the router from here (more on
this later on)

[ EF‘I Nm

I'_. ut SUpO Lr nf nf fI
Ellog. Db it file
Ellog. 1 ot file
[E| noc-aute backup backup
=l noc scrpt
= NOc_Version.rsc script
Dpub directory
[Tiskins dirsctory
[= supout rf 1if file
[ sysnote b ot file
= test file
[32.4 ME of 61.4 MB used

| 12 tems

_Creat n Time
Jan/02/1570 05:07; 53

Dec/12/2012 154158 |
Apr/30/2013 090624

Aprs30/2013 09:05:42
Apr/29/201323.00:02 |
Apr/209/2013 23:30:25

Apr/30/2013 05.00:08
Oet/31/2012 11:03:11
Jan /01570 02:00:54

Mow/09/2012 142339 |

Jan/02/1970 02:18:45
Sep/D7/2012 11:45:34

|47% free




& admin@41.76.133.33 (West RE750-UP) - WinBox v5.22 on RE7S0UP (mipsbe)

Interfaces

MPLS
Routing

MetaROUTER
Make Supout it
Manual

Bxit

Login name and IP/MAC of router
Name of Router
RouterOS Version and Hardware Platform

Uptime:/6d 18:05:27 Date | fpr/30@013 Time]13:44:26) V| Hide Password: B (5

Access Ethernet and Wireless Interfaces here, as
well as VLAN, EolP and other common interfaces

Right Click anywhere up here to add
Time, Date, Uptime and other realtime
information

Common setting pertaining to IP such as
Addresses, Routes, Firewall settings

Router File management

Router Log

Common Network Management tools such as
Ping, Traceroute and Bandwidth Test

Router Command Prompt (CLI)




Basic Router Setup |

User Management
Assigning IP Addresses
Basic Wireless Theory

Station Wireless Configuration
DHCP Client
Setting up DNS
Masquerading
Accessing the Internet




Default User

'‘admin’ is the default user of the router after installing the

RouterOS

— there is no password for 'admin'’

— 'admin' belongs to the group 'full’

— group 'full’ has the maximum permissions
To secure the router

— passwords can be set for users

— new users can be added
— if necessary, new user groups can be added

— User groups give finer grained control over access permissions

19




Adding a User

.. Byron lsmay
& byron write
.. David Savage
_ i-:.!am’d Ful
& dtech write
..+ Local Emergency user
iln;al Full
.. Grant Delaney
. iml.rfe_lsa write
ime!.mis Full
... Rehan Weekend IT
S wiz247  ful

127.0.0.1

Change Fassword

fuser]

Remaove

Password...

Mew Password:

H
=

Confirm Password: |~

20




Router Password %TP

If you lose your password THERE IS NO WAY TO RECOVER IT

The only thing you can do is a hard reset using the reset button on the
router, or re-install the software with Netinstall

— All settings on the router will be lost in both cases

— See http://wiki.mikrotik.com/wiki/Manual:Password_reset for other
router types

wulp fl To reset RouterOS config
| Hold metal object in here
gl WHile the board boots.




User Groups

User groups are used to customise permissions for various
levels of access

Default groups are Read, Change and Full
The default groups can be modified, you can also add additional

custom groups I
- Note that by default the Read group has reboot rights "’ﬁ‘lw p

You can create custom groups for WebBox with custom skins
— Create the skin in WebBox then assign to a custom group

B.| User List | 22 | | A Group <read>

Users Groups | SSH Keys  Activie Users Mame: read _ 0K

..|- - @l |7 | Fin .F‘nlin::ies . - L Cancel |

- [Name _ .F"?"'?il_ES T .v‘_ local {v telnet [_}‘-;pl"_.r

5 &l local telnet ssh fip reboct read write policy test winbox passw... iv =zsh [ | #p e

5 Firead local telnet ssh read fest winbox pasaword web sniff senstive [] reboot [+l read f7 c =

5 & write local telnet ssh reboot read write test winbox password web ... [ ke | policy L A
[v| test (v winbox Copy
|v| password [+ web Remove
[v| sniff v sensitive B

[System




local

ssh, telnet,
winbox, web,
API

ftp

read

write

policy

test

reboot
reboot
password

sniff

sensitive

policy that grants rights to log in locally via console

policy that grants rights to log in remotely via ssh, telnet, winbox, web or API

policy that grants full rights to log in remotely via FTP and to transfer files from and to the router.
Users with this policy can both read, write and erase files, regardless of "read/write" permission,
as that deals only with RouterOS configuration.

policy that grants read access to the router's configuration. All console commands that do not
alter router's configuration are allowed. Doesn't affect FTP

policy that grants write access to the router's configuration, except for user management. This
policy does not allow to read the configuration, so make sure to enable read policy as well

policy that grants user management rights. Should be used together with write policy. Allows also
to see global variables created by other users (requires also 'test' policy).

policy that grants rights to run ping, traceroute, bandwidth-test, wireless scan, sniffer, snooper
and other test commands

policy that allows rebooting the router

policy that allows rebooting the router

policy that grants rights to change the password
policy that grants rights to use packet sniffer tool.

grants rights to see sensitive information in the router, see
http://wiki.mikrotik.com/wiki/Manual:Router AAA#User_Groups as to what is sensitive.




User Management LA

Add a user for yourself with full access permissions

Login with your new user and change the default admin
account to Read Only

Make sure the Read Only account cannot reboot the
router

Add a custom user group to use for Bandwidth Testing only

Add a user called btest with no password to be used for
bandwidth tests

— Needs Read, Test and Winbox rights




Configuration Steps

Connect your laptop to the router (assign IP Address)

Connect the router to the wireless network (wireless
configuration)

Do the necessary setup for network access (DHCP
Client)

Do the necessary setup for Internet access (DNS, NAT)




Checking IP Devices with PING

Ping is a basic network troubleshooting tool

— |t is based around ICMP — Internet Control Message Protocol
which along with Traceroute and Path MTU Discovery form a
basis for network troubleshooting

It shows whether or not a host IP address is contactable

— Just because a host cannot be pinged does not mean it is not
there, a firewall might be preventing ICMP traffic

It is available from most IP devices
— From Winbox: Tools = Ping
— From New Terminal: ping [host_ip or DNS_name]

— From Windows Command Prompt: Start 2 Run = cmd.exe




Assigning an IP Address

Go to IP>Address in winbox

Click “+” to open up new address
dialogue box

— Specify the IP address AND netmask,
e.g. 192.168.44.254/24

— Select the interface, e.g. etherl
— Click “OK”

There is no need to specify a
Network address, since it is
calculated automatically from the
address and netmask

| New Address

Address: |kl

Metwor:

Interface: etherl

oK

Cancel

Apply

Dizable

Comment

Copy

Remove

ienagle_d

27




Changing an IP Address

When you need to change an IP
address, it is best to remove the old
address and add a new one as

described before B Address <192.168.44.254/24>  [X|
In case of editing the IP address, do [ e 192168.47.254/24 | ak. =
not forget that the Network address | wetwak * [ Cancel
may change and need to be Broarioast: | v | e |
recalculated (v1-4.x only) ifimice ] oitier IF [ pjsable |
- Remove the previous network | Comiment
address so that RouterOS R
calculates new values Hemeve

28




IP Addressing L A

Add an IP address to your routers Etherl interface
— It should be 192.168.xy.254/24
— Don’t forget the subnet mask in CIDR notation!
Change your laptop’s IP address to 192.168.xy.1
— Your router will be your Default Gateway and DNS Server

Make sure you can ping your router from your laptop
Command Prompt

Connect to your router using its IP address instead of MAC
address

Where can you confirm that you have connected by IP?

29




What is Wireless?

Broadly speaking, wireless refers to technology which allows the
transmission of data by the transmission of electromagnetic waves

MikroTik supports wireless through the use of either integrated
electronics or the addition of a mini-pci wireless card

The card may support multiple frequencies (dual-band) and multiple
band widths (5MHz, 10MHz, 20MHz, 40MHz, 80MHz and any subset in
between in 500KHz increments)

The card may support multiple technologies (CSMA/CA, MIMO, Turbo
Mode, AC Mode)




Common Terms

A service set is all the devices associated with a local or
enterprise |IEEE 802.11 wireless local area network (LAN)

A service set identifier (SSID) is a name that identifies a
particular 802.11 wireless LAN
— Aclient device receives broadcast messages from
all Access Points within range advertising their SSIDs
IEEE 802.11 is a set of standards for implementing wireless

local area network (WLAN) computer communication in the
2.4, 3.6 and 5 GHz frequency bands




Supported Frequencies
Wireless cards usually support the following frequencies:

- For all 2.4GHz bands: 2312-2499MHz in 5Mhz increments

- 2.4 Ghz “standard” channels 1 to 11 spans the frequencies
from 2412Mhz — 2462Mhz

- For all 5GHz bands: 4920-6100MHz in 20Mhz increments

- 5Ghz “standard” channels from 5180-5320 and from 5745-
5825 in 20Mhz increments

Your country regulations allow only particular frequency
ranges

Superchannel “test mode” unlocks all frequencies
supported by the wireless hardware




Wireless Standards

802.11a S5GHz 54Mbps
802.11b 2.4GHz 11Mbps
802.11g 2.4GHz 54Mbps
802.11n 2.4 and 5GHz Up to 450 Mbps™
802.11ac 5GHz Up to 1300 Mbps*

* Depending on RouterBOARD model




Channels- 802.11b/g
===

1 2483

2400

11 channels (US), 22 MHz wide
— South Africa can also access channel 12 and 13
— Not all devices support these channels
3 non-overlapping channels
3 Access Points can occupy same area without interfering

— If channels 1,6,11 are occupied then there is no interference
free channel 34




Channels- 802.11a/n

5210 5250 5290

36 64

5150 5180 5200 5220 5240 5260 5280 5300 5320 5350
149 152 153 157 160 161
5760 5800

5735 5745 5765 5785 5805 5815

12 channels, 20 MHz wide
5 turbo channels, 4A0MHz wide
In theory we have multiple non-overlapping channels

In reality we need to leave at least 20 Mhz between channels
(40Mhz recommended) 35




Wireless Modulation Settings

Use BAND to select T

a/b/g/n/ac mode of General Wireless HT WDS Nstreme NV2 . oK
. Mode: el Cancel
operation (backward ( e = —
compatible modes are Chermel VTl 20 =
. Frequency: 554‘3' T MHz
pOSSI b I e) 5510 g-c:u:ean e S
ocean | .
- e Scan...
Wirgless Protocol: |nvZ nstreme 802.11

Use Wireless Protocol to S P T _Frea Usee
s Wi e =] Align...
select 802.11 / Nstreme / Budge Mode! enabed B =

NV2 operation




Protocol Settings

Value AP Client

establish nstreme or

. connect to nstreme or 802.11 network based on
unspecified |802.11 network based :
: old nstreme setting
on old nstreme setting
- scan for all matching networks, no matter what
any same as unspecified :
protocol, connect using protocol of chosen network

establish 802.11
802.11 connect to 802.11 networks only

network

establish Nstreme
nstreme connect to Nstreme networks only

network
Nv2 establish Nv2 network |connect to Nv2 networks only

Nv2-nstreme-
802.11

establish Nv2 network

scan and connect to Nv2 networks, otherwise scan
and connect to Nstreme networks, otherwise scan
and connect to 802.11 network.

Nv2-nstreme

establish Nv2 network

scan and connect to Nv2 networks, otherwise scan
and connect to Nstreme networks




Wireless Interface Mode Settings

bridge/ap-bridge — AP mode; bridge mode supports only one client
station — client which can not be bridged

station-pseudobridge/station-pseudobridge-clone — client which can be
bridged (with limitations)

alignment-only — for positioning antennas
nstreme-dual-slave — card will be used in nstreme-dual interface

wds-slave — works as ap-bridge mode but adapts to the WDS peers
frequency

station-wds — client which can be bridged (AP should support WDS feature)
station-bridge — NV2-only mode for client bridging without WDS




Wireless Station

Joins a Service Set as defined by SSID
Follows the Access Point within the Scan List

— Frequency setting has no effect
— Scan list also depends on Country setting

Restrictions based on Connect List rules
Use the Scan tool to find Access Points

When you highlight an entry in the Scan List and select Connect the
router:
— Enables the wireless card if it is disabled
— Sets the mode to
Station for non-RouterOS access points
Station-bridge for RouterOS access points

— This will overwrite other modes you may have set e.g. ap-bridge, station-wds,
station-pseudobridge etc.




Scanning for Networks

A Active -
—!Interface =wlan1>
B Base Service Set General Wieless DataRates Advanced WDS .. oK
: - Mode: | station [#]
P Privacy (Security) ode. [staion [#]| [ conce
Band: | 2.4GHzB/G | * Apply
R RouterOS AP Frequency: | 2432 ; kHz .
= ' Disable
S5ID: |AP2G i
N Nstreme Network : || Comment
Radio Name: |000C420C8263 |
T TDMA (NVZ) Scan List: » Sean
- : = Freq. Usage...
. . . . Security Profile: | default [*] :
W WDS (Wireless Distribution System) Al
— Scan <wlan1> (running) B4 Fiequency Mode: |manual tkpover ¥ o
Country: | no_country_set | *|
Start — = Shooper...
- . — - : ; Antenna Gain: |0 dBi
| Address 4 |SSID |Band | Frequ... Signa... Radio Hame RouterD... | » Stop
4B O0:026F-08:5318 24GHzG 2432 41 2 ¥ —
4B OD:0ZEF:33C7TB1 MikioTk 24GHzG 2412 89 — || Close s il *]
SBR ODOZEF451543 AP2G  Z4GH=G 2432 65 OOOZEF451543  30beta? rictary Extensions: | pre2.9.25 E3
ABR 00:0B:BB:31:52:69 tests 24GHzG 2452  -33 ODOBEB315269 29.27 Connect =
ABP DO:0B:BE:37:56:94 hotspot  24GHzG 2412 54 HotSpot2 3 Obetak Ny ]
B O0:0B:EE:375B:B4 dairtars  24GHzG 2442 79 testa_ruters 2628 el | I
BR  O0:0B:6B:37:6270 MikioTk 24GHzG 2412 -35 O00BEB376270 2917 U | ]
| ault Client T Rate: b
4BP 00:0B:EB:37.67.00 hotspat  24GHzG 2412 -47 HotSpotMain 3.0betaS i I®
ABR O0:0B:6E:4D:0229 ap laptop 24GHzG 2412 -91 O00BEB4D0223 2939 % Defout Auitheri
ABP O0:0B:EB:4D:03EE hotspot  24GHzG 2412 71 HotSpotd 3. Obetab LV SRIBIE e e B
ABP OD:0B:BB-4D-03:99 hotspat  24GH2G 2412 -78 HotSpot5 3 Obetab [v] Defauit Foryyar
\ABP 00:0B:6B:4D:04:28 hotspot 24GHz0G 2412 -75 HotSpatl 3.0betak El]
4BR O0:OC420501:33 testap  24GH=G 2412 -90 DODC42050133 2913
ABR 00.0C42050584 Uldm2 — 24GHzG 2457 67 000C42050584  3.0betaf =
4BR 00:0C:420506F3 Demo  24GHzG 2452 -84 ODOC420506F3  2.9.39 disabled
|22 itemsz [1 zelected)




Wireless Basic Configuration

e &l
General WifEESS”WDS Metreme  Status | . oK —
Mode: | staior +=——DsGews——1— Wireless operating mode
F P ;‘3:;- == —c Frequency Band
e —
G5ID: |ap_ib532 m Channel
S canint | v | = Service Set Identifier
Secuity Profle: |default 5] foreh Scan tool used for finding Access Points
Antenna Mode: | antenna a ¥ e kr’
Freq. Uzage...
efaul 47 Txfste: | o dn. The wireless configuration is
Default Client Tx Rate: | w hps Sniff. accessed from the
¥ Defoul Authericate Shooper.. Wrel ess>| nterfaces tab
ik S8 o o Not all the configuration
Advanced Mods options are shown — use
Advanced Mode button to
display all options
The 4 fields above are all you
N will need for basic wireless

configurations 41




Wireless Setup LA B

Enable your wireless interface on the router (Wlan1)
Set “band” to 5Ghz and press “Apply”
Make sure that the mode is on “Station”

Scan your area for wireless networks in this band by pressing the “Scan”
button

Connect to the network with SSID: ap_mtza
Monitor the status of wireless connection

— Is it connected and running?
~ Isthereanentryin Wr el ess>Regi strati on?

42




your router.

System ldentity

Youcanuse System - ldentity tosetthe identity of

This will identify your router in various places

— At the top of the main winbox window
- InIP > Neighbours

— InaTerminal window

Meighbor List

& david@10.5.1.; 54 (Training Router) - Win }ox v5.5 on

42 Memory: 85.9 MiB CPU{1%

=10 x]

[] Hide Passwords B (7}

M MMM KEK bl
e MMM KK T
o MM MMM ITIT KKK KKK RRRRRR £O0000
MMM MM MMM IIT KEEEK ERE ERR 000 000
e MMM III KKK KKK ERRRER 000 000
i MMM TIT KKK KKK RRR ERRR 000000
MikroTik Router05 5.5 (c) 1883-2011 htop: /AN

[david@Training Router] »

Neighbors | Discovery Interfaces
i Find
Interface IP Address \Version  |Board Na...|IPv6 ||

Methe2 = 10.0.28.105 Study AP MikrdiTi ik 331 REB411AH no
A ether2 10.0.28.107 Brag Room ik 410 RE750 no
A ether? 10.0.28.254 Slink Office Core Ro... ik 52 RB4393AH no
A& wian1 10.1.1.11 11_Tiaan ik |B.5 REB433 no
4 wian1 10.1.1.12 12_tobie ik |55 RB433 no
& wian1 10.1.1.13 13_Deon il |B& RB433AH no
A wian1 10.1.1.24 24_Jaco ik |55 RB433 no
A wlan1 10.1.1.25 25_Hennie ik |55 RB333 yes




Neighbour Viewer

By default discovery is turned on
for all Ethernet and wireless
interfaces

When enabled the router will send
out basic information on its system

and process received discovery
packets broadcasted in Layer-2 b

A bridge1
A bridge1 10.2.72.23
n etWO rk dbidgel 1027218
i bridge1 1027226

A ether10

Meighbors | Discovery Interfaces

[MAC Address [dentiy
D4.CABDLDE:3ITAD
00:0C42:44:68:51 Garage AP

00:0C:42:A7.C5BC  Garage RB2011
D:CABDBC4AC08 Garsge SXTZ24
D:0C:42:84:3%BE  ‘west-oce bb

Ao wugbridge 1721833251 DACAGDRZ96:84 rbd Venus
A wugbidge  172.18.33.250 D4.CA:6D:B0:85:CE rb5Venus

Enable discovery to see your me . =

neighbours and the trainer router

MNDP operates on layer2 (local)  [seies

Interface: "bri_dge'l
IP Address: |10.2.72.26

IPvE Address: |

MAC Address: _:DA:C.A:SD.:SC:E.:DS

networks

Neighbour Discovery uses UDP port

5678 “TIP

Identity: .:GEIIEIQ_E SKTZ4
Platform: | Mikra Tik
Version: |6.17
Board Name: [RE SXT G-2HnD
Interface Name: I.bri_dge‘l
Software 1D: |5114-LX9Y

Unpacking: ':none
1 IPvg
Age: "1 g
UPtime: |7d 15:39:37

[ Piatiomn
Mk Tik

Mikro Tik
Mikro Tik:
WikeroTik
Mikro Tik
Mikro Tik
Mikro Tik
MikroTik
B-5-T

& wugbridge 17218331

| Version

6.25
6.11
67

617
625
6.27
6.27
6827
623

[=1E3
|Board Name |IPvE | Age .. |UPtime 'V_
RE SXT G-5HPacl no 29 5d 19:38:13
RB411UAHR no 0 7d15:3520
REZ011L no 41 7d 19:38:19
RE SXTG-2HnD o 1 7d 18:39:37
RE SXT-5D yes 3 5d 19:37:41
RES12UAG-BHPRD no 10 3d 03:05:17
RE312UAG-BHPRD yes 60  7d19:38:22
RES11G-5HPnD no 47 7d 19:38:34
REGO0A na 45  7d 19:38:33
RE SXT 5nD r2 no 44 11d 07.48:40

|
[ MAL Telnet

| Tarch




Setting up the router

Clickon System - ldentity

Set the system identity of the board to XY _your-name
Example: 55 BigDave

Set the wireless cards’ radio name to
XY_your-name_interface_name. Example:
55 BigDave wlan1” (TIP: use the Advanced button)

Enable Discovery on your WIlan interface (or ensure it was
enabled by default

— Do your neighbours show up in IP Neighbours?
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DHCP

In TCP/IP based networks, an IP address must be assigned to
each computer

An IP address is a unique numeric identifier that identifies
computers on the network.

The Dynamic Host Configuration Protocol (DHCP) is a service
that can be implemented to automatically assign unique IP
addresses to (DHCP-enabled) clients.

It does not have much built in security - thus it is constrained
to trusted networks

DHCP server always listens on UDP port 67 DHCP client - on
UDP port 68
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DHCP Lease Process

DHCPDISCOVER: This message is used to request an IP address lease
from a DHCP server; sent as a broadcast packet over the network,
requesting for a DHCP server to respond to it

DHCPOFFER: This message is a response to a DHCPDISCOVER
message, and is sent by one or numerous DHCP servers.

DHCPREQUEST: The client sends the initial DHCP server which
responded to its request a DHCP Request message.

DHCPACK message: The DHCP Acknowledge message is sent by the
DHCP server to the DHCP client and is the process whereby which
the DHCP server assigns the IP address lease to the DHCP client.

@ - >
IP address request
4
. @
IP address offer
P
B
©)) : 1//>
IP address selection |
1
e
IP address
acknowledgment




DHCP client

The client can accept:

- |IP address with respective netmask
- Default gateway

- Two DNS server addresses

- Two NTP server addresses

- Domain name

- WINS-server information

These settings will not override those you had on your router
before.

The client can provide certain ID information to the server (see
Hostname and Client ID in DHCP Server)
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DHCP Client

=] i

Interfaces
. DHCP Client %]
Wireless _ ;
Bridge =] ||| 52
PPP |Iﬁl‘erface i ]Use P |Add Bl [Status |IP Address [Eﬂpires After |
T : —
| ==

Poits Route: 1] DHCP Client <etherl> 2 |
Queues Poal DHCP "S:tatus QK -
Drivers ARP | g IP Address: |10.2.72.27/27 || Cancel

e Interface: |ether ¥
System I | vERP = | = |‘|—' cenee Gateway: |10.2.722 [ Poply
Eil Hostname: » i
s Biesd i DHCP Server: |41.223.3559 [ -
Log Socks Cliert ID: | v _ ‘ Disable
e Enable Expires After: |2d 23:59:42 |

UPnP 'v| Use Peer DNS = Copy

Wity \ Traffic Fl 'v| Use Peer NTP Primary DNS: |168.210.2.2 | | Remove
Radius Aecountin v Remove Secondary DNS: [41 223956 l
Tools S srvicas v Add Default Route ondary e Felense
Mew Teminal Packing Defaut Route Distance: |0 | e Primary NTP: | [ Renew
Telnet ighb

- e Secondary NTP: | I
Pazsward DMNS

Certificate ¢ DHCP Client >

!disabled ‘ ‘baund

Make Supout.rif DHCP Server disabled

Routing " DHCP Relay
E it Hatspot
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. DHcrcient | AR

Add a DHCP client to the wireless interface
Specify all the checkbox options
Check DHCP Client Status — what address is assigned?
Check your settings in the following:
— |IP Addresses
— IP DNS
— System NTP Client

— |IP Routes
Check the following

- Ping to an IP address 168.210.2.2
- Ping to a DNS address www.google.com
Advanced: What is Default Route Distance?
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DNS Client and Cache

DNS cache minimizes DNS requests to an external DNS server
as well as DNS resolution time
MikroTik router’s can act as a DNS server for any DNS-
compliant clients
Adding DNS Server address/es provides domain name
resolution for the router itself
To use as a caching-only server, check the “Allow Remote
Requests” box

— This allows the router to be used as a DNS server

— Be very careful about opening your router to amplification attacks,

especially if it has a public IP

The DNS configuration can be provided for DHCP, all PPP and

Hotspot connected users o




SHMP
Usgers
Radius
Tools

Mew Terminal

| Addresses

[.

Routes
Foaol
ARP

. VRRP

Firewal
Socks
LUPnP
\ Traffic Flow
unting
ervices
ing
Meighbars
ows
DHCP Clert
DHCR Server
DHCP Relay
Hotzpot

Adding DNS

CINS Settings
0.2 34 254 |

8.8.8.8

o O

oK

Cancel

Dyniamic Servers: ‘

v Allow Remote Requests

Apply

Static

ax UDP Packet Size: 4096

Query Server Timeout: :Z,i}I}D | 8
Query Total Timeout: |10.000 | s

Cache

Cache Size: [2048 | KB

Cache Max TTL: |7d 00:00:00

Cache Used: |644

Dynamic Servers indicates
server settings obtained
via DHCP / PPPoE

Check “Allow Remote
Requests” for caching
server use (to allow the
router to be used as a
DNS Server)

Cache Size indicates how
much memory to reserve
for DNS caching

Max UDP Packet Size
allows UDP datagrams
over 512K




Check IP = DNS — Do you have a dynamic entry from DHCP?
This is only available while the DHCP client is Active and
Running

Add a manual DNS Server now using the trainer router (you will

need this later in the course)

This can be the same as the dynamic entry
The dynamic entry overrides the manual entry

Can you ping DNS names from your router? Check from Terminal

Make sure “Allow remote requests” checkbox is ticked in IP > DNS

> Settings

Change your laptop IP settings to use your router as a DNS server

Can you laptop resolve DNS names (try pinging www.google.com

from your laptop)

Can you ping Google? Why not?
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Masquerading

Hosts on private network ranges cannot access the
nternet directly as there is no way for servers on the
nternet to route packets back to a private IP address

172.18.0.5

<

g | - P W
- SNk ;
| - b g

172.18.0.10

-
R —
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Firewall Masquerade

Masquerading is a specific application of Network Address Translation
(NAT). It is most commonly used to hide hosts of a private LAN behind
router's external IP addresses

Masquerading is performed on packets that are originated from your
private network

Masquerading replaces the private source address and port of IP
packets with the router's external IP address when passing through the
router

Masquerade is used for Public network access, where private
addresses are present

Private networks include:

- 10.0.0.0-10.255.255.255 (10.0.0.0/8) 2—%@‘—_“ T
- 172.16.0.0-172.31.255.255 (172.16.0.0/12) TN p

- 192.168.0.0-192.168.255.255 (192.168.0.0/16)




Adding Masquerading

Go to IP = Firewall in winbox
Select the NAT tab and click 'I'
to add a new rule

In General
— Select chain srcnat

— Select out-interface as your wlan

In Action

— Set action masquerade
— Click OK

Check for Internet access

General | Advanced Bdra  Action  Statistics

Chain: F ﬂ'd
Src. Address:
D=st. Address:

Protocol:

5,-\.-\. Par
o PR

LAl TERIL.

In. Interface:

Ot Interface: wilan

Packet Mark:

. General  Advanced Extra  &ction

Achion; | masquerade

Statizhics

+

'1 4 "+|

I |

*l
k

aE,

Cancel

Apply
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Why Don’t | have Internet?

1. Can | ping/traceroute an internet IP from my router? Try 8.8.8.8
— Check WAN IP - ping 10.1.1.254
— Check default route - IP Routes

2. Can | ping/traceroute a DNS name from Terminal?
— Check IP DNS

3. Can | ping/traceroute an internet IP from my laptop? Try 8.8.8.8
— Check Laptop IP/Subnet/Default Gateway
— Check Masquerade rule

4. Can | ping/traceroute a DNS name from my laptop?
— Check router IP DNS - Allow Remote Requests

Still nothing? Now you can call the trainer!




System Backup and Restore

Selecting Files and clicking Backup will create a current backup
identified with the routers Identity and current date and time

You can optionally specify a custom name and a password required to
restore

To restore a router simply copy the backup file onto the target router,
select and click Restore

The restoration procedure assumes the configuration is restored on the
same router, where the backup file was originally created, so it will
create partially broken configuration if the hardware has been changed.

The backup file is non-editable
Entire router config is saved including usernames and passwords
The contents of /files are not included in the backup

The Usermanager DB has its own backup utility %TN [j
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Backup Parameters

Since RouterOS v6.13 it is possible to encrypt the backup files with RC4
Command Description

- save name=[filename] - Save configuration backup to a file (when no name is
provided, default name will be used, and previous file will be overwritten)

— dont-encrypt - tells the system to not use any encryption and make the file
readable in text editors (DANGEROUS)

— password - when not specified, current user password will be required when
restoring the file, when specified - this password will be required

Encryption - Since RouterOS v6.13 the backup file is encrypted by default,
if the current RouterQOS user has a password configured, or if the
"password" parameter is used

— If your RouterOS user doesn't have a password set then the backup file is not
encrypted

- To enable encryption in this case, use the "password" parameter.
— Notice that it is pointless to set a password if you use "dont-encrypt=yes"




System Backup L f B

Create a configuration backup called “your name-Backup-
DHCP” and copy it to your laptop
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DHCP Server

You may have a separate DHCP server for each Ethernet-like
interface #TN P
— Ether, Wlan, Vlan, VAP, Bridge

— If anyinterface is in a bridge then the DHCP-server must run on the
bridge, not on any of the interfaces

There can be more then one DHCP server on the one

interface, but only if using the relay option (advanced

configurations only)

The easiest method is to use the step-by-step DHCP server
configuration by using DHCP-server setup

To setup the DHCP Server easily you should have valid settings
on your router for IP Address (on the interface you want to

run setup on) as well as valid DNS Server settings .




ET::lx

DHCP Server Setup (Step 1)

|ﬂ.t:Erfq:.=,|CES
Wirsless
Bridge
FFF

Ii"jji-ts.
Hueues
Dirivers
'é;,_l_s b

Files

Log

SNMP

Llzers

Radius
Taols

Mew Terminal

Telnet
Password

Certificate

Routing
Exit

Make Supout rif

I

T DHEP Server

il =] =] 22

I T = =

nterface Relay  |Addess Pool  |Lease Time
Addresses

Foutes !
» DHCP Server Setap

]

\Add ARF |

Pool

ARP
WRRP
.-F-]rewsiﬂ

[ gpbks.
UPrP
Traffic Flaw
,-.ﬂf;.cc;:n.-jntir;@:'

Selectinterface tefun DHER serveran

DHCF Server Interface: | ether! |

Back - kst

Services
Packing
Neighbors

HLP Clier

HCF Server
DHCF Relay
.Hl:i{.E“:F.ID..t '
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DHCP Server setup wizard

First, you must specify the interface to put the
DHCP server on

Next specify the address space for the DHCP
server to distribute addresses from

Chose a DHCP-server IP address from the
previously selected address space

If there is no matching network on the selected
interface then it is likely a remote network,
therefore additionally you must specify the relay
option

Next select an address range that will be given to

Addresses to Give Out: |§

clients
Next select your default DNS server

Finally you need to specify the lease time - the
time that a client may reserve and use an
address

| DHCP Setup

Back |

| DHCP Setup o ]

DHCP Address Space: |[EPRI AR

| Back |

§

L i e

el LS e S LI L] el et )

DHCP Server Interface: ﬁfheﬂ

A-ETIE N

Mexst

MNext

e pv R TR ereTEel

Cancel

| Back |

| DHCP Setup O %]

Gateway for DHCP Network: | [EERIEEwE g

Back

51192 16255 2530

MNext

Cancel

[ Ak

| SRt LD ael W E
DS Servers: m

Back .

Mt

Cancel

Fs
| -




DHCP Static Lease

Once a lease has been assigned it appears in DHCP =
Leases

The lease is valid for lease _time days
— 10 minutes default for standard setups
— 1 hour for hotspot setups
A lease can be converted to static
— This reserves that IP for the specific MAC reservation
— Useful for devices like network printers and servers

Once the lease has been made static it can be modified
further




DHCP Setup L A

Create a DHCP server on your Ether 1 interface

Change your laptop IP settings to obtain an IP address
automatically

Check that you receive an IP address and can still browse
the internet

Check| P > DHCP- Server > | eases -—istherean
entry there?

Convert your lease to Static and force an IP assighment of
192.168.xy.123

— Renew your IP and check functionality
Restore from backup and reset your laptop IP
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Configuration reset

Command name:/ system reset -configuration

This command clears all configuration of the router and sets it to the
default including

- login name and password (‘admin' and no password),
— |IP addresses and other configuration
— interfaces will be disabled
— After the reset command router will reboot.
Command modifiers
— keep-users: keeps router users and passwords
— no-defaults: doesn't load any default configurations
— skip-backup: automatic backup is not created before reset, when yes is
specified
— run-after-reset: specify export file name to run after reset




Router Factory Setup

Full list at
nttp://wiki.mikrotik.com/wiki/Manual:Default_Configurations
For indoor consumer units:

— Generally Ether 1 is WAN port with DHCP client and discovery turned
off, masquerade is set out this port

— Ether 2 —x is bridged together with an IP of 192.168.88.1 on the
master port or bridge and a DHCP server setup

— If there is a wireless interface it will run as AP with SSID mikrotik-
xx:xx:xx, bridged into the LAN ports

Outdoor wireless units run the wlan interface as the WAN port
All other units only have a default IP of 192.168.88.1 on Ether 1




Quickset

Used for quick router configuration for basic setups
All options can be set from one place

- Infa -

WLAN MAC Address: [00:0C:42:84:39:8F

LAMN MAC Address: DﬂﬂCdZEdSEI‘EE

- Wireless

Channel Width: [20MHz

| |Address
|RE 00:026F3E:20:62
|RE 00:DB:6B:08:SB:DE
|R 00:0B:6B:37:A1F]
|PR 00:0B:6E:4E:52:58
(PR 00:0C:42.65:C2:A3
{RE 00:0C:42.60:01:3A
{RB 00:0C:42:63:83:50
|RE 00:0C:42.65:32.72
HE 00:0C:42.67:9C22
+|

+ Network Name |Crannel
B0/ 2045

www comtel.co zalkb-gard] 520072073
www comtel.co zalvicentc] 532072005

WALIME b2/ 204
mik: 5180/20/5
oce-blocke h320/20/3
hitp=/fotwug za net/Ain.. 518020/
La05/20/3
CTwug-seapointtest 20/an

|Protocol | | Signal Strength ||

- Configuration —
Mode: % Router ¢ Bridge

~ Wireless Metwor - -

Address Acquistion: € Automatic O PPPoE % Static

IP Address: [10.1.1.55

.l

Gateway: |10.1.1.254

Ao i ;- ONS Servers: (1011254 s
BT | cecosmenind il

80211 86 ... - Upload: funlim'rted

i

BO2.11 Download: |unlimited

nv2 _

nv2 L —— - Local Netwark

nstreme | -33 ,, il [

nv2 41 NI P Address: 1521800254

1*] | Netmask: [255.255.255.0 /24) =]

|. Signal Strength:

Netwark Mame:

[w DHCFP Server

DHCP Server Rangs: |192.168.55.1-192.168 55 253 i
[wi MAT
[ Bridge All LAN Ports

- System -

[ Cannect | Raouter Identity: ;Huems Grandes

; Check For Updates Reset Configuration i

e Netmask: [255.255.265.0 (/24) [=]

: Pazgword... ;




Quickset

Use System > Reset Configuration to reset the router to factory
defaults

— No default - true

~ Keep users — false

— Skip Backup —true
Use the Quickset utility to quickly setup the router as per
previous settings

— Router Mode

— Wireless —ap_mtza

— Ether —192.168.x.254/24, WLAN — DHCP client (automatic)

— Add NAT rule

— Add a DHCP Server with manual range

— Set System Identity

Test configuration then restore from backup-DHCP




Web Administration

The router can also be configured with a web based
interface (Webfig)

Accessible via the routers web page http://router_IP
Type in username and password to access
Operation is identical to Winbox

Custom skins can be created to limit access

The trainer will demonstrate using Webfig with custom
skins and administrative access




Webfig LAB

Log in to your router using a web browser on
http://192.168.xy.254

Create a custom webfig skin to limit access to only interfaces,
wireless and tools

Create a custom group for the limited skin
Create and assign a user to the custom group

Test the functionality




||

Interfaces
Wireless
Bridge
PPP

P

Ports
Cueues
Drivers
System
Filzs
Log
SNMP
Users

Radius

Tools:

ol Mewe Terminal
Telnet

= Fassword

. Cerkificate
Make Supout.rif
il Manual

= Rolting

v R

Network Management Tools

General iﬁ-c_t?g_il:f'_f;ﬁd :
Pitig T IU.D.U.D
Packet Count: i‘i

Timeoukt: | 1000

!

Tracerouke
= U RraceroubE Tor |0.0.0.0
Facket 5ize: |56

Timeout! |1

111

Frotocal: Jicmp

“Traffic Manikar

Fark: Iﬁ.ﬂ_
Ping —
MAC Ping -
| Traceroute
Bandwidth Test

BTest Server

Packet Sniffer
Tarch

MAC Server

Use ping to check the presence of systems

on the network by IP address

Traceroute can be used to track down
routing problems on the network

Bandwidth test can be used to check the
performance of routers and connections

IP scan can be used to check for multiple

network hosts

All utilities can be found in the Tools menu
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—— == | raceroute

Traceroute To: | T e _ Start
Packet Size: [56 Stop Use DNS —reverse
Timeout: | 1000 ms Eliae | ’
i ookup of IP’s
Protocol: |icmp £ p
P | Mew Window . .
Bt
Part. 3434 | Count — iterations of
[ Uze DMS MTR
Count: | -
itk | I Max Hops — TTL
Sre. Address: | |-
: Source Address —
Interface: | |
nsce. I~ useful to troubleshoot
Routing Table: | |- ro utl ng/NAT
Hop Hox loss [Sert lost [Avg Bes Wost |Sd DevlHsoy |+ Interf i
14176131.214 0.0% 34 0 .4ms 05 03 1.5 03 —_—
24176133114 0o 34 5 5ms hd 15 251 449 _ nter ace OUthIng
3 oc-hh-gw gig.za net 00% 3 9.0ms 63 20 180 4.0 ol | H
4 hh-oc.gig.za.net HEER 3 12 Bms 13.7 45 4.1 § BT I nte rfa Ce
5 hhcore gig.za.net 0.0% 3 5 Tms 0.3 359 287 e n |
& roe-hh-gw.gig.za net 00 H 12 1ms 14.0 6.1 324 21 | — 1
741 7h 128245 0.0 34 18 6ms 2.1 g0 35.7 83 _ DSC P QOS p O I nte r
g 15668.121.73 0.0% 3 11.8ms 185 1140 440 e
9196612149 0.0% 34 24 Yms 237 106 453 8.4 1 —
10 mweb-Z ciree.net .za 0.0 34 20 6ms 230 101 h74 T | RO Utl n g ta b | e u Se
11 157-84-7-23 cpt.mweb co.za 00% 3 20 7ms 290 165 T2 i 7 _
12 197845238 et mweb oo za | 0% M 258w | 227 104, 353 63 custom route marks
13 156.283.178 66 0.0 3 23.8ms 231 124 435 T
14 cte-core-swZ vwol.net 00 H 4Z 1ms 225 11.8 421 6.4
15 www mweb co za HRIFS 3 31 Ims M3 146 3751 UL |
gl 0
{15 items




Bandwidth Test

Specify User/Password for remote
device or turn off Authenticate under
Tools = Btest Server

Useful for checking link performance
Large CPU overhead for running test
— Especially TCP

UDP tests asynchronous speeds

— Useful for checking wireless sync rate vs
actual performance

TCP checks “real world” performance

— Use multiple connections to simulate
normal network activity

BTest Server Settings

Tw/Fx Tatal Average:

iv" Enabled
[ | Authenticate
Mliocate UDP Ports From: | 2000 |
Max Sessions: | 100 IE
Sessions -|
Test To: |RRELE] .
Pratocal: .(;‘ udp 7 tep Stop :
Local UDP To Size: | 1500 : IE
Remote UDP Tx Size: | 1500 |
Direction: |both &2
TCP Cennection Count: [20
Local T Speed: * bps
Remote Tx Speed: * bps
Random Data
Izer: -
Passwo rd: -
Lost Packets: }EE |
Ti/Fc Cument: | 16.1 Mbps/30.8 Mbps |
To/Fec 105 Average: |15.5 Mbps/31.1 Mbps |

115.1 Mbps/26.2 Mbps

BT 151 Mbps
R 20.8 Mbps

:stcnpped

il




Monitoring the Network Traffic

MikroTik RouterOS tools for monitoring the network
traffic:

— Interface tx/rx bits/s and packets/s, numbers and graphs

— Torch tool for more detailed traffic report through an
interface

— Sniffer for capturing data about Ethernet packets transmitted
on a LAN segment connected to an interface

- Firewall logs and connection tracking tables

— Interface traffic graphs

— |P Scanner tool
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Interface Traffic Monitor

You can open Interfaces in winbox to
see tx/rx rates

Open any interface and select the
“Traffic” tab to see the graphs and
real time speed

Use the “monitor-traffic” command in
terminal to get the traffic data per
one or more interfaces, for example:

— [interface monitor-traffic etherl

— /Jinterface monitor-traffic
etherl,ether2,ether3

—

e
[ e, i e e e 1w,
E.' ' Interfare =othard = -
__ [EFTACe >iner !

'f General Ethemet  Status  Traffic aK
Tw: 883 kbpz Cancel -
[ Fiw | 78.5 kbps | Apphy
| TwPacket 55 p/ N
. RTARRE IS B Dizable
R= Packet: 9B p/s =
Caornrment
Tarch
BT 983 kbps |
R« 8.5 kbps | I "
- P il
BB T Packet B5p/s “
Fu Packet 96 pfs ] |
. : bl st
E (ETyTullale| i .Iin-k ak
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Torch tool offers a detailed actual traffic report for an

Torch Tool

interface

It's easiest to use torch in winbox:

Go to “Tools” > “Torch”

Select an interface to monitor and click “Start”
Use “Stop” and “Start” to freeze/continue
Refine the display by selecting protocol and port

Double-click on specific IP address to fill in the Src. Or Dst.
Address field (0.0.0.0/0 is for any address)
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- Basic - Filters Start
inteface: [FEIRMMMM * |  Src. Address: [0.0.0.0/0 =
A ap
Entry Timeout: |00:00.03 's  Dst. Address: [0.0.0.0:0 =
o0:00:0. L o
- Lollect Src. Addressé: |_:_:,-"I]I
EFJ Src. Address _F__l Src. Addressh Mew Window
Al B
[vi Dst. Address [v Dst. Address6 B A |0
[ ] MAC Protocol Iv| Port MACT Protocal: |EI||
vl Protocol [ ] VLAN Id Protocol: |any
[ | DscP .
Port: |arny
VLAN Id: |any
DSCP; |any
.. < |Protocel [Se. [ps. [VLAN 1d|DSCP |TxRate |RxPRate |Tx Pack.. |Fx Pack..
8000Gp) 17 fudp) 10.2.34.30:161 {snmp) 10.2 72 20:49156 240bps 240 bps 0 0
800 {ip} 47 102765 4176.131.213 53kbps  Dbps 4 0
800 {ip} 47 10238017 4176.131.213 Eikbps  Dbps 4 0
200 fin) 47 1026510 417613333 53kbps  DObps 4 0
800(p)  1licmp) 102765 41.76.131.213 Obps 1354 bps 0 1
200 {ip) 47 10.2 96,162 417613332 REEGbps 160 bps 0 0
200 jip} 6fcp) 104.138.210.232:48588  41.76.132.31:23 felnet) Obps  197bps 0 0
8004p) 17 judp) 10.2.34 28:58439 10.2.72.7:861 Obps  160bps i 0
800 (p) 17 fudp) 41.76.124.155:63582 10.272.20:14313 Obps  354bps 0 0
800¢p) 1 ficmp) 41.76.128.117 172.18.197.170 Obps  240bps 0 0
800Gp) 17 judp) 847,93 60:25353 £176.131.213:1025 Obps 386 bps 0 0
800¢p) 1 icmp) 84.7.93.60 41.76.131.213 461bps  Obps 0 0
200 {ip) 6 fcp) 216.58 223 37:443 fhitps)  41.76.131.213:63093 144bps 301 bps 0 0
B00Gp}  1ficmp) 10.2.34.28 41.76.131.213 458bps  Obps 0 0
800 p} 89 fospf} 224005 4176133113 218bps  Dbps 0 0
2004p)  1{icmp) 417612836 4176.133.105 122bps 16D bps i 0
800 Gp)  1ficmp) 41.76.128.36 417613333 122bps  16Dbps 0 0|
800Gp)  1icmp) 41.76.128 36 4176.133.38 122bps 160 bps 0 0
800¢p) 1 licmp) 10.2.90.1 4176.131.213 Obps 11.6kbps 0 3
B00fp) 17 {udp) 197.1556.100:53 {dns)  41.76.133.105:41799 352bps 704 bps 0 (1
G00Gcd  Bfeod BA138.75.237.2571  41.76.133.32.445 lsmb) Obps 248 bos 0 11
_24 tems |Tr:stal T 18.7 kbps | Total Rx: 16.4 kbps !Tc-taJ Tx Pachet: 12 iTutaI P Packet: 7




Graphing

: Interface Statistics
You can add rules to give other?

yOU baSiC graphing for router Last update: Sun Tul 12 19:53:09 2009

interfaces
"Daily'" Graph (S Minute Average)

Use Tools = Graphing to o T e e T T T

add support for interface

graphing G A .
Use the web interface to e R |

0,00 Kb TR TR ro— y : : :
12 14 16 18 20 22 o 2 4 & § 10 12 14 15 13

VIEW grap h S Maxln 193 Mb  Averagelas 103Mb  Cusrent In: 469.79 Kb

Dlax Out: 61034 Kb Average Out: 128731 Kb Current Out: 45214 Kh

1600,00 K foiedoind |y b B B

Bits per zecond

: "Weekly" Graph (30 Minuie Average)
‘M Graphing: ; 2000.00 Kb

150000 Kk

[ ]
=]

Interface ¢ |Allow Address  |Store OnDisk ||

s

all 0.0.0.040 yesg

100000 Kk

00,00 Kk

Bits per second

Q.00 Kb




Logging
System > Logging allows you to configure logging options for
the router
You can log to memory, disk, email and remote syslog
You can log all functions of RouterQOS

All messages stored in the routers local memory can be
printed from /log menu.

- Each entry contains the time and date when event occurred, topics
that the message belongs to and the message itself.

If you have enough memory/diskspace you should increase
the number of log entries stored




Name: |disk | oK
o 5 (o
File Name: |log | s
Lines Per File: | 2000
File Count: [10 | | Remove
[ Stop an Ful

B New Log Action

Mame: |a{:t1'nn'l | OK
.T}I‘pe: |Eﬂ'nE|j| !l * | Cancel
Email: |pmtEh‘ukmﬁksa.mm | e
Copy
Remave

[disabled

Topics: [ |pppoe

Prefix: |

-Action: |I'nEf‘l'lﬂf‘.-’

Increase line
and file count

Add multiple
rules and
locations

Add new rules




SNMP

Simple Network Management Protocol (SNMP) is an
Internet-standard protocol for managing devices on IP
networks

SNMP can be used to graph various data with tools such
as CACTI, MRTG or The Dude

Enabled in IP 2 SNMP

vl Enabled oK
Contact Info: =_snrnnne@mi.kmtiksa.mm | Cancel
Location: SDLrth Wing Apphy i
Engine |- ik Communities

Trap Target: :__ -

Trap Community: :I:II_.I|:I|iE ;
Trap Version: 5 ;

Trap Generatars: [ I

Trap Intefaces: | ] -




J .J'. -: _3,1
Management Tools LA »

Enable Graphing for all interfaces, queues and resources

Add a log rule to monitor DHCP
— Enable/disable DHCP client and check results with and without logging

Try a Bandwidth Test across the wireless network to your neighbour

— Check the traffic using the Interface traffic monitor
— Use Torch to monitor the interface during bandwidth test
— Try using single and multiple connections

Use Tool = Btest server toremove authentication for
Bandwidth Test — test functionality again




RoMON

ROMON - Router Management Overlay Network

ROMON works by establishing an independent MAC layer
noeer discovery and data forwarding network

ROMON network operates independently from L2 or L3
forwarding configuration

Each router on the RoOMON network is assighed a RoMON ID

The RoMON ID can be selected from port MAC address or
specified by user

The RoMON protocol does not provide encryption services

- Encryption is provided at "application" level, by e.g. using ssh or
by using secure winbox




Configure RoMON

Tool > RoMON allows the service to ~ [FEECII=
be enabled/disabled N |
ID can optionally be specified Curet 10 DACASDESZFD | | =
otherwise default is etherl MAC |

Secrets will encrypt ROMON comms oo
with MD5 — secret must be the same [*- | =7

f or a dJ acen t p 0 rt S E ; ?::Efq -~ Eg o

RoMON Ports allows setting up ports
individually with costs

3 'rtérns




Connecting to ROMON

Wl n bOX V3 m USt be used & WinBox v3.0rc13 (Addresses) - O

: T I=
File | s

Select a RoMON enabled ComectTo [102722 e romt
router and choose
“Connect to RoMON” ot | 0

RoMON enabled routers ErAN B [
will now be displayed

Login: ::admin

e

Managed RoMON Neighbors |

T | Refresh

|Address .Cns.t |Hops |Path L2Ider|trt§.' - ‘-Ierg!nn'."
000C 42 20:A0:33 400 2 D4:CASRD:5E:. . 1500 254 Training Router 331
4C5EGC:A5:20: 7T &00 3 D4:CAGD:ES:... 1500 metifetoof+b2011-Rack Mount 6341
4C-5E0C. 774824 400 2 D&CASD55. . 1500 metlfetooftb 1100 6341
Dd:CABD:55:3D:6F 200 1 D4:CAED:RR:... 1500 KG-RBZ2011 £33
E4.80-8C-A2:56:B1 400 2 D4CARD55. . 1500 metlifecrs £.33.3

4 »

-5. :rtems




Romon LAB

Enable the RoMON service

Configure a secret of “ClassRoMON”

Test the configuration — only works with Winbox V3




RouterOS Packages

| Package List
Emahie Flainetsl

[E Dizable Ininsts Hpscheduls | Dovingrade
!{ﬂ_a_n'le ) |‘u’ersiur1 | Build Time
o Brp 55 n/20/2011 114630
& routeros-mipshe ah Jun/20:201 1 11:47:50
= advancedtools 5.5 JunA20/2011 114527
& dhcp 5.5 Jun/20,20171 11:45:38
& hotspot 55 JunA20/200171 114612
¥ ipyh BE Jun /2020171 11:46:07
¥ mpls bh Jun/ 2002017 11:45:58
Sopp 5.5 Jun 202011 11:45:49
S routerbioard hh Jun/20/42017-11:46:39
& routing 5.5 Jun/20/.2011 11:45:52
& securty 5h JunA20/2011 11:45:36
& svstem 2.b Jun20/2011 11:45:22
Swirsless hh Jun/20.°2001 11:46:27
& usermanager 55 Jun 202007 11:46:49
‘|
14 items

RouterOS software packages can
be

— enabled or disabled to achieve
necessary set of RouterOS functions

— installed and uninstalled to free up
disk space

— upgraded to the latest version or
downgraded

Goto Syst em > Packages in
winbox for package management

To effect the changes, router has
to be rebooted using the Syst em
- Reboot command
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RouterOS Packages
Package  |Featwes

Package

advanced-
tools (mipsle, mipsbe,
ppc, x86)

calea (mipsle, mipsbe,

ppc, Xx86)

dhcp (mipsle, mipsbe,
ppc, Xx86)

hotspot (mipsle,
mipsbe, ppc, x86)
ipv6 (mipsle, mipsbe,
ppc, Xx86)

mpls (mipsle, mipsbe,
ppc, Xx86)

multicast (mipsle,
mipsbe, ppc, x86)

ntp (mipsle, mipsbe,
ppc, x86)

ppp (mipsle, mipsbe,
ppc, x86)
routerboard (mipsle,
mipsbe, ppc, x86)

Features

advanced ping tools. netwatch, ip-scan, sms tool, wake-on-LAN

data gathering tool for specific use due to "Communications Assistance for Law
Enforcement Act” in USA

Dynamic Host Control Protocol client and server

HotSpot user management

|Pv6 addressing support

Multi Protocol Labels Switching support

Protocol Independent Multicast - Sparse Mode;

Internet Group Managing Protocol - Proxy

Network protocol client and service

MIPPP client, PPP,. PPTP, L2TP, PPPoE, ISDN PPP clients and servers

accessing and managing RouterBOOT. RouterBOARD specific imformation.




RouterOS Packages

backage  [Featuwres

routing (mipsle,
mipsbe, ppc, x86)

security (mipsle,
mipsbe, ppc, x86)

system (mipsle,
mipsbe, ppc, x86)

user-manager (mipsle,
mipsbe, ppc, x86)

wireless (mipsle,
mipsbe, ppc, x86)
routeros-
mipsle (mipsle)
routeros-
mipsbe (mipshe)
routeros-
powerpc (ppc)

routeros-x86 (x86)

dynamic routing protocols like RIP, BGP, OSPF and routing utilities like
BFD, filters for routes.

|PSEC, SSH, Secure WinBox

basic router features like static routing, ip addresses, sNTP, telnet, API,
gueues, firewall, web proxy, DNS cache, TFTP, IP pool, SNMP, packet sniffer, e-
mail send tool, graphing, bandwidth-test, torch, EolP, IPIP,

bridging, VLAN, VRRP etc.). Also, for RouterBOARD platform - MetaROUTER |
Virtualization

MikroTik User Manager
wireless interface support

combined package for mipsle (RB100, RB500) (includes system, hotspot,
wireless, ppp, security, mpls, advanced-tools, dhcp, routerboard, ipv6, routing)
combined package for mipsbe (RB400) (includes system, hotspot, wireless, ppp,
security, mpls, advanced-tools, dhcp, routerboard, ipv6, routing)

combined package for powerpc (RB300, RB600, RB1000) (includessystem,
hotspot, wireless, ppp, security, mpls, advanced-tools, dhcp, routerboard, ipv6,
routing)

combined package for x86 (Intel/AMD PC, RB230) (includes system, hotspot,
wireless, ppp, security, mpls, advanced-tools, dhcp, routerboard, ipv6, routing)




Router hardware and platform
Platform ___ [Models _____[Package

X86 All PC based routers routeros-x86-xx.npk
RB230

Power PC RB333 routeros-ppc-xx.npk
RB600
RB800
RB1000,1100,1200

MipsBE RB411,433,435,450,493 routeros-mipsbe-xx.npk
RB711, 750, 751
RB-SXT, Sextant, Groove, Metal, OmniTik
RB9xx, RB2011 Series

MipsLE (Legacy) RB111,112, RB532 routeros-mipsle-xx.npk

Tile All Tilera based routers (Cloud Core Series) routeros-tile-xx.npk
CCR-xxxx

ARM RB3011 routeros-arm-xx.npk

Smips RB HexLite routeros-smips-xx.npk




RouterOS Releases

Bugfix Only — fixes, no new releases
Current — fixes and new features
Release Candidate — “nightly build” beta and test features




Upgrade from System Packages

-rom System —>
Packages click Check for
Updates

Review the changelog if
necessary

Choose upgrade channel
if required

Select Download or
Download and Upgrade

Checle For Updates

Channel; ';;g;-,;,:
[nstalled Version: 53—11

Latest Version: 5341

= | oK

What's new in 6.34.1 (2016-Feb-02 14:08):

“Jinterface - fiwed stats that were B¢ smaller;
) traffic-monitor - fced stats that were B¢ smaller;
"} smips - propery detect smips boards for winbox & webfig.

What's new in &.24 {2016-Jan-25 10:25):

I mipsle - architecture support dropped Jast fully supported version §.32 x);

") dude - The reports of my death have been greatly exagoerated;

"} dude - dude RouterDS package added for tile and x86 ([CHR]) architecturs;

"} dude - package included by default to all CHR images;

*} dude -initial waork on dude integration into. Router05:

"ibap wpls -foeed initialization after reboot;

*i mpls - forwarding of VRF over TE tunnel stopped working after BGP peerreset;
“lipsec - improved TCFP peformance on CCHs;

) btest - significantly increased TCP bandwidth test performance:;

"} winbo - fived possible busyoop on w2 xwith latest & 34RC versions:

I cem - allow to sign certificates from imported CAs created with RouterS;

i ldp - foc MPLS PO max length;

"I net - improve 64bit inteface stats support;

"\ routerboard - print facton-fimware version in routerboard menu;

"y enmp - add oid from ucd mib for total cpu load 010 1.3.6.1.4.1.2021.11.52.0;

"I winbox - add extra tems automatically to muttidine fields if at least one of them is
required;

"} winbou - implemented full ipve dhep client;

"I winbox - update blocked flag f user changed blocked figld in dhcp server leaze;
"I mac4elnet - fived backspace when typing login usemame:;

") sstp - allow ECOHE when pfs enabled:

"I e - fixed info command for Cinterion EHS5-E modem;

"I fast-path - fived kemel crash on ondoff;

") licensing - fixed that some old 7 symbol keys could not be upgraded;

"} ssh - fived possible kemel crash;

f.System is already up to date




Manual Upgrading

Check if the license allows the upgrade
- System = Li cense in winbox
- /system | icense print incommand line

Upload new version of RouterOS software package(s) to the
router using

— ftp binary mode to the built in FTP server
-~ Winbox drag-n-drop feature to the Files window
Reboot the router

Faorts

Bl File List

Duietes - ;

Direers = [f‘l__,J |__I ! Backup Festons:

e | File Mame 4 iT_l.Jpé iSi_ze- iEraatiu:un‘ Time

& routeroz-#86-2.... package R2MEB  Jul/09/2006 20:12:39

Filez & uzermanager-.. package 3335 KE Jul/09/2006 20:12:23
L

LDg e i ST

SMEEF bpagti Bt

P Uploading routerss-x86-2.9. (5.7 MIB of 10,3 MiB at 314,14kt
Badiuz

¥ Tools I

Cancel

Mew Termiinal
Telnet D rag'n'd rop here
| B Fasowoid

1 Cerificate 94

:,5' htake Supiout. il |38.4-HB ol BOLE ME used |3Eif"/.=~ free




Auto Upgrade

You can use System = Auto Upgrade to upgrade the router
from a common router

-~ The common router must have the packages stored in it’s
filesystem in the /pub directory

— Any FTP server can be used as long as files are stored in the
user root directory

Add the common router in Upgrade Package Sources
- You need a user account with at least read and ftp access

You can then select the package/s from Available Packages
and select Download

The router will then be upgraded with the selected package
or ROS version




Adding a package source

| At U e L_ : Package Source <10.7. 12542
Avaiable Packages Upgrade Package Sources |
[
T-m T ) User: |Elleli|'| Carnicel
= :
{Address i |User | |"’ Pazsword: |
10.7.1.254 admin g
Copy
Remave
CIff %

Available Packages JUparade Package Sources

T| | Refiesh || Dowriomc || Download Al Find
|\ Source | Name | Viersion | Status |Cnm1::r|e16d ”*I
& 10.1.1.254 rtp 5.5 downloaded 1
£10.1.1.254 EPp 55 downloaded
£510.1.1.254 routeros-mipshe 55 installed

Jitems




Firmware Upgrade and RouterBOOT

RouterBOOT reset button has three functions:

— Hold this button during boot time until LED light starts flashing,
release the button to reset RouterOS configuration (total 5 seconds)

— Keep holding for 5 more seconds, LED turns solid, release now to
turn on CAPs mode (total 10 seconds)

— Or Keep holding the button for 5 more seconds until LED turns off,
then release it to make the RouterBOARD look for Netinstall servers

(total 15 seconds)
RouterBOOT can be upgraded from RouterOS by:

— Upgrade to the latest version of RouterOS (newest firmware is

included)
~ Run command ¥ Routstboard e
Model: |SXT G-2HnD '
/system routerboard upgrade e
Cument Firmware: 13,02 | ! SekE
— Reboot your router to apply the upgrade | .cimw 55 [ 58 Power e




Packages and Upgrade LA B

Note system resource usage (esp. memory)
Use System Packages to disable unnecessary packages

Reboot the router
Check system resource usage — has anything changed?
Use Auto Update to update your router to the latest
version

— Server: 10.1.1.254 User/Pass: admin/admin

— Do not unplug the router during this process!

- How do you confirm a successful upgrade?

Check System = Routerboard for updated BIOS and
upgrade if necessary




Downgrading the Router

Upload an older version software packages to the
router

Go to Syst em > Packages and click “Downgrade”
to reboot the router and install the older packages

- Note, that Syst em > Reboot won'tinstall older
packages, you need to go to “Packages” and click the
“Downgrade” button rﬁgT” il_j
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Import and Export

You can export all the configuration from a specific menu to an
editable script file:

- [adm n@J kroTi k] > /export file=all

- [adm n@ kroTi k] > /i p address export
fi1le=address

— files will we stored on the router
You can import script files
- [adm n@ kroTi k] > /inport file=all
- [adm n@ kroTi k] > /inport fil e=address
— Files must be on the router
Only changes to the default router config will be exported
— You can use export verbose for a full export

Script file is a plain text file which contains CLI commands, but
no user passwords
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Netinstall

Used for installing and reinstalling RouterOS
— Can be used to re-install router to default in the case of lost

password
— Used when the OS becomes corrupted for some reason

— If no OS is available the Routerboard device will automatically
try to find a Netinstall server (bios must be latest version)

Runs on Windows computers

Direct network connection to router is required or over
switched LAN

Available at www.mikrotik.com




=

<& MikroTik Netinstall for Router0S v4.13 Check Version

i ~ Routerz/Diives
Label | MAL address / Media | Status | Software I Help
E:\ Hard disk Ready K T
I Keepold configuration Get ke, .
Locate router here P /]
| ) Flazhfig
Gateway:
Enable Bootp Server \ e =
b ak.e floppy I Met boating | ryztal] I Caticel r Et:rnfigureﬁip-"s.: Auto CO nﬁgure
:-F'_a_nékages Scrlpt
Sets __j_j Saveset Delete st
From: |E:%routeros-6LL-4.10 Browsze. . Select all | Select none I
t ame | Wersion | Dlescription |
& routeros-mipsbe 410 Router0d5 for RouterBOARD RB 4wy, includes all supported features
& routeroz-mipsle 4,10 Fouterd5 for RouterBOARD RBAwe & BB 1w, includes all supported features
& routeros-powe... 410 RaberM5 far RnaterROARTD RR3AF E RRROMN & BRIOON ncludes all supporte. .
& routeros85 410 Choose package to install
Loaded 4 package(s)




Filter and Find
r |
‘Ml Firewall ﬁﬂ
U S e t h e fi Ite r | Filter Rules MAT | Mangle Service Ports Connections | &ddress Lists  Layer? Protocols

P || E ] |3 | | 55 Reet Counters || 000 Beset All Counters : | srzhat 'w

fu n Ct i O n to Frotocaol

*F iz * | |tcp ¥+ - | | |
d . I | Chain ¥ iz * | zrchat ¥+ - |
I S p a y O n y # | Achon Chain | 5ic, Address | Dst Address | Protocal Sre. Port | Dist Paort (1 | Out Butes \Packets | *

1 $log srchat 1027215 EBtcp) bl e 1]
p aram et ers 2 of accept sronat 1027215 6 [tcp) an i 0
3 o accept grcnat 10027215 B [tcp] 80 0B 1]
f b h 35 2l masquerade  srcnat 1027210 B{tcp) 110 1872 B a6
oun d y the 3% = masquerade sonat 1000048 1027210 6 {icp) o5 18.6 KiE 365

filter e

Fiter Bules MAT | Mangle Service Ports Connections  Address Lists | Layer? Protocols

gR ; ezl (s o i | oo Reset 8l Counters LI archat ¥
. g | |Actian Chairv | Sro. Address | Dst Address | Protocal Src. Port | Dst, Pork |1, Ot | Byutes Fackets
U Se fl n d tO | 43 mjump srcnat 10.2.65.0/24 ' ' Pub.. 9359KE 12814
west? chain
h | h | | ht 44 & jump sicnat  192.168.2... Pub.. 52MiE 62579
g g ;52 Milnertan Highzite Clients
. 45  #=ijump grcnat 1002.80.0424 Pub.. BEEME 835114
p a rt I C u I a r ;2 Cellular Dynarnics Highsite Clients
46 = jUmp srchat 1002.82.0424 Pub... 17.4ME 180123

.2 Signal Hill Clients

e n t ri e S 47 ejump gsrcnat 1002860423 Pub.. 5 2 MiB 70 364

.2 Seeusig Highsite and bevond inc. Simanztown
48 @8 jump grcnat 1004.0.0/16 Pub... 9.0 MiB 121 926
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Using SAFE mode *TIP

Safe mode prevents you from accidentally locking yourself out
of your router

Any changes made during Safe mode will not be committed to
the router until you exit Safe mode properly

— Safe mode changes the running config in memory but does not
commit the changes to disk until safe mode is properly exited

To enter and exit Safe mode use Ctrl-X key combination in a
Terminal window or click the Safe Mode button at the top of
Winbox

- Note the 2 safe modes are independent of each other (depends on
ROS version — please test functionality first)
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Using SAFE mode

W gL b i e g
BEE TLETTLIITTTT
ITTI KKK HKEEK PRREERER GO0 i
ITI EHEEK RERR. EER 020 00O LY I
ITI KK KKK = RREERRER 000G 000 ITT
ITI EEK HKEE EER EREE COO0000D ITT

TET
III
LLE
L E

EHE

HHE

EHK HKEE
EHEHE
KEH EEE
KRR  HHE

MikroTik Bouter05 5.2 {c) 1959-2011 http://www.mikrotik.com/

[david@weatl] >
[Safe Mode taken]
[davidEwesatl] «<SRFE> |




Network Time Protocol

NTP is used to maintain the correct time for routers that do
not have a battery backup

To get correct logging or graphing data you must set the
correct time on the router

RouterOS has both an (S)NTP Client and Server
— The NTP Server requires the NTP package be installed

To use NTP set the time zone in Syst em > C ock, enable
the NTP client in System = NTP Client and specify a time

S e rve r Clock [m] ﬂ1
Time | Manual Time Zone Ok
Time: Em | Cancel
Date: |Jul/26/2015 T vl {Erigbled [ ok
(v Time Zone fAtodetect Mode: |unicast Cancel
Time Zone Name: |Africa/Johannesburg | ¥ | Primary NTP Server: 41.76.128.222 N
i - Secondary NTF Server: [41221.356
GMT Offset: |+02:00
DST Act

Server DNS Mames: :_ =

Dynamic Servers: |




NTP Client L AB

Set your Time Zone correctly in the System Clock

Enable (S)NTP Client — you can use the trainer router
10.1.1.254 as the NTP Server or 41.76.128.222

You can also use the SAIX igubu server — 196.25.1.1

* Advanced *

Install NTP package and setup an NTP Server

On your neighbour set to sync time with your NTP Server
— reboot the client and check that it sets time correctly

— You will need to uncheck the Use Peer NTP option in DHCP
client




More Configuration?

System —> Scheduler allows you to run scripts at
specified times

System = Watchdog can reboot the router if the
kernel fails or if an IP address is no longer ping-
able

— Automatic Supout creates a Support Output file that
can be sent to MikroTik for evaluation

Tools = Email defines mail server parameters for rrrammmr

|| Name | Usage |w

systems that use it (e.g. logging, scripts) T ——

. management 0.0
Tools = Netwatch can execute arbitrary iy | 0

unclassified 0.5

commands whenever an |IP Address goes up or weess 00
down
Tools = Profile shows CPU usage for various
subsytems in RouterOS




Support Channels

Use “Make supout.rif” (Routing Information File) to
capture live information on problem routers — this is
required for any MikroTik support requests

— Supout can also be created automatically by System Watchdog

Email support@mikrotik.com along with the supout.rif file
and a clear description of the issue

Supout.rif uploader and viewer is also available in your
account on mikrotik.com

Full manual and many examples and scenarios are
available on wiki.mikrotik.com

Open forum discussions are available on
forum.mikrotik.com




Network Communication

OSI| Model

Layer2 vs Layer3 networking

IPv4 Su
Address Reso

onetting

ution Protocol




OSl layer Communication

Process of communication is
divided into seven layers

Lowest is physical layer,
nighest is application layer
~Or our purposes we can
consider everything above

layer 3 to be Application level
communication

OSI Model

Data Layer
| Application
MNetwork Process to
Application

Presentatmn )
Data

andm:ﬁphm

£ - Session h
i Data I Interhost Communication

M
O
&

=

Host Lavers
= _
jul) _
't}

1\‘-_ ﬁ

( | Trans
Seg rne-nts End-to-End ﬂectmns
and Reliability

( Packets ( Pat ook

and IP (Logical Addressing)

(Frames\( Data Link W

(Phyiscal addressing)

Media Layers

A




Application These layers are more concerned with client
. level communication. Software generates data
Presentation to be communicated and passes it onto the
S *’ lower levels for transport to another host
Session
Transport

Sometimes also called the TCP/IP Layer, this is
Netwo rk where routing decisions are made for sending

| Data Link This is where network cards communicate
\ / using MAC addresses.

Physica| This is the physical transmission layer




Physical Layer

The physical layer is the physical connections including
the cables, Network Cards, wireless interfaces and other
devices that make up the network

This is the layer that you can see and feel

It uses various ways of signalling depending on the
medium it is transmitting through

Usual associations are electromagnetic waves (wireless),
electrical pulses (wired, Ethernet), light waves (Fibre)




Datalink Layer

This layer is where the network packets are translated
into raw bits (00110101) to be transmitted on the
physical layer.

This layer uses the most basic addressing scheme, MAC
Addresses.

The main purpose of a MAC address is to provide a
unique (hardware) identifier for each host.

This does not provide any means for routing or organizing
the hosts that participate on a network.

All switches and routers will have a separate MAC
address per Ethernet like port

Hubs do not have MAC addresses




Data Link Layer (MAC Addresses)

MAC Addresses (Media Access Control) are unique addresses given
to network hosts.

— First part of the MAC address is assigned to the manufacturer of the
hardware;

— The rest of the address is determined by the manufacturer;

— Devices, that are not manageable (e.g., HUBs and some switches) do not
have MAC addresses.

Manufacturer:Unique ID

Example: 00:0C:42:04:9F:AE
It can be any combination of numbers 0-9 and letters A-F

MAC addresses are used for addressing in the Data Link Layer
(Layer 2) of the OSI network model.

MAC addresses are not used to group hosts on the network
together.

Analogy: MAC address is like a your ID number.




Network Layer

The network layer is responsible for logical (TCP/IP)
addressing.

It allows for grouping computers together unlike the MAC
address where there may be no similarity from one MAC
address to another.

The network layer provides the functional and procedural
means of transferring variable length data sequences (called

datagrams) from one node to another connected to the same
network

Datagram delivery at the network layer is not guaranteed to
be reliable.




IPv4 Addresses

IP addresses are used for logical addressing in the Network Layer
(Layer 3) of the OSI network model.

|P addresses

— are unique, 32-bit addresses

— are referenced by humans via dotted decimal notation, one number per 8
bits (1 octet or byte), e.g., 159.148.147.1

— consist of three primary classes A, B, and C (class D is for multicast) of the
form [netid:hostid]

Analogy: Think of a MAC address like a person's ID (Social Security)

number, it is just a number that is unique from anyone else's. Now

think of an IP address like a person's mailing address. The mailing

address group people into zones by using the postcode, city,

province, and street identifiers.
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Classfull Adressing

IP Subnets were originally divided into class A,B and C
Subnets

Class Network Range 1% Private Range
Octets Octet

0-126 255.0.0.0 10.0.0.0-
10.255.255.255
B 2 2 128-191 255.255.0.0 172.16.0.0-172.31.255.255
C 3 1 192-223 255.255.255.0 192.168.0.0-

192.168.255.255




IP Addressing

Each octet has a range from 0-255 which translates to
binary of 00000000-11111111 (8 bits)

So an address link 192.168.0.23 with a subnet mask of
255.255.255.0 can be represented as

11000000. 10101000. 00000000. 00010111
11111111.1111117111.11111111. 00000000

Another way of representing the subnet mask is to specify
the number of bits in the mask portion dedicated to the
subnet

So we can represent the address above with
192.168.0.23/24 (“slash 24”)




Private IP ranges

0.0.0.0/8 and 127.0.0.0/8 (localhost) are reserved
addresses and cannot be used in networking

There are other addresses not used on the public Internet

These private subnets consist of private IP addresses and
are usually behind a firewall or router that performs NAT
(network address translation).

— Private IPs are never publicly routed because no one owns
them.

Private IP addresses are used in most LAN and WAN
environments where a public address space is not
available or is not large enough




Private Ranges

The following blocks of IP addresses are allocated for
private networks:

10.0.0.0/8 (10.0.0.0 to 10.255.255.255)
172.16.0.0/12 (172.16.0.0 to 172.31.255.255)
192.168.0.0/16 (192.168.0.0 to 192.168.255.255)
169.254.0.0/16 (169.254.0.0 to 169.254.255.255)*

*Note that 169.254.0.0/16 is a block of private IP
addresses used for random self IP assignment
where DHCP servers are not available




Subnets

There are many situations where class A,B and C
networks do not provide fine grained enough
apportioning of network numbers.

Given IP class networks can be subdivided into smaller
subnetworks

Size of the subnetwork is determined by the network
mask (subnet mask, netmask)

There are three types of network mask notations:
Binary, Decimal and number of bits in netid

CIDR notation ignores the traditional classes of
network and instead focuses on the number of bits in
the net-id to determine the number of hosts and
available networks
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Subnetting

WISP Edge

2 41.0.5.0/30 N

-- <— _Route 4200024 _ | i}
A’ via 41.0.5.2 " 2

ISP Edge

Class C Network: 42.0.0.0/24
— 1 network with 256 hosts (254 useable)
— IP’s can range from 1-254
/27 networks:
42.0.0.0/27 42.0.0.32/27 42.0.0.64/27 42.0.0.96/27
42.0.0.128/27 42.0.0.160/27 42.0.0.192/27 42.0.0.224/27

— The class C network is split into 8 networks
— Each network has 32 IP’s - 30 useable




Subnetting Reference Chart

Subnet Mask

(Netm ask) Binary CIDR |Hosts |Nets Notes

255.255.255.255 (11111111.1112111121.1121111211.11111111 |/32 255 |single host mask

255.255.255.254 |11111111.111112111.111211111.11111110 |/31 unusable mask, no host bits

255.255.255.252 |11111111.11111111.111211111.11111100 |/30 64 Point to Point

| NN]|]O |

255.255.255.248 |11111111.11111111.11111111.11111000 |/29 32

255.255.255.240 |111112111.1112121111.1121211111.11110000 |/28 14 16

255.255.255.224 |11111111.111112111.111211111.11100000 |/27 30 8

255.255.255.192 |111112111.1112121111.1121211111.211000000 |/26 62 4

255.255.255.128 (11111111.11111111.11111111.10000000 |/25 126 2

255.255.255.0 111112111.121111211.11111111.00000000 |/24 254 1 1 Class C network
255.255.254.0 11111111.112111111.11111110.00000000 (/23 510 2 Class C networks
255.255.252.0 11111111.11111111.11111100.00000000 (/22 1022 4 Class C
255.255.248.0 11111111.11111111.11111000.00000000 (/21 2046 8 Class C
255.255.240.0 11111111.11111111.11110000.00000000 (/20 4094 16 Class C
255.255.224.0 11111111.121111111.11100000.00000000 (/19 8190 32 Class C
255.255.192.0 111112111.121111111.211000000.00000000 (/18 16382 64 Class C
255.255.128.0 111112111.11111111.10000000.00000000 (/17 32766 128 Class C

255.255.0.0 11111111.11111111.00000000.00000000 |/16 65534 1 Class B Network (255 Class C)




Network Address

The first address in an IP range is called the Network Address
It is used to label the network
Routers route to network ranges not specific IP addresses

Network addresses are used to tell routers where to send packets
Example:
/[ route add 192. 168. 10. 0/ 24 gat eway=10.1. 1. 254
[route add 196. 32. 0. 32/ 27 gateway 196. 25. 66. 7




Broadcast Address

The last IP in the range is called the Broadcast address

The broadcast address is used to talk to all hosts on
the network.

The broadcast is an address with the host portion set
to all 1's, for example:

~ 128.192.10.255 for network 128.192.10.0/24
~ 128.192.10.191 for network 128.192.10.128/26
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Broadcast Domain

A broadcast domain is part of the network that can hear
broadcast traffic from hosts of this network

Broadcasts are needed for:

— establishing initial communications with another host, i.e., address
resolution

— for dhcp and the like assignments of ip addresses

Remote networks can be bridged over a tunnel to create
single broadcast domain

Many services operate in a broadcast domain }ﬁSTNP
— HotSpot, DHCP Server, PPPoE Server

Computers on the same broadcast domain can communicate

directly without needing a router
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ARP

Address Resolution Protocol (ARP) is used to associate
MAC addresses with IP addresses.
ARP process works as follows:

— ARP requestor sends a broadcast frame with the destination
IP address, its source IP address and MAC address, asking for
the destination MAC address.

— Host with destination IP address sends a directed frame back
to ARP requestor filling in its MAC address and storing the
MAC address of the sender in an ARP table (or cache).

You can see the ARP cache by lookingin| P = Arp
Static entries can be added if ARP is disabled

ARP is only used in IPv4, IPv6 uses Neighbour Discovery
and SLAAC for initial communication
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ARP Table

The ARP table shows the IP
Address, MAC Address, interface
and state (Dynamic or static)

You can create entries manually

or from an existing entry

Clients will need the exact IP/ARP
combination to get network
access when arp=disabled on a

particular interface

v e 3 o o e s Ei e 5 o L o ) v

| ARP List

El al [v

'IF' Address MALC Address
=10.2.72.10 00:30:4F:4C:50:03
=110.2.72.20 00:05:34:20:6A:F6
=10.2.72.21 00:23.08:B7:95:8A

£=110.2.72.24
B10.2.72.27
£310.2.72.33
£10.2.72.35
14121523265
£41.223.35.57
£141.223.35.58
141223 35617
£3172.18.8.241
£1172.18.33.254

00:06:DC:80:45:2A
3C-8B:FE:41:8A:53
00:0C:42:5A:AE: 61
00:0C:42:0E:59:9C
00:0B.6B:56:34:56
00:21:04:FA:8A: 72
00:0C.42:5A:AE:61
E0:91:53:11:3D:D5

00:30.4F.4C:50:03
00:-0C:42:1D:36:DE

Interface
etherl
etherl
ether
etherl
etherl
etherl
etherl
wlan1
etherl
ether
etherl
etherl
etherl

—
b |

|| 71 ARP <10.272.33> -
IP Address: [10.2.72.33 oK
MAC Address: |D0.0C.42:5A:AE:61
Copy
Interface: | etherl
Remove
[ Make Static ]

Ping




Static ARP Configuration

Use the Interface General tab to set

7 | Interface <etherl >

ARP behaviour T
— Enabled — normal operation Name: |ethert
. . ) Type: |Ethemet
— Disabled — manual setting on client WTU: (1500
and server L2 uTU: [1526
. MAC Address: [00:0C:42:4E:8C:0C
— Reply-only — Manual setting on e

OK

Cancel

foply |

Disable

Comment

Torch

dizabled

server actor Port. fﬂ “_‘
PrCOdy-EI:
Bandwidth (Roe/Twe): IERACO0N

Proxy-arp — Proxy requests
between 2 directly connected
networks e.g across a PTP tunnel

Switch:

|disabled nunning

Ilnk I:Ii-:




Static ARP [ B

Create a static ARP entry for your laptop

Set arp=reply-only on your router’s Local Network
interface

Test network connectivity
Change your computer IP address
Test Internet connectivity

Set ARP back to Enabled and restore your laptop’s IP
address



Network Bridging

Theory of bridging
Transparent network management

Joining networks together




Ethernet Bridge

Ethernet-like networks can be connected together using OSI
Layer 2 bridges

The bridge feature allows interconnection of hosts of separate
LANSs as if they were attached to a single LAN segment

Bridges extend the broadcast domain and increase the network
traffic on bridged LAN

Bridges can be created directly from the Bridge menu.

Remote networks can be bridged using VLAN technologies such
as EOIP or Bridged PPP (BCP)

An Ethernet switch is a kind of “multiport bridge”

Note that collisions are not possible in a full duplex switched

network  #&5F1D
%T” i]j 133




Advantages of a Bridge

A Needs to Contact B

Simplified network structure

[ A B C D ﬁ
Isolate collision domains with | 5. =, -I—_;,Q

micrO-SegmentatiOn Data not forwarded to C and D
Easy expansion of broadcast domain

Access control and network management capabilities
(esp. when using transparent bridging)

Certain IP services rely on bridged networks to operate
correctly

— PPPoE Concentrators, HotSpot servers, DHCP Services, VLANs




Transparent Bridge Filtering

You can use the bridge function to transparently insert a MikroTik
device into an existing network

- No modification of IP’s, gateways etc. is required

This allows bandwidth management, firewalling, transparent proxying
and other services

Standard client network, DHCP

| runs on DSL router
_smintérne: -

DSL Router
DHCP Server

Client Network

Transparently bridged network
DHCP still on ADSL router
Now possible to proxy, bandwidth

Transparent DSL Router limit etc. transparently to clients
Client Network Bridge DHCP Server

internet -




Disadvantages of a Bridge

Does not limit the scope of broadcasts
Does not scale to large networks
Buffering and processing introduces delays

A complex network topology can pose a problem for
transparent bridges.

- multiple paths between
transparent bridges and

| ANs can result in bridge

00ps

— The (rapid) spanning tree
protocol helps to reduce
problems with complex
topologies.

I'll forward
this broadcast
out Gig 0/2 5

this broadcast
out Gig 0/1

[ 'l forward

2

I'll forward
this broadcast

out Gig 0/2 :

I'll forward this
broadcast out both
my Gig interfaces 1




Adding a Bridge Interface

To add a bridge interface to the router
— Click Bridge in winbox to open up the bridge window

— Click + to add a new bridge interface, give the bridge a name
(if desired) and click OK

This creates the bridge “container”

— By itself the bridge interface does nothing (unless it is used as
a loopback interface)

- You still need to add “ports” (interfaces) to the bridge
container to achieve the desired functionality

In command line, use commanc
— [interface bridge add to add a bridge
— [interface bridge print  to see the bridge interface 157




5

Interfaces
wireless
FFF

| ‘Bridge

IF

Fiouting
Ports

; Elusues

3 Ijrwer.s
System

_"Fi!e's

- Log

SNME
Users
Radus
-'I_'l:":!ls-:

Hew Terminal
“Tolel
Password
-'Eéftﬁfjg;;té?
Make Supout i
Manual
.-:.E'H'Lt:

Creating a Bridge

o
Bridges ti’%@ﬂ‘ﬂ;@;’?ﬁ Tl =

7 | MAC dddress

B MNew Interface

Nare: |EEEER]

Type: |Bridge

MTL: [1500

MAC Address: |

ARF: I enabled

Admin MAC Sddress: |

[disabled [nina




Adding Ports to the Bridge

To add ports to the bridge
— Select the Ports tab in Bridge window
— Click + to add a new bridge port

— Select the interface to be added to the specified bridge
— Click OK

Any Ethernet type interface can be bridged except the wireless
interface in station mode e

— Ether ports ,ﬁru—w p
— VLAN’s

— Wireless AP

— Virtual AP

— EolP Tunnels

— PPTP/L2TP/SSTP with BCP (Bridge Control Protocol) 139
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Assigning Ports to the Bridge

.Iﬂterfélzm.
wireless
PPP

EFTEIQE

Broute | NAT | Hosts

1R

Routing
Ports
Husues

'_Dr.ivexs-

-:Ey_stém-

Files

Lag

SNMP

-_Ll'ééré
Radius
Toalz

Mew Terminal

Telnet
Password
Cerificats
ake Supout bf

Manual

Exit

e |-E.“i='5:|EIlé Il Eridge Port <—etheri=

bridgel

General |§£ﬁi_lﬁ|

Interface:. I eth_erE

“Bridge: I bridge1

Priority: |80

Path E-i'sti:':'h 0

Edge: |auto

-Ffiﬁiht'.'l'lj__'}:"f:ﬁr‘iti:':l auto

-E':.-cterr:l'aI'F{Jé: lautn:u

|disabled




Bridging LAB

Connect to your neighbour using an Ethernet cable on port 2
Bridge your etherl and ether2 together

Check in Winbox loader — when you press the 3 dots do you see
your neighbours router along with your own?

Add an additional IP to your laptop from the same /24 range —
use 172.16.x.1/24 and 172.16.x.2/24

—~ X must be the same on both computers — use the lowest of your
assigned numbers

— Additional IP’s can be added in Interface properties - TCP/IPv4 -
Advanced

Test ping to each other (check firewall settings)
Restore your router from backup




Wireless and VPN Bridging *TIF

Due to limitations of 802.11 you cannot bridge a wireless
device running in station mode

To bridge wireless clients a number of options are available

— Station-pseudobridge and Station-pseudobridge-clone for non-
RouterOS AP’s

— Station-wds and Station-bridge (easiest) for RouterOS AP’s
You can bridge IP routed networks using any VPN technology
that supports carrying MAC addresses

— EolP (Ethernet over IP) — MikroTik proprietry protocol

— PPtP/L2TP with BCP (Point to Point / Layer 2 Tunneling Protocol with
Bridge Control Protocol) — also PPPoE with BCP could work

©




Using IP Firewall in Bridge

Enable in Bridge > Settings = Use IP Firewall
Traffic flowing through the bridge can be processed by IP

Firewall

Brldg
DecW
INPUT OUTPUT
INTERFACE Layer -3 >/ | InTERFACE
[* Interf
o nierrace
E :’"" HTB
n-interface ; =
; P t
LGELLMQ @ Fo:wﬂ'i §-‘ yes -7 no
yes ! “ | LS Firewall

yes 4

Bridge

a5
Bridge /I*\
' Use IP \ Inpgl L..Ise IP
DST-NAT | | © Firewall % Firewall
vl
b Bridge —=z-| | Bridge |
Decision .=Z_5,.| | Forward

> Bridge

no SRC-NAT
[}

Bridge

Output




IP Routing

Transferring Datagrams through Networks




Basic Routing Theory

At it’s simplest, routing involves the forwarding of datagrams
(packets, frames) between different physical networks

The objective is the delivery of packets between two systems
connected to different networks

When a host needs to send a packet to another host it will
examine the IP / Mask combination to determine if the
destination is on the local network or on a remote network

If the destination is local the packet is delivered directly

If the destination is not local the host examines its routing table
for a matching destination entry

If it finds a matching route it will send the packet to the
relevant gateway

If it does not have a matching route it will look for a default
(catchall) route and send the packet there




|IP Routes

Static Routing is the most basic routing you can do
It is very fast, but has no redundancy capabilities |
To access go to “IP” > “Routes” in winbox *TIP

If you have added an IP address to router's interface, and the
interface is enabled, there should be a dynamic (D) active (A)
route for the directly connected (C) network

These are “known” routes that the router builds
automatically based on your IP settings — the router will add
one for each IP address that is assigned to it

Note if you have a default route from DHCP/PPPoE it can
appear as both Dynamic and Static at the same time!

I PRpTE—

*TIP




Static IP Routes

You need to add more routes to “tell” T =l
the router where to send IP packets | General |atibuies oK
for hosts, that do not belong to any 2z AL || Caneel
of the directly connected networks. e L1100 2| NI ;
Gateway Interface:; - [T }
.o Dizable ™
You can add routes to specific —
.o Intertace: | Lomment
networks over specific gateways ] = [T
— Please note, that the gateway Type: [uricast +| | Remove
should always be directly e v
reachable over one of the router's Scope: (255
interfaces! Target Seope: |10 |
Routing Mark: b
Use Gateway Interface only for o .
“tunnelling” type interfaces where

the IP might change ﬁTN i]—j




Network 1
192.168.10.024 /

Network 2

& 172.16.0.0/24  /

10.50.0.0/24

DST NET GATEWAY DST NET GATEWAY
172.16.0.0/24 10.10.0.2 192.168.10.0/24 10.10.0.1
172.32.0.0/24 10.10.0.2 172.32.0.0/24 10.50.0.2

DST NET GATEWAY
192.168.10.0/24 10.50.0.1
172.16.0.0/24 10.50.0.1




Static Routing LAB

Test the wireless connection between you and your
neighbours router using the ping command

- How can you get your neighbours IP address?

Add a static route to your router so you can reach your

neighbour's network 192.168.Y.0/24 over the wireless
interface

Test if the routing is correct using ping and traceroute to
— 192.168.Y.254 (router's address)
— 192.168.Y.1 (workstation's address)

Make sure your laptop Firewall allows ping requests
— Can you ping your laptop from your own router?




Default Route

If there is a “smart” host on the network which knows how to send
packets to other networks, you can use it as the default gateway
for your router and add a static default route with

— destination 0.0.0.0/0 (any address)
— the IP address of the “smart” host as the gateway
If the router cannot find a valid route in its static or dynamic route
tables it will send the packet to the default gateway.
The default route can be added in a number of ways ?QSTN ﬁ
— Via DHCP client
— Via PPPoOE client
— Static route

— Dynamic routing protocol
(OSPF, RIP, BGP)




S

Interfaces
Wireless
FPP
Bridge
IP

Addresses

Adding the Default Route

Il Route List

Routes

P all hd

’E@stinatinn 3 ]Eateway Pref. Source | Distance | Interface |F{nuting P ark. |
DAC P0.1.100.0/24 10.1.1.3 0 wilanl

R outing
Forts

Hueuss

Dirivers

Sustem

Files

Log
SHMP

Ilszers
Hadius

Tools

MHew Terminal

Telhet

Fassword

Certificate

Make Supout. rif
M arual

E =it

F l( Foutes )

DAC P 17216.12.0/24 172.16.12.1 0 ether3

Faol
ARP
YRRFP

DAC |- 192.768.1.0/24 192.168.1.254 0 etherl

. MNew Route

Firewall |
EhE Eoleway | 10.1.155 [#] | | &
UPnhP
Traffic Flow Check Gateway: | Rg
Accounting Type: |unicast |E
Services Bigtarice: [ ]7
Packing
Meighbors T o hﬂ ‘
a COpe:;
DMS s
Routing Mark: [ | =
DHCP Client
Pref. Source: | -

DHCP
DHCP

Hotzpot

IPzec

Semver

Relay

0K

Cancel

Apply

Disable

enabled




Specific Routing

If there are two or more routes pointing to the same address,

the more specific one will be used

Dst: 192.168.90.0/24, gateway: 1.2.3.4
Dst: 192.168.90.128/25, gateway: 5.6.7.8

If a packet needs to be sent to 192.168.90.135, gateway
5.6.7.8 will be used, irrespective of route distance

| Route List
Routes | Mexthops Rules  WRF
=] 7] 8] [T
| |pstAddess  [Gateway [Distance |Routing Mark _[Pref. Source |
i oostatic
AS  PO00OM  10234254wachableethebridge 1
DAC P 10.1.1.0/24 wlan1 reachable 0 10.1.1.254
DAC P 10:1.1.254 loophack reachable 0 10770254
DAC F102340/24 etharbridae reachable 0 10.2.34 253
DAC | P 10.4.1.0/24 wlanZ2 reachable 0 10.4.1.254
DAC 10201024 wlan1 reachable 0 10.20.1 254
AS P 152.168.50.0/24 10.1.1.100 reachable wilan 1
AS I+ 152.168.90.0/25 10.1.1.200 reachable wian 5

BEL




Route Distance  *TIP

If you have multiple routes to the same destination (e.g. 2
default routes) then the one with the lower distance will be

chosen
Static routes and PPPOE routes have a default distance of 1

— This can be altered if required

DHCP Client default route distance is O
— This will therefore override a static or PPPoOE route

Routes | Nesthops Hules VRF

'|'| ._ -;"-:--L': :-f_ff Tf' [ E _.;-?,|| ;

|Dst. Address [#] s |[#] 00000 T [#+][=] [ Fer_]|

| IDstAddess  s|Gateway  [Distance [Routing Mark ||v] 10.0.0.1 is the chosen gateway as it
\AS k0000 10001 reachsblestherd 5 MEm— :

E P 0.0.00/0 10.0.0.2 reachable etherd 10 ' has a lower distance




Advanced Routing?

The MTCRE Certified Routing Engineer covers advanced
routing subjects such as

— Multipath routing

— Static and dynamic failover

— Policy Routing

— Open Shortest Path First (OSPF) routing
The MTCINE Certified Internetworking Engineer is the
most advanced MikroTik course covering mainly

- iBGP and eBGP Border Gateway Protocol

— MPLS MultiProtocol Label Switching

— VPLS Pseudowires

— VRF Virtual Routing and Forwarding




Command Line Interface

Text-based RouterOS Configuration




Command Line Interface (CLI)

You can access the CLI by clicking “New Terminal”
For the first time log in as ‘admin’, no password.

Once logged in, press [?] to see all commands at the current
menu level

- [adm n@M kroTi k] > [?]
Press [Tab] twice to see a short list of all available commands
- [adm n@M kroTi k] > 1 p [ Tab][ Tab]
Use up and down arrow to cycle through previous commands
—- Up to 200 are stored

You can use these commands at any leve
- [adm n@M kroTi k] > 1 p address [ ?]

- [adm n@ kroTi k] > I p address print [Enter]
156




Using CLI : Console Completion

Commands and arguments don't have to be completely
typed, hit [Tab] to complete the typing:

- [adm n@ kroTi k] > 1p add[ Tab]

- [adm n@J kroTi k] > ip address

If single [Tab] doesn’t work, hit it twice to see available
options

- [adm n@M kroTi k] > i[ Tab] [ Tab]
| mport interface 1ip

- [adm n@M kroTi k] > 1 n[ Tab]
- [adm n@M kroTi k] > interface
The CLI will change colour to show you validity

i[david@HilnEttnn] > 1p addrezs add addres==10,5.72.1/24d interface=etherZ

157




Using CLI : Navigation

You can go step-by-step down into menus:

- [adm n@M
- [adm n@v
- [adm n@M

Kr oTi
Kr oTi

Kr oTi

K
K
;

> 1 p [Enter]
| p > address [ Enter]
| p address> print [Enter]

Use “..” to go one level up in the menu tree

- [adm n@M
- [adm n@v
[ adm n@V

- [adm n@M kr oTi K]

Kr oTi
Kr oTi

Kr oTi

K]
K]
k
Use [/]togouptot
- [adm n@M kroTi k.

| p address> .. [Enter]
Ip > .. [Enter]
>

ne root level

| p address> /

>
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‘Print’ and ‘Monitor’

‘print’ is one of the most often used commands in the CLI.

It prints a list of items, and can be issued with a number of
arguments, e.g.,

- print status,
- print interval =2s,
- print wthout-pagi ng, etc.

Use ‘print ?’ to see the available arguments

The items can be identified by their number for further
modification

Note this number is dynamically assigned at the time of
iIssuing the print command

‘monitor’ continuously shows status of items
- /1n et nonitor ether?2
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'Add’, 'Set' and 'Remove’

Use the 'add’' command to create additional items, you can
specify a set of options for this new item in a particular
menu.

You can change or add some options for already existing
items by using the 'set' command

Or you can delete items by using the remove’ command

Use the line number returned by “print” for remove and set
commands
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'Undo’ and 'Redo’

To revert to a previous configuration state, use the
'/undo' command

- [adm n@ kroTi k] > /undo

To repeat the last undone action, enter the '/redo’
command

- [adm n@M kroTi k] > /redo

'Undo’ and 'Redo’ are available in winbox GUI as two
buttons with arrows on top left corner of the winbox
window.
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More Common Commands

Use/iI nterface W rel ess toperform common wireless
functions

- /interface wreless print

- /interface wreless scan O

- /interface wrel ess set band=2. 4GHz- B/ G ssi d=I nt er net

Use/1 p route tocheckandsetoraddroutes

- /ip route print

- /ip route add dst-address=0.0.0.0/0 gateway=41.23.31.1
Use/ pi ng and/tool traceroute fortroubleshooting

-/ pil ng www. googl e. com

- /tool traceroute www. googl e.com




Command Line LA

Remove your
— DHCP Client

Use the Terminal to add an IP address 10.1.1.XY/24
— Check ping to Trainer Wlan IP 10.1.1.254

Add a Default Route via Terminal
— C’IeCk traceroute to Internet

Monitor the status of your interfaces via Terminal
while you browse the net.

Create a backup called “backup-your name-ROUTED
(from Winbox) Save the backup to your laptop

7




Wireless Theory

AP mode
Access control
Interface Settings
Wireless tools
Station-WDS and Bridging
Nstreme and NV2




Access Point

w1l =t
B.| Interface < wian-pavilion-place>

Uses “AP-Bridge” mode

— “bridge” mode is for allowing 1
client to connect with Level 3
license, useful for PTP

Creates wireless infrastructure by
defining Service Sets (SSID)

Participates in Wireless Area

Expects stations to follow its
frequency (DFS by Scan List)

Uses authentication based on Access
Lists

nigaed

General Wireless | Data Rates  Advanced WDS

Mode:

Band:
Frequency:
SSI0:

Radio MName:

i_:':lp_bl_'idg_e
|5GHz
..5155
pp-oc-bb

fén-:ean -“.Sn-aapnint

Scan List: | _

Security Profile:

Frequency Mode:
Countny:

Antenna Mode:
Artenna Gain:

DFS Mode:
Proprietary Exdensions:
WMM Support; |

f_::h_afault

|manual tapower
firelaru:l
\antenna a

0

none
[post-23.25
digabled

Default AP Tx Rate: |

Default Client T Riate: |

v Default Authenticate
[w! Default Forward
"] Hide 551D

{running

| dBi

w bps

 bps

(4] (el [

«f [#| ]

oK

Cancel

Apphy

Disable

Comment

Torch

Scan...

Freq. Usage. .

Align...

Sniff...

Snooper...

Reset Configuration

Simple Maode

;-running ap




Wireless AP/Station Il

On the AP unit:

— Add a static route to your neighbours
192.168.x.0/24 range via the Wlan2

connection (172... IP)

On the station unit:

— disable your connection to Trainer router
(Wlan1l)

— disable your NAT (masquerade) rule

To Training Router

— Configure routing to get internet through
your neighbours wireless (modify your
default route)

— Test internet access via your neighbours Laptop 1
router




Bridging a Station

Normally a station cannot be bridged because of 802.11 limitations
Station-bridge mode can be used to overcome this limitation

A station-bridge client can be bridged to another interface on the router
and pass through layer2 information

To create a client<>client transparent bridge:

I g(;teha tSeI daegrldge interface on :,f’f Single Broadcast Domain

2. On the AP Wireless enable
bridge mode (usually enabled
by default)

3. Add any required Ether and
Wlan interfaces into the
bridge

4. On the station enable station-
bridge mode and bridge the |  192.168.0.0/24
wireless and ether interfaces \ pycp vian, Hotspot ete

Station-

briijy‘

192.168.0.0/24 |




Station Bridge mode LA ;i

Create a transparent bridge using standard ap-bridge on the AP and
station-bridge on the client

— All you need to do is change the mode to station-bridge on the station side — all
other settings remain the same

On the AP and Client:
— Create a bridge
— add the ether and wireless interfaces
In the Wireless interface:
— Check that Bridge Mode is enabled (default)
Move the 172.16.y. IP to the bridge on the AP side
— DHCP must run on the bridge if any interface is in a bridge

Setup a DHCP server on the bridge on the AP

On both laptops set to DHCP, test ping to each other, check internet
connectivity

— The station unit is essentially transparent to the network




Registration Table

Contains information about who is connected to the

AP or which AP the station connects to

Interfaces .&cce&s_-lj&t( Hegistrat'ﬂ:n); Connect List | Security Profiles |

| & Copptodccess List || 00 Reset
i e - . S .
( A wland 5 unknown Of:0C 42050000 ‘Ao

B AP Client <00:-0".2:05:00: 10> Bl AP Client <00:0C:42:05-25

' Metreme  Statistics

|35'ignal Mstreme | Statistics Generd
Fiadio Mame: [ unknow Last &ctivity: :EIEIEIEI— 5 Twi/Fix= Rate
MAL Address: iDDfDC:d-E:EIE:DDZT C Signal Strength: 5-58 dBm Tx/Fx Packets
Interface: |wland T= Signal Strength: 5_5_3_— dBm T=/F= Butes:
I ptirme: ET:IEI_EI_'I_S_%— Signal To Maise: |37 dB

Ak, Timeout: | 25 us Tw/R= CCO: |53/95

T=/F= Frames

b

Tw/F= Frame Bytes

FouterdS Version: ;2.9. ¥ Signal Strengths

r ' __jFEate |5t T#/Fx Hw Frames
' 9kibp= ] T T=#R= Hw. Frame Butes
Clignt Ta Lirnit: | 12Mbpz -56 )
18Mbps  -BE ;
LastIP: | 2dMbps:  -B00
3EMbps:  -B2]
48Mbps -B4f
& ah BiMbps 63

3 wDE

; | Sdkibps

. | 550/794745

:|550£?94804

: | FEI0MIFEOT 2

© | BE0/74813

: | 5133021 6346302

x|
[ Cancel |

Cancel




Access Management

default-forwarding (Access Point mode only)

— Gives the ability to disable communication between wireless
clients on the Layer 2 level

— Stops clients from establishing PTP connections directly to
each other (and bypassing your bandwidth management
system)

default-authentication (AP and Station mode)

— Allows the AP to register a client even if it is not in the
access list

— For a station mode client it allows it to associate with an AP
not listed in the client's connect list




Wireless Access List

Individual settings for each client in access list will override the
interface default settings

Access list entries can be made from the registration table
entries by using action 'Copy to Access List'

Access list entries are ordered, just like in firewall
Matching by individual or all interfaces “interface=al
Signal Strength specifies a minimum RX signal level

AP and Client TX Limits can be used for rate limiting per client

— Only works with RouterOS Clients P
— Non-ROS clients will ignore the rate limit "ﬁﬂ p

“Time” — specifies when this rule is active
Global rules can be specified by leaving MAC field blank

— Default Authenticate must be turned off on interface

III




Access List Operation

Access list rules are checked sequentially from the top
Disabled rules are always ignored.
Only the first matching rule is applied

If there are no matching rules for the remote connection,
then the default values from the wireless interface
configuration are used

If remote device is matched by rule that has
authentication=no value, the connection from that
remote device is rejected




Wireless Access list

-

__| Wireless Tables

Interfaces  Msteme Dual  Access List | Registration ConnectList | Security Profiles
* = v % O
[ M.&.E.&ddress o :.I.r'!t_é_rf@n:e ._é_-igna!._._ﬁ-_t.r._.._:_.-E.ut.}.'nent.i.ca.nt-inn él_-_.c.lrwan:.ﬁng "
AP O00C 420008 ED wilant 120,120 no o :
S 00:0C:42:0C:08:ED wilan 1200120 ves yes

—

__AP Access Rule <00:0C:42:0C:0A:ED > =

MAL Address: | 00:0C:42:00:04:ED ] ok,

Interface: |wlanl Cancel

Signal Strength Range: ,1 20,120 . Apply

AP T Lirnit: o Disable

Clignt T Limit: | Y Commert

| A Ca
2 itemsz [1 selectad] _ | Authentication By

|| Fomwarding Bemove

I:I:-:j.

4l

Frivate Kew E_-nu;:r_'!e__

Private Pre Shared Kew: |
“a - Timne: _ _
Tirne: f_I;IB:EIEI:EIEI |- 1e:00.00

L] sun vl mon v e vl wed v thu (v fri [ ] zat




Wireless Access List

Restore backup your name-WIRELESS

Disable the default interface settings on wlan2:
default-forwarding, default-authentication

Make sure that nobody is connected to your AP

Add access list entry with your neighbour's MAC address and
make sure it connects
Switch roles and test again

Add a client and AP TX limit, test the functionality using
bandwidth test

— Be sure to specify kbps in limit!




Wireless Connect List

You can allow or deny a station from connecting to a
specific AP by using Connect list rules

Connect list entries can be made from registration table
entries by using the action 'Copy to Connect List'

Connect list entries are ordered, just like in firewall
Used also for WDS links

Can be used to limit by MAC, SSID, Signal Strength, Area
Prefix

Allows for 1 client to be able to connect to multiple
security profiles *TIP




Connect List Operation

connect-list rules are always checked sequentially, starting
from the first.

disabled rules are always ighored.
Only the first matching rule is applied.

If connect-list does not have any rule that matches remote
access point, then the default values from the wireless
interface configuration are used.




Connect List Operation

If access point is matched by rule that has connect=yes value,
connection with this access point will be attempted.

- In station mode, if several remote access points are matched by
connect list rules with connect=yes value, connection will be
attempted with access point that is matched by rule higher in the
connect-list.

— |If no remote access points are matched by connect-list rules with
connect=yes value, then value of default-authentication interface
property determines whether station will attempt to connect to any
access point. If default-authentication=yes, station will choose access
point with best signal and compatible security.

In access point mode, connect-list is checked before
establishing WDS link with remote device.

— If access point is not matched by any rule in the connect list, then the
value of default-authentication determines whether WDS link will be

established.




W

[ —y
— Mew Station Connect Rule @ — 1 Hew Station Connect Rule @
Interface: :_wlarjl_ -‘ 3 Interface: wlan'l
MAC Address: |0R02EF.4515:43 | & | Cancel MAC Ackress: |
[vw| Connect [w| Connect
= Apply 5 IIIHHHIIII
ss1D: [4P26 1% Toeaie $5ID: [AP25
Area Frefis: 24 Cariment Prea Frefix |
Signal Strength Range: 1 20120 Signal Strength Bange: ?51 20
Security Profile: :_'?!E‘_f_sﬁ_u_l_t ; Securitp Profile: fu:.l.é.f.au_lt
r-

__| Wireless Tables

ireless Connect List

P

| Mew Station Connect Rule

Interface: |wianl

MAC Address: |

S5ID: |

Area Prefix:

Signal Strength Range: -'IEEI'IEEI

Security Profile: __-g:l_ef_gaylt

e

Cancel
Apply
Dizable
Comrent

Copy

Remove

e

1+ =] [vl[x]

Interfaces  Mstreme Dual  Access List  Registration  Connect List | Security Profiles

|3 itemz [1 zelected]

L # | [Interface IMAC Address | Connect|Area Prefis | Signal Str. | Seouity .. | >
' + wilan] 00:02:6F: 45:15: 43 wes -120..120 default
e wilan yes -75..120 default
Fi -120..120 default




WPS

WiFi Protected Setup (WPS) is a feature for convenient
access to the WiFi without entering the passphrase

RouterOS supports both WPS accept (for AP) and WPS
client (for station) modes

To easily allow guest access to your access point WPS
accept button can be used

When pushed, it will grant an access to connect to the AP
for 2min or until a device (station) connects

The WPS accept button has to be pushed each time a
new device needs to connect




Using WPS

A RouterQOS devices with a WiFi interface has
a virtual WPS push button

Certain routers have a front panel button,
check for wps button on the router

Virtual WPS button is available in QuickSet
and in wireless interface menu

It can be disabled if needed

WPS client is supported by most operating
systems

RouterOS does not support the insecure PIN
mode

Advanced Mode .

Torch

#: WPRS Accept

Scan...
. Freq. Usage...

align...

Sniff. ..

Snooper. ..

Reset Configuration |




Other Settings

Max-station-count (Wireless Advanced tab) — controls
how many devices may be connected to the AP at any

given time
Scan List — used with Superchannel mode to scan for
frequencies outside of the defined Country setting

— Acceptable formats: default,5545,5100-5200

Data Rates — used to limit max available data rate for non
802.11N modes
TX Power — used to limit TX power on card when using
card-rates mode

Adaptive Noise Immunity (ANI) adjusts various receiver
parameters dynamically to minimize interference




Wireless Security

Security profiles are configured under the /1 nt er f ace
W rel ess security-profil es pathinthe console, or
in the Security Profiles tab of the Wireless window

MikroTik supports all common forms of wireless security,
including WEP, WPA and WPA2

WEP support is provided for backward compatibility but as it is
a weak security method it should be avoided

To configure security you first need to define a security profile
— You can then assign the profile to an interface
— You can also assign the profile to a connect list rule




Wireless Encryption

P

— U Interface =wlan1 =
— y Gereral Wieless | Data Rates  Advatced | WDS -
— Hew Security Profile @ — Ei] e
_ . Mods: | ap bridge (2] L Cancel
General | RADIUS EAP  Static Keys _ 0K Band: ;_'2_4@_!2_?{,.5_ ':.;:_: [—ﬂppl_-,- ]
MHame: | profile] . Cancel Frequency: (2412 %] MHz .
i = ETE— |
- i ¥ SEID: |AP2G -~ ———————
e anckess i Apply e enrE | Comrment
Suthentication Tupes Fadio Mame: |000C420CE283 |
{w] "WPA PSE v WPAZ PSE Copy & e | - ;SCLI
|| WPA EAR | WPAZ EAF B ermioye & it Fratle IEIrl:IfI-_lE1 _i - L_F[EE]. EQE _!
- Unicast Ciphers — 5 L Aligri...
i : =l Frequency Mode: | manual txpower * — e
| teip ¥ Ees Com 5 ’ Sriff...
Emup Eiphers _ Caurtry: :r.'|-|:u_n:|:uuntr_l,l_set || |?DET---]
] tkip v aes com Antenna Gain: |0 | dBi i
— DF5 Mode: Tnu:-ne [E3
WHA Pre-Shared Key WS keys S e
s 2 Proprictary Esfensions: | post-2.3.25 (%]
WA Pre-Shared Key: f"-.-'-.:"F'.-'-‘-:___ka_I,Is{ _
Default AF T Rate: | * bpz
Drefault Chent Tx Fate: ™ bpz
Group key Lpdate: | 00:05:00 [w| Default Suthenticate
[w| Default Famward
Hide 5510
.running ap




Wireless Encryption

Restore backup-your name-WIRELESS

Create a new security profile with options:
mode=dynamic-keys
authentication-type=wpa2-psk

group/unicast ciphers=aes-ccm

wpa2-key=test password

Assign the profile to your wlan2 interface on the AP
— Verify that the client can no longer connect
Assign the profile on the client and verify connectivity

Try to replicate the same behaviour on the client using a
Connect List rule




Frequency Usage Tool

Frequency Usage Monitor
looks only for IEEE 802.11
frames

Interface is disabled during
the Frequency usage monitor

Use it to get a quick idea of
which frequencies are busy

Will only scan within the
Country / Scan List setting

“Wirgless | Data Fates  Ad

Miode: ;:Sta_tigq

Band |24GHzEB/G
Frequency; 2432

S5ID: | APZG

— | Frequency Usage =wlant > {running)

:Frequenn:_l_,l [MHz] ¢ |Usage

11 items

2412 B5.23
2417 312
2422 186
2427 1B
2432 36
2437 349
2442 4.3
2447 3.4
2452 12.4]
2457 3.7
2452 3.7

| dizabled




=

Wireless Snooper Tool

Shows all wireless usage for a given band including
AP’s, clients and unknown data sources

- Snooper =wlan1 > {running)

Hetworks | Stations
:Frequenc__l.J i '_E_anl:l L
& 2412 2 4GHz...
&1 2412 2.4GHz...
&) 2412 2 4GHz...
& 2412 2 4GHz...
&) 2412 2.4GHz...
& 2412 2 4GHz...
(&) 2417 2 4GHz...
i) 2422 24GHz...
i) 2427 24GHz...
&3 2432 2 4GHz...
&) 2432 2 4GHz...
DR 2432 ZAGHz..
& 2432 2 4GHz...
fi=g 2437 24GHz...
@ 2437 2 4GH=..
& 2447 2 4GHz. .
&1 2442 2 4GHz..
&I 2442 2 4GHz...
(E=3) 2447 2 AGHz...
] 2452 2 4GHz...
& 2482 2 4GHz...

Frmnt

En L el B I e N

35 itemz [1 s-elected]

:.fl‘-.uziu:lrEﬁ

00;:0B:EB: 40 03B
00:0B:EE:40: 0399
00:0B:EB: 40 04: 2,
00:0C: 42:05:01:39
Q0 0C: 4205 28:20
02:0B:EB:37:E7:0D

00:02:6F:08:53:18
O00Z:BF-A5:15:43
00:0E:2E:40:89:47
0:16:EBEDS:53:DE
00:0B:EB:37-5B:B4
0017948 FD:F7:81

00:0B:6B:31:52:69

L e Lo R B L i O ol o

55D

hntspdt
hotzpot
hiotzpot
test_ap
hatzpot
ot

BF2GE
[ N

linksys
dzintars

racer

tezts

(R

Ot Freq (%] | Of Traf. (%]

0o
0o
17
0.4}
0.0
0.5
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1.8

2.1
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0.6
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0.5§
2.3
0.9}
0.4
1.9§
1.7
0.0

ek

0o
0.0
185
5.1
0.0
5.7

41

A

25
.8
41.8
209

0.0

i

iE.andwi_dt._h_ fN.etwcnrkS 5'__ :

0 bps

0 bps
15.58 kbpsz
3.8 kbpz
0bp=

4.4 kbpsz
246 kbpsz
15.2 kbps

17.4 kbpz
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4.3 kbpsz
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4.4 kbpsz
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7.7 kbps
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10.5 kbps

0 bp=

[ ]

General | Beacon

Freguency: -
Band:
Address:
S510:

f Freq.
Of Traf:
B andwidth:

Stations:

S50 source:
Supported Rates:
Bazic Rates:

Capahilities:

Fikrotik:
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|2 4GHz-B/G

O0:0Z:6F:45:15:43

|AP2G

128%
834%

3.7 Mbps
2
'_beacnn
4 .Ml:-psl Eh’iEps E.Eh;I I:up
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Cancel |

M|




Packet Sniffer and Spectral Scan

Packet Sniffer is used to sniff packets on the interface

Spectral scan is available via CLI or The Dude — gives a
more accurate representation of wireless activity

Please note if any of the following is running then the
wireless interface is disabled and cannot connect or allow

connections:

— Scan tool

— Frequency Usage B =i i
—~ Snooper Twp
— Sniffer

— Spectral Scan




802.11N

802.11n is a wireless mode designed to increase throughput
with the same amount of wireless spectrum (bandwidth)

It is only supported on Atheros 802.11N wireless cards
— Canrunon 2.4 or 5 Ghz depending on card

You need to be running ROS 4 or later to support N cards
— License needs to upgraded if moving from ROS3

Enabled by setting Wireless Band to an N-enabled mode (N-
only or A/N for compatibility)

HT chains

- Are antennas for one radio
— Used for 802.11n and is a factor in throughput




802.11n | AB

Set your country setting to South Africa on Wlan2
The trainer will assign frequencies for each AP

With the AP on 802.11 run a bandwidth test between
your 172.16.y IP addresses (i.e. test Wlan2
performance)

Change the AP to 5Ghz-N-only

Set your protocol to 802.11

- You may need to use wlanl if you do not have 2 N cards on
your router

Run a bandwidth test
Note the results




802.11AC

IEEE 802.11ac is a wireless networking standard in the
802.11 family providing high-throughput wireless local
area networks (WLANs) on the 5 GHz band

This specification has expected multi-station WLAN

throughput of at least 1 gigabit per second and a single
link throughput of at least 500 megabits per second

This is accomplished by extending the air interface
concepts embraced by 802.11n:

— wider RF bandwidth (up to 160 MHz)

- more MIMO spatial streams (up to eight)

— downlink multi-user MIMO (up to four clients)

- high-density modulation (up to 256-QAM)




MikroTik 802.11AC

Only supported on 802.11AC chipsets

Current configurations support up to 3 spatial streams at
up to 80Mhz bandwidth

20 MHz 80 MHz 160 MHz
# of Spatial Streams

1 86.7 Mbps 200 Mbps 433.3 Mbps 866.7 Mbps
2 173.3 Mbps 400 Mbps 866.7 Mbps 1733 Mbps
3 288.9 Mbps 600 Mbps 1300 Mbps 2340 Mbps
4 346.7 Mbps 800 Mbps 1733 Mbps 3466 Mbps
5 433.3 Mbps 1000 Mbps 2166 Mbps 4333 Mbps
6 577.8 Mbps 1200 Mbps 2340 Mbps 5200 Mbps
7 606.7 Mbps 1400 Mbps 3033 Mbps 6066.7 Mbps
8 693.3 Mbps 1600 Mbps 3466 Mbps 6933 Mbps




Nstreme Version 2

Nv2 protocol is a proprietary wireless protocol developed by
MikroTik for use with Atheros 802.11 wireless chips

— Cannot be used with other TDMA systems such as Ubiquiti Airmax or
Motorola Canopy

— only devices supporting Nv2 can participate in a Nv2 network

Nv2 is based on TDMA (Time Division Multiple Access) media
access technology instead of CSMA (Carrier Sense Multiple
Access) media access technology used in regular 802.11
devices.

TDMA media access technology solves hidden node problem
and improves media usage, thus improving throughput and
latency, especially in PtMP networks.




Enabling Nv2

Nv2 is supported on ROS4.13 onward via the dedicated
NV2 package
- Use Syst em > Packages to enable / disable

ROSS5.x supports NV2 natively

Once enabled you control it under the Wireless tab in
| nterface > Wrel ess

On the AP set the Wireless Protocol to: nv2

On the client set Wireless Protocol to: nv2 nstreme 802.11

— This allows the client to be backward compatible with
previous versions of wireless




Change your AP mode to Nv2 without N-mode
Do a bandwidth test
Note the results

Try NV2 with N-mode
Do a bandwidth test
Note the results




MikroTik Product Selection

To help you choose the best product for your needs, we have
created a selection guide, based on the theoretical distance
each product can achieve at it’'s maximum speed, and at it’s
minimum data rate.

This table shows you how far can you reach depending on
whether your priority is absolute distance, or maximum data
rate.

The white dot shows distance when at the maximum
802.11ac data rate, the red dot shows the distance when at
the maximum 802.11n data rate, and the red bar shows
approximate maximum distance while at a signal of -70,
which is still acceptable, but the data rate nears the lowest.
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Bandwidth Management

Simple Queues

Bursting




Speed Limiting

Direct control over the data rate of inbound traffic is
impossible

The router controls the data rate indirectly by dropping
incoming packets

e TCP protocol adapts itself to the effective connection speed
Simple Queues are the easiest way to limit data rate
Simple queues make data rate limitation easy. One can limit:

o Client's rx rate (client's download)
e Client's tx rate (client's upload)
e Client's tx + rx rate (client's aggregate)

While being easy to configure, Simple Queues give control
over all QoS features 108




Basic Limitation

To create a basic limitation, specify at least a target
address and upload/download limitation
Target address can be the following:

— 0.0.0.0/0 — default target all

— Single IP Address

— IP Subnet

— Interface name (selected from dropdown)

Several IP’s / Subnets / Interfaces can be selected in
the same rule
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Simple Queue LAB

Restore backup-your name-ROUTED

Create a queue to limit your laptop's upload and
download data rate to 64Kbps/128Kbps

Verify the limits are working

Make a second queue underneath the first one to limit to
32Kbps/32Kbps

— Which queue has precedence?

— Re-order the queues and test again
Add a queue to provide unlimited speed to your router
from your laptop

- How do you specify a destination address?
201




More Queue Settings

Dst address allows you to specify an ip to limit data to e.g. to
limit access to a certain web server to a certain amount)

Time allows you to specify which times the queue is valid for
Priority is a number from 1-8 with 1 having highest priority
Packet mark allows protocol limits by using the firewall mangle
facility

Interface applies the limit to a specified interface

Queue type controls how HTB manages datarate limitations

Queue colors in Winbox:
— 0% - 50% available traffic used - green
—- 51% - 75% available traffic used - yellow
—- 76% - 100% available traffic used - red




Burst

Burst is one of the means to ensure enhanced (better) QoS

Bursts are used to allow higher data rates (exceeding the max-
rate) for a short period of time

Bursts can give clients the impression of a higher speed
service and a better browsing experience while still l[imiting
data rates on bigger downloads

To calculate burst you need to know the average datarate
(calculated over a burst-time period) and how it relates to the
burst threshold




Average Data Rate

Average data rate is calculated as follows:

- burst-time is being divided into 16 periods

- router calculates the average data rate of each class over these
small periods

Note, that the actual burst period is not equal to the burst-
time. It can be several times shorter than the burst-time
depending on the max-limit, burst-limit, burst-threshold, and
actual data rate history (see the graph example on the next
slide)

To work out actual time from zero rate use the formula
actual time=burst_time/(burst_limit/burst_threshold)
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Burst Exercise LAB

Limit your laptop's upload/download

— max-limit to 1024k/1024k (1M/1M)

— burst-limit up to 2048k/2048k (2M/2M)

— burst-threshold 512Kbps/512Kbps

— burst-time 60 seconds

Calculate the expected burst time and check the result

Change the burst limit to 10M/10M and compare the
results

Change burst-threshold to 5M/5M - compare the results

Change burst-threshold to 128Kbps/128Kbps and burst

time to 120 seconds - compare the results s




Queue Types

Bandwidth Management (Queues)
— FIFO (PFIFO and BFIFO) is a basic First-in First-out queue type

- PCQ (Per Connection Queuing) provides equal sharing of
bandwidth with the ability to specify limitations on a per client
basis

— SFQ (Stochastic Fairness Queuing) uses a round robin algorithm
to balance the flows of traffic through the queue

— RED (Random Early Drop) is a queuing mechanism which tries
to avoid network congestion by controlling the average queue
size

Queue Tree is an advanced queue method that needs mangle
rules to work, otherwise it works like a simple queue




Per Connection Queuing

PCQ is used to optimize massive QoS systems where most of
the queues are exactly the same only for different sub-streams.

The PCQ algorithm is simple

— first it uses selected classifiers to distinguish one sub-stream from
another

— then it applies an identical individual FIFO queue size and limitation on
every sub-stream

— then it groups all sub-streams together and applies a global FIFO queue
size and limitation.

PCQ parameters:

— pcq-classifier (dst-address | dst-port | src-address | src-port; :
selection of sub-stream identifiers

— pcqg-rate (number) : maximal available data rate of each sub-steam
— pcq-limit (number) : queue size of one sub-stream in packets
—- pcq-total-limit (number) : queue size of global FIFO queue




PCQ in Action — hard rate limit
» pcg-rate=128000

2 ‘users’ 4 ‘users’ 7 ‘users’
73k
128k
73K
. 128k 73k
queue=pcg-down
max-limit=512k 7l
128k 128k 73k
73k
128k 128k
73k




Set pcg-rate to a
number to
balance all flows
in the queue and
limit each flow to
a set rate

— Each flow can get N

up to set rate if
there is enough
total bandwidth

Set classifier — dst-
address for
download queue,
src-address for
upload queue
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PCQ example

If ‘limit-at” and ‘max-limit” are set to ‘0O’, then the
subqueues can take up all bandwidth available for the
parent

Set the PCQ Rate to ‘0’, if you do not want to limit
subgqueues, i.e, they can use the bandwidth up to ‘max-
limit’, if available

Set the PCQ Rate to <number> to hard limit each
subgqueue to a specified amount




PCQ in Action — soft rate limit

pcq-rate=0




Set pcq-rateto | Bl
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VPN

Virtual Private Networks

EolP, VLAN

PPTP,L2TP
PPPOE




VPN Benefits

A virtual private network (VPN) is a computer network in which
some of the links between nodes are carried by open connections
or virtual circuits in some larger network (e.g. the Internet) as
opposed to running across a single private network.

The link-layer protocols of the virtual network are said to be
tunneled through the larger network.

One common application sets up secure communications through
the public Internet, but a VPN needs not have explicit security
features, such as authentication or content encryption.

Corporate resources (e-mail, servers, printers) can be accessed
securely by users having granted access rights from outside
(home, while travelling, etc.)




Point-to-Point protocol tunnels

Capable of authentication and data encryption

— Authentication allows accurate mapping of data usage to
a user account

— Encryption secures the link against network sniffing
Such tunnels are:

- PPPoE (Point-to-Point Protocol over Ethernet)

- PPTP (Point-to-Point Tunnelling Protocol)

- L2TP (Layer 2 Tunnelling Protocol)
- SSTP (Secure Socket Tunnelling Protocol)




PPTP and L2TP Tunnels

PPTP uses TCP port 1723 and IP protocol 47/GRE
MikroTik includes support for a PPTP Client and Server
L evel 4 License supports up to 200 ppp type sessions

PPTP clients are available for and included in almost every OS
PPTP and L2TP have mostly the same functionality

| 2TP traffic uses UDP port 1701 only for link establishment,
further traffic is using any available UDP port

Configuration of both tunnels are identical in RouterOS




Creating PPTP/L2TP Client
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PPTP Client

Restore from backup backup-your name-WIRELESS
— Disable your default route
Create a PPTP client

- Server Address:10.1.1.254
~ User: class

- Password: class
- Add default route = yes
Add a masquerade rule to masquerade out all ppp interfaces

Do you still have internet access? Check the log for troubleshooting
problem connections

Check your IP address and Default Gateway setting

Disable the PPTP interface, enable your default route and attempt to
create a PPTP connection from your laptop

— Does it operate as expected?




SSTP

Secure Socket Tunnelling Protocol (SSTP) is a way to transport
PPP tunnels over a SSL 3.0 channel.

The use of SSL over TCP port 443 allows SSTP to pass through
virtually all firewalls and proxy servers.

— Useful if your ISP is blocking standard tunnelling type protocols

If both client and server are MikroTik routers, then it is possible
to establish SSTP tunnel without certificates and with any
available authentication type.

Otherwise to establish secure tunnels mschap authentication
and client/server certificates from the same chain should be
used.

TCP conne ction
SEL Hegotiation

S55TP owver HTTPS
ip bindin-&

Internet




PPPoE tunnels

PPPoE works in OSI 2nd (data link) layer

it is not a routed protocol
Clients must be directly connected to the server

PPPoE is used to hand out IP addresses to clients based on the user
authentication

It’s like a secure version of DHCP that includes accounting
It is a tool for ISP’s to manage and account clients

PPPoE requires a dedicated access concentrator (server),
which PPPoE clients connect to.

Most operating systems have PPPoE client software

PPPoOE is the most commonly used method for client IP
assignement and bandwidth management
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PPPOE Client | AB

Remove your Wlan IP address and the default route (disable DHCP Client)
Create a PPPoE client

- Interface: wlanl

- User: class

- Password: class

- Add default route = yes

Check the log to troubleshoot your connection

Check your PPPoE connection

- Is the interface enabled?

~ Is it “connected” and running (R)?

- Is there a dynamic (D) IP address assigned to the pppoe client interface
in the IP Address list?

- What are the netmask and the network address?
- What routes do you have on the pppoe client interface?




PPPoE with Encryption

The PPPoE access concentrator is changed to use
encryption
You should use encryption, either:

- change the ppp profile used for the pppoe client to
default-encryption

- modify the ppp profile used for the pppoe client to use
encryption

See if you get the pppoe connection running
— Check the connections on the trainer router
— Is it showing an encryption method?




Point-to-point Addressing

Point-to-point addressing utilizes only two IPs per link
while /30 utilizes four IPs

There is no broadcast address, but the network address
must be set manually to the opposite IP address.
Example:

Routerl: address=1.1.1.1/32, network=2.2.2.2

Router2: address=2.2.2.2/32, network=1.1.1.1

There can be identical /32 addresses on the router — each
address will have different connected route (network
value will be different)

This is the same as an “unnumbered” address on other
systems
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PPPoE/PPTP/L2TP Server Setup

To setup a PPPoE/PPTP/L2TP server you require an IP pool to
assign addresses, a modified PPP profile and a PPP Secret

The trainer will take you through setting up the server
components step by step — restore from backup-wireless

| PPP Profile <profile pppoe>

Local Address defines the

General | Protocols  Limits Ok
routers end of the PPP tunnel\ e — =
. Local Address: 'IE"I'IEE-d 3]«
Remote Address defines the [H e = J| [ o |
. . emote ress. \pppoe{oo o
addresses give to clients =™ ) | Commen
Bridge: | ™ Copy
Remove
IppOE-pioo Incoming Filter: [
Addresses: [172.250117225020 | % |[ cancel Outguing Fiter: | v
Next Pool: i!-'u:rne 3 - Apphy . . . Address List: | |
DNS Server indicates which
C . erver: | 10.1.1.25 [
® | DNS to hand to clients | (D25 Seover (1013 258 =)
| Remove WINS Server: | i
- Change TCF M55
. &
Use IP>Pool to create a = tHag St &

range of IP addreses to
assign to clients




PPP Secrets  *TIP

PPP Secrets store usernames and passwords that can be
used by any VPN service
You can assign a secret to a specific protocol or to all
protocols

— It’s 1 or everything, you cannot be selective

PPP Secrets are local to the router — they cannot be
shared across routers

RADIUS can be used to create a centralized
authentication system (e.g. MikroTik User Manager)




Adding a PPPoE Server

Under PPP—>PPPoE Server you can add a new server
Define an interface and profile

Authentication methods:
- PAP, CHAP, MSCHAPv1, MSCHAPv?2
— Only MSCHAPvV2 needs to be supported [ N T

Specify One Session Per Host to limit 8 e —
to only 1 dialup per secret i rjji,i o
Max Sessions limits the total number |wsemms © | -
sessions the AC will support aﬁ Emf

pap | chap

T [ /|
ﬂ!ﬁ T” ﬁ, [ | mschap (%] machap2
enabled




PPPoOE Server

Work in teams of 2 or 3

Add a PPPoE Pool, Profile and Secret according to the trainer

walkthrough

Add a PPPoE Server to Wlan2 Interface on one side
On the other side disable Wlanl and setup a PPPoE client on Wlan2
Modify masquerade settings to allow internet access

PPF Secret <ppp2s
Mame: E’:ﬂ

Password: |pass
Service: {any
Caller 10 |

Profile: |default

Local Address: |
Remote Address, |
Routes:
Limit Bytes In: |
Limit Bytes Cut: :
enal';'u.led

Tl 4 (%] &

1 4

On the New PPPoE _~|

Service tab define at
least the Interface
and the correct
Profile Name

New PPPoE Service

- Authertication
| pap
[wi machapi

enabled

Service Name:
/ Inteface:
Max MTU: | 1480

Max MELE:

MRRL:

Keepalive Timeout:
Default Profile:

Mz Sessions:

ApiEeinier

|etherd
(1480
Mo

|profilepppoe

[ ] One Session Per Host

|w| chap
[w! mschapz

7 oo |

| -

*
[
o
b=
0
o

i =

Femaove




Enabling a PPTP/L2TP/SSTP Server

To enable the PPTP, SSTP or L2TP servers you nheed to check
the relevant box under PPP Interface

Make sure to select the correct profile

Interface | PPPoE Servers Secrets  Profiles  Active Connections
- = | 2| 3| T | PPPScanner || PPTP Server || SSTF Server || L2TF Server | |GVPN Server || PPPoE Scan |
 [Neme s [Twpe [L2mT 7 R —Tx Packet p/s}  |FxPacketip/s) | ||
DR 4<pppossk. . FPPoE Server Binding 26 Mbps *\.Ems 362 779
"'" Enabled ]

v| Enabled 0K
Max MTU: | 1450 '

Max MTU: 1450
Max MRU: | 1450

Mz MRU: | 1450 ‘
: ; Fpply |
i MRRL: |

Cancel

Apply |

MRRU: | - v
Keepalive Timeout: N - Keepalive Timeout: :3ﬂ' -
Default Profile: |defaut-encryption | % Defautt Profile: ;da{auﬂ-ﬁnpr_gptipn _:._3-:
- Authertication - Authertication
1 tel | pap || chap v‘ pap ..a chap
' 4 v mschapl {v mschap?

H  [v| mschap1 v megchap2




PPTP/SSTP Server

Under PPP = Interface enable the PPTP and SSTP servers
using the profile created earlier

Create a PPTP/SSTP clients as appropriate and check the
correct operation

Irterface | PPPoE Servers  Secrets | Profiles | Active '
(v | =| [« |[32] = | T | PPPScanner | PPTF Server | 5STP Server |J L2TP Server || OVPN Server || PPPoE Scan | _
L |Name | Type (L2TU [T Fix \ [T Packet {p/s)  |Rx Packet p/5) Fad
: : : [V Enabled [ ok |
vl [ ox B o |
Maox MTU: [1450 [and)] = | Cancel |
Max MRU: [1450 — M MTU: L1500 [ ey |
s o _reslv | Max MRU: | 1500
: : MRRU: | [l
Keepalive Timeout: |30 | -
o Keepalive Timeout: |60 i
Default Profile: |defautt-enci] % | A : i
Authertication Default Profile: | default ¥ |
| | pap || chap Authertication
i E——— {w| machap | mschap2 {1 [v pap ¢ chap
: 4 |v| mschapl v mschap? |
Certficate: |none ¥
|| Verfy Client Certfficate
|| ‘Force AES




IP Cloud Service

If you run a client providing a dynamic IP address you
cannot assign a static DNS

Past solutions include running a DynDNS client or
scripting a solution
IP = Cloud is a free service from MikroTik that will

translate your public outgoing IP to a dynamic DNS server
hosted on the MikroTik cloud

Since the name is taken from the routers serial number
you can predict what the name will be




[adm n@Trai ner Dave] /ip cloud> print
ddns-enabl ed: yes
update-tinme:. yes
publ i c-address: 41.21.229. 146
dns- nane: 558104cf 9d4c. sn. nynet nane. net
stat us: updated

war ni ng: DDNS server received request fromIP 41.21.229. 146 but
your |ocal IP was 192. 168. 5. 254; DDNS service m ght not work.

@E Routerboard
v| DDNS Enabled oK ! Routerboard P
v/ Update Time Model: |9510Ui-2HrD _
T o Cancel x Upgrade
Fublic Address: |41.21.223 146 | Serial Number:| |558104CF3D4C |
< - Ty . : i
DNS Name | |558104cf5d4c jn mynetname et | Curent Fmware: |3.22 i
Force Update PoE Settings

Uparade Fimmware: 322

| USE Power Reset

Eupﬂated. . DDNS server received request from II5' 4.-..




PPPoOE Scanner

PPP = PPPoE Scan can be used to
detect the presence of PPPoE

. . Interface: M; Start
Servers on a particular interface
Useful for troubleshooting
connectivity issues for clients and RN e 7]

determining if the layer2 setup is
correct between client and server -




Firewall

Packet filtering through the router




IP Firewalls

Network firewalls keep outside threats away from sensitive
data available inside the network.

- When different networks are joined together, there is always a threat
that someone from outside of your network will break into your LAN

— Such break-ins may result in private data being stolen and
distributed, valuable data being altered or destroyed, or entire hard
drives being erased.

Firewalls are used as a means of preventing or minimizing the
security risks inherent in connecting to other networks.

— Properly configured firewalls play a key role in efficient and secure
network infrastructure deployment.
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Firewall Filters

The firewall implements packet filtering and thereby provides
security functions that are used to manage data flow to, from
and through the router.

Along with the Network Address Translation it serves as a tool
for preventing unauthorized access to directly attached
networks and the router itself as well as a filter for outgoing
traffic.

Most firewall functions depend on the Connection Tracking
table especially NAT rules N

=*TID
— Note that Connection-State # TCP state TN p

You can use Firewall Address Lists to apply rules to sets of IP
addresses




Firewall Filter Structure

The firewall operates by means of firewall rules

Each rule consists of two parts:
— the matcher which matches traffic flow against given conditions
— the action which defines what to do with the matched packet.

A Firewall Filter rule is an IF-THEN statement
IF <condition(s)> THEN <action>
Packets traverse rules in a definite order, from top to bottom

If a packet matches the condition(s) of a rule fully, then the
specified action is performed on it. Otherwise, the next rule is

evaluated
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Firewall Filter Structure (cont.)

Firewall filter rules are organized in chains

Chains are used to organize the firewall structure and to
make processing more efficient

There are three built-in chains:

— input — processes packets addressed to the router (the dst-
address is one of the routers addresses)

— output — processes packets originated by the router (the src-
address is one of the routers addresses)

— forward — processes traffic flowing through the router (neither
the src nor dst addresses belong to the router)

Generally the bulk of traffic will be passing through the
forward chain 240




Filter Chains

A Laptop<>Laptop:
Forward chain on
both routers




Connection Tracking #T|P

Connection Tracking (or Conntrack) is
the heart of the firewall

Connection tracking allows the
kernel to keep track of all logical
network connections or sessions and
thereby relate all of the packets
which may make up that connection

NAT relies on this information to
translate all related packets in the
same way

Iptables can use this information to
act as a stateful firewall

i Connection Tracking

Enabled:

TCP Syn Sent Timeout:
TCP 5mn Received Timeout:
TCF Established Timeout:
TCP Fin Wait Timeout:

TCF Close Wait Timeout:
TCF Last Ack Timeout:

TCR Time: Wait:

TCP Close:

UDF Timeout:
LIDF Stream Timeout:

[CMP Timeowt:

Generc Timeout:

auto

|00:00:05
|00:00:05
(1d OC:00:00
|00:00:10
{0010
00:00:10
_.E"fr:;‘}['.-.:'l{l'
[DD:00:10
000010

| 00:03:00

|00:00:10
[00:10:00

[ ] TCP SynCookie




Connection Tracking #T|P

By disabling the conntrack system you will lose total
functionality of the NAT system and some of the filter and
mangle system

- Some filter and mangle rules can still operate if the matcher is not
dependant on conntrack

- Any statefull type of rule will not work

Each conntrack table entry represents bidirectional data
exchange

Conntrack takes a lot of CPU resources

- disable it, if you don't use any firewall functions on that router or

- Leave on auto to let the router decide when to enable (it will be
enabled when a firewall filter, nat or mangle rule is added)




Firewall Basics

The General tab contains the standard operators for who the
firewall rule is going to apply to

— It defines how the packet will be matched

Chain defines which chain is being processed

— The defaults are Input, Output and Forward

Src and Dst address defines whether the rule is coming from
certain addresses or going to certain addresses

You can define the protocol and port for either src or dst port.
— Most of the time you would specify Dst. Port

P2P can be used to match Peer-to-Peer applications like Kazaa
and Bit-torrent

— This uses Layer7 technology
- You should update the router frequently to get the latest matches




.| Mew Firewall

Rute

General | Advanced Bdra Action  Statistics

Chain
aro. Address

Dst. Address:

Pratocol

Src. Port:

Dst. Port: [ ||

I_;I

¥

Firewall Chain to traverse |*!

: {forward
4121024 Where the packet comes from
L[961285100 \Where the packet is going '*
- 6l Protocol to match I
L Port to match

Arig. Port: '_
P2p: |

In. Interface:; -

Ot Intedface;

Packet Marl:

Connection Mark; -

Routing Mark:

Routing Table: '_

Connection Type: |

Connection State:

idisaoded

B

oK

Cancel

Apply

Disable

Comment

Copy

Remove

Reset Counters

Reset All Counters

This rule will match
all HTTP (tcp:80)
packets coming
from the

IP:41.210.2.4
and going to the
IP: 96.128.5.100
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Firewall Actions

B Firewall Rule <192.168.0.0/->any:110> Use the ACtIOh tab tO SpeCIfy
eHera warice wtra Achion | Statistics .
- ﬁ' _Mi dd'j : tdd |- e — what action to carry out on
chior; | add =rc to address izt o Cancel
] e = packets that are matched by
Tineout: (03000 — the operators on the other
comnen || TAPS
Copy Once the action is carried
Remove .
: out no further Firewall

processing occurs unless the
action is Log or Passthrough
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Firewall Filter Rule Actions

The most basic firewall filter rule actions are

— accept — accept the packet by the firewall (usually used to
bypass certain rules from certain IP’s)

— drop — silently discard the packet

- log — log the packet and pass on to the next rule

— passthrough — Takes no action at all (used for byte counting)
— reject - drop the packet and send ICMP reject message

Other actions are

— add src/dst to address list — Create a dynamic address list for
either source or destination IP

— jump/return — used to jump to and return from custom chains

— tarpit — used for DOS protection — send a reply to the
requestor but drop the packet 247




TCP 3-way Handshake

Connection State — A state assigned to each packet as it
gets evaluated by the Conntrack system

for the 3-Way Handshake

Client Firewall Server

States Conntrack States

LISTENING
| L
SYN_SENT Y SYN e
= New =
SYM_RCVD =1
| Established P
ESTABLISHED ]HMWH_
e f_-l_L'- 18
CLIENT ACK Fsfakshed W_l’> ESTABLISHED |  LISTENING
SERVER




Condition: Connection State

A status assighed to each packet:
- New — packet is opening a new connection
— Established — packet belongs to already known connection

— Related — packet creates a new connection that is in some kind
related to already known connection

— Invalid — packet does not belong to any of the known connections

Firewalls will generally consist of a number of rules to accept
traffic and a rule to drop everything else

Connection state rules ensure that we can evaluate
connections to and from the router, but not evaluate already
established and related connection
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First Rule Example

B Firewall Bule )

| 1 |
General | dvanced Estra Action | Statistics

|
( Chair: iinput - ) | Cancel |
S Address: | - Apply
Dst. Address: | >
Dizable
Fratocol: | -
Are: Pt | >
D5t o | v
F2P: | -
I Interface: | »*
Cut: Interface: | >
Facket kark: | >
Connection fdark: | >
Fouting hark: | X
@Dnnectinn State: iimfalid ""'I -
Connection Type: | i
[dizabled |

{ | e
General  Advanced | Extra Action | Statistics

K,

(.-i‘-.n::ti-:un: i drop

)

Cancel

il

Apply

Dizable
(| Comment '
Copy

Remove

|dizabled |




Firewall SPI LAB

Restore from backup-ROUTED

Add following rules to the “input” chain of firewall filter:
— Accept all packets with “Connection State” "established”
— Accept all packets with “Connection State” “related”

)

— Drop all packets with “Connection State” “invalid”
Label all your rules with comments

These rules ensure that we only process Connection State
“new” packets through the firewall

— Once the connection is established or related we know it’s a
valid packet and we would just waste processor power by
evaluating it

Monitor the firewall filter rule counters




Lab result

B Firewall

Filter Flules M T Mangha SEF'-.?II:ECFI:IHS Connections .-'-“nddresaLmta Laver? F'rntu:n:nzuls

II- §. I-::“'E '3:@ E ? ';;.'.'. Reset =:“.Z-_.!""ZL'-‘-'G l]l] Reset All Counters all ¥
. # ' "'l""zt":'” Eha'” 5"3 Address DEt Ad... F'r |=re. Port [ Dt F'_.._:_=I_r_1: .“f.'.t:-_:j.'.:!!-.‘.t-..l-:_-..;E.‘b’.t!a.g. .EEE'E.I‘:?FE i e
Drn:q:n connection ztate INVALID packets
EI # drop  input 0B 0
srdccept connechion state ESTABLISHED packets
1 o acc.. input 47 5 KiB 520
s Bccept connection state RELATED packets
2 & acc... input 26. 3 KiB 89

Are the counters increasing for established and related
connections?

Check your results against the trainer router
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Fastrack

A method to accelerate packet flow through the router

An established or related connection can be marked for
fasttrack connection

Bypasses firewall, connection tracking, simple queue and
other features

Currently supports only TCP and UDP protocols

[=/E3
Fiter Rules | NAT Mangle | Service Parts Connections  Adress Liss | Layer? Protocos
+[=] v %] [0 ? 00 Reset Counters || 00 Reset Al Counters. | [Frd | [ai B2
%] IActon [Cham |Sic Address |Dst. f;‘\ddre. [Proto... Ste. Port_|Dst. Por _|in.Inter,,[ Ot It |Bytes _|Packets | Ik

..”:S{J al dummy rule to show fasttrack counters
D acc... florward 1304 KB 460
12t fastt... forward 2607 KB 1347




More Firewall Rules LA »

Add a rule to accept all connections to your router from your
internal IP range

Add a rule to accept Winbox from the outside network

Log and Drop all other packets going to the router
— From ROS 6.17 this can be done in the same rule
A list of common ports is available on the following slides

Test it out — you should be able to winbox to your neighbours
router, but you should not be able to ping it.
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Common Ports

MNr. Port Protocol Comments MNr. Port Protocol Comments

1 =y tocp FTF 21 B3 udp DS

2 1 tcp FTF 22 GF udp DHCP server

3 2 tcp SSHSFTH 23 63 udp DHCF client

4 23 Tep Telnet 24 123 udp TP

= B3 tocp OS5 23 161 udp SHAF

6 a0 tocp HTTP 26 B0 udp IPSec

7 179 tcp B=F 27 B0 udp FIF

g 443 tcp SHTTP (Hotspot) 28 Bl udp RIF

o 1050 top SoCkKS (Hotspot) 29 1701 udp LZTP

10 17189 tocp h323 (Telephony) 30 1715 udp h323 (Telephony)
11 1720 tcp h323 (Telephony) 31 15100 udp uPnP

12 1723 tcp PPTP 32 | B000+ udp h3d3 (Telephony)
13 1731 tocp h323 (Telephony) 33 b5/ o udp Meighbour Discovery
14 | 2000 tocp Bandwidth server 34 | 2054l udp (A AC W Inboe
15 || 2520 tcp uPnF 35| -—-- /4 IPIF

16 3128 top WEE Proxy 36 || ---—-- A7 FPTP, EolF
17 || 3986 tocp W inbox (pro=y) 37 || --———-- /B IPSec

18 | 3947 tocp Winbox (ss] prosy ) 38| --—-—-- = IPSec

19 | 8080 tocp WEE Proxy test 39| - /a% QSPF

20 0251 tcp W inkox 40 | --—-——--- A2 VREF




o IJ.' -Z _-:,1'"-
More Practice LA D

Create a forward chain rule to drop all TCP port 80 traffic from
your laptop

— Can you browse the Internet?
Create a rule to drop all Netbios traffic and all Microsoft DS
traffic going through your router

— Netbios = TCP port 137-139

— Microsoft DS = TCP port 445
Accept the following traffic to your router

— Neighbour Discovery
— SSH, MAC Winbox, Bandwidth Test

Test the results




Important Issue

Firewall filters do not filter
MAC level communications 2

You should turn off MAC-telnet
and MAC-Winbox features at
least on the public facing ... -

s .
interface (Tools 2> MAC ‘Hp
Server)

a all

-'I item

Telnet Interfaces WinBox Interfaces | Active Sessions
S T

: Interface

You can disable the network
discovery feature so that the
router does not reveal itself (IP
- Neighbour 2 Discovery)

{enabled

Interface: |[dibEEN| ¥

=I/E3




Network Address Translation

Masquerade
Source NAT
Redirect

Destination NAT




Network Address Translation

Network Address Translation (NAT) is a method of
remapping one IP address space into another by
modifying network address information in IP packet
headers while they are in transit across a router

The technique was originally used for ease of rerouting
traffic in IP networks without renumbering every host

It has become a popular and essential tool in conserving
global address space allocations in face of IPv4 address
exhaustion by sharing one Internet-routable IP address of
a NAT gateway for an entire private network




NAT Types

As there are two IP addresses and ports in an IP packet
header, there are two types of NAT

- The one, which rewrites source IP address and/or port is
called source NAT (src-nat)

”n  u

Sometimes also known as “overload natting”, “one-to-many nat”

If the NAT type is unspecified it usually refers to source nat

- The other, which rewrites destination IP address and/or port
is called destination NAT (dst-nat)

Sometimes also known as “port forwarding”, “opening ports”,
“port mapping”

Firewall NAT rules process only the first packet of each
connection (connection state “new” packets)




NAT Type Diagrams

From: 10.0.0.1:4335

. . - :41.2.3,.3:4335
To: 74.125.233.17:80 .._,) . ; a' T;?;l 125.233.17:80
% SRCNAT . T
\.E‘ - “
N
Router

From: 10.0.0.1:4335

To: 74.125.233.17:80 g FrEm: 2 e

£ To:41.2.3.3:80

b

w. DSTNAT .-
L o
"'h% ¥

Router




Firewall NAT

The firewall NAT facility is a tool for rewriting a packet's header
information.

Similar to Firewall Filter, the Firewall NAT consists of a sequence of
IF-THEN rules

0) IF <condition(s)> THEN <action>

If a2 packet doesn't meet all the conditions of the rule, it will be sent
on to the next rule.

If a packet meet all the conditions of the rule, the specified action
will be performed on it.
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NAT Actions

There are 6 specific actions in NAT
- dst-nat

- redirect

- src-nat

- masquerade
- netmap

- Same

There are 7 more actions in the NAT, but they are
exactly the same as in firewall filters




Masquerade

Action “masquerade” changes packet's source address
to the router's address and specified port

This action can take place only in chain srcnat

Typical application: hide specific LAN resources behind
one dynamic public IP address

The router uses a form of Port Address Translation to
track requests from inside the network to external
servers




Port Address Translation

Foutar PAT Batabase

[F . ;Sfﬁ;ﬁﬁ From: 41,213.2,5:1025

10.0.0.1 P Ta: 74.125.233.17-80
- (Mag to) 10.0.0.1:4335

Frarm: 41,213 2. 5:1076

To: 74.125.233.17:80
Request: www.google.com (Map to) 10.0.002:1224

: From: 41.213.2,5:1027
From: 10.0.0.2:1224 To: 74:125.233.17:80
10.0.0.2 To: 74.125.233.17:80 : e (Map to) 10.0.0,3:54236

'l't,.}:au i sinternet -

Request: www.google.com b

NAT
router

Fram: 10.0.0.3:54236

To: 74.125.233.17:80
10.0.0.3

Request: www.google.com




Masquerade Rule Example

! Bl New NAT Rule . x| Bl New NAT Rule : = =]
(Gonera)| actvanced Ewra dotion Statstes [ ox General | Advanced | Eura((Acton ) statisies. [ 0k
Chair Isrn:nat _:I Earel Action: Imasquerade _‘:i Caticel
Sre. Address: [ [192.168.:Y.0/24 - Apply Spply
Dzt Address: - Disable Dizable
Frotocol: x Camrnert L
S, Pait; - Copy Copy
Bzt Pork: - Remove Remowve
I Interface: s
Ot Interface: s
Facket kark: o
Connection karlk: P
Hu:uu.ting b ark: i
Connection Tupe: i
! | dizatied | |dizabiled




Src-nat

Action “src-nat” changes packet's source address and/or port
to specified address and/or port

This action can take place only in chain srcnat

Typical application: hide specific LAN resources behind
specific public IP address

Specify either a Source Address range or an Out Interface
under General (or both)

— Source address ensures only valid ranges from your network are
NATted

— OQOut Interface ensures only outgoing packets are NATted, and not
incoming packets (also important for Masquerade)

Under Action = src-nat specify to-address as the public IP to
map to (port is not usually required)




Src-nat Rule Example

| NAT Rule <10.2.720/27>

| NAT Rule <102 72.0/27>

General Iﬂ.dxranced Extra | Action | Statistics | 0K | General | Advanced Bdra  Action IStatimcs | oK |

Chain: m 3 | Cancel | Action: 3 | Cancel |

Src. Address: [ 1[192.168.100.0/24 la 1 oy | (g | My |

Dst. Address: | | | Disahle | Log Prefiv: | x | Disable |

Protocol: | Jv | Commen | To Addresses: [41.100.2.5 |- | Conment |

S| - | o | e RLIREE. | B} | = |

Dt. Pott: | v || Pemove | [ Remoe |

Ay Part: - | Reset Counters | | Reset Counters |

In. Interface: b | Reset All Counters | | Reset All Counters |
Out. Interface: [ E_etl;;erj ; o

Packet Mark: | | >
Connection Mar: b
Routing Mar: iyt
Fouting Table: , - it
Connection Type: b
lenabled i enabled i




Source NAT Drawbacks

Hosts behind a NAT-enabled router do not have true
end-to-end connectivity:

- connection initiation from outside is not possible
- some TCP services will work in “passive” mode
- src-nat behind several IP addresses is unpredictable

- some protocols will require so-called NAT helpers to work
correctly (NAT traversal)




Src-nat LAB

Restore backup-ROUTED

Modify your setup to use SRC-NAT instead of Masquerade
to maintain internet access

Test the result
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Redirect

Action “redirect” changes packet's destination address
to router's address and specified port

This action can take place only in chain dstnat

Typical application: transparent proxying of
network services (DNS,HTTP)

From: 10.0.0.1:4335

. To: 74.125.233.17 80— _ }Frurm:iir.g.;}-;:ggﬁ
; (1 A i i
o [ DSTNAT . i
. o :
S| o 40— :
-
Router

41.2.3.3




| NAT Fiuls <805

o

Srz. Address

Fratacal

Crst Pt

[rst Address:

Sre. Park:

Any, Port:
Ir. Trterface:

Out: Interface:

Packet Mark:
‘Connechion b ark:
B auting ® ark:

Faouting T able:

Connection Type:

General Madvanced E:-;.tr.g]l Actior Statistics

Redirect Rule Example

K&T Rule <80

General - &dvanced EH.trtjﬁEiS!iiDS'"

= : -
” | Action: (sl

- [ 11192.166.55.0/24

|~ Ta Parts: | 8080 | &

- {5 ftep)

- [ 1|80

i enabled

!enabled




Redirect L A

Capture all UDP port 53 packets originated from your
private network 192.168.XY.0/24 and redirect them to
the router itself.

Set your laptops DNS server to a random IP address (try
1.2.3.4)

Clear your router's and your laptop's DNS cache
-~ Command Prompt “ipconfig /flushdns”

Try browsing the Internet
Take a look at the DNS cache of the router




Dst-nat

Action “dst-nat” changes packet's destination address and
port to specified address and port

This action can take place only in chain dstnat

Typical application: ensure access to local network
services from public network

4 - .-"'f.
”\ DST NAT to 10.0.0.125:25 \ & 196.30.40.2:25
R “*
|renlv t041.88.5.129 lf,x \‘"\ \ SRC NAT from 196.30.40.2

mx.mtza.net rb.mtza.net J

10.0.0.125 196.30.40.0/29 41.§8,5.129

# |
Al




Dst-nat Rule Example

Mew NAT Rule =] E3

| New NAT Fule

General :Pujuanced Birg | Botam| S | oK | General Advanced Bdra Action Statistics | K |

Chain: _- 3_ | Cancel | Action: ﬂ-"m i | Cancel |

Src. Address: | = | Apply | " log | Fpphy |

Dist. Address: | I_-IB'E_?::'[!'_-‘!-‘DE [l | Plisahls | ng Prefic: | | - | Disable |

Protocol: | :T.E ttep) '_$I - | Commert | To Addresses: 11}1}|}125 - | Ui |

Sre. Port: 1= | Copy | To Ports: o | Copy |

Dst. Part: | 2511{} | | Remove | | Remove |

Briy. Port: ._ - | Reset Courters | | Reset Counters |

e B 'v | Reset All Courters | | Reset All Counters |
Out. Interface: ¥
Packet Mar: ._ St
Connection Marls: .
Routing Mark: 1=
Routing Takble: , >
Connection Type: ' b

enabled i ‘enabled




. ;.- -:. _3,1
Dst-nat L A D)

Capture all TCP port 80 (HTTP) packets originated from
your private network 192.168.XY.0/24 and change
destination address to 10.2.34.252 port 808 using a dst-
nat rule

Clear your browser's cache on the laptop

Try browsing the Internet




IP Firewall Mangle

Firewall Mangle is used to apply special “marks” to
packets that can be used elsewhere in the firewall and

router

Common uses of mangle

— Mar
Mar

— Mar

management (Connection and Pac

< traffic by address or protocol for custom routing (Route

)

< traffic by address or protoco

- Mark traffic by address or protoco
management (Set Priority or Type of Service)

Matching is the same for other firewall rules, use Action
based on what the mark is used for

for bandwidth
et Mark)

for Wireless Multimedia




Creating a Mangle example

For bandwidth management you need to use both
Connection and Packet marks

First identify the traffic and apply a Connection Mark
Then create a Packet Mark (flow mark) to track the flow
of packets

— This is more efficient as it uses the ConnTrack table for
packet matching
Once the Packet Mark is established you can use the
advanced tab in your simple queue to limit by packet
mark

Passthrough specifies if the processing should stop or
proceed to further rules




| Mew Mangle Bl

General |.3:d‘-.?ariced E:-tt]f:ff: :"3-3353,:5':'0: S'E-_Eit'i%’!:_"léi?:;;

[ Mangle Rule <80¢

Chair: ||:|rer|:|uting |!$|

Src. Address: | -
Dst. Address: | -
Protocok [ |6 [tcp) %] «
Src. Part: | v
Dst, Patt []]80 |
Anp, Pott | -
PP | -
bkt =

Geneial Advanced Esta Action | Statistics

iXeditalelll rark. connection

[ Mew Cornection Mark: |htt|:|-n::|:ur'|nec:tin:ur'|

Mewr Mangle Rule

General | hdvanced | Entrs | dction | Statisics.
Chairy Ed
Src. Address: | -
Dst Address: | |
Pratacadl: | |-
Ste. Poit: | |+
Dst Port: | | =
i, Pait: | |
P2P: | -
In. Interface: | =
dut, Interface: | |-
Packef Mark: | |-
Connection Mark: [ || hitp-connection [E
FVeibiee = bl s | [

—
[v| Pazsthrough

Connection Mark

E Meiw b angle Rule

Genersl Advanced | Etra Acion | Statiscs.

Action: |EEEeEA=)

e Packet kark: |htt|:u-f|n:uw

|| Passthrough

Packet mark from
Connection Mark




Using the Packet Mark

Use the Advanced tab to specify the flow mark

Hewr Simple Hieue: I Mew Simpled HELIE
General |Aﬂ§=aﬁ¢qf' Statistics  Traffic Tatal Tokal Statistics K General Advanced |.5f_at_i:st_r;$-' Traffic Tatal Talal Statistics 4
Miarrie: | Cancel i Cancel
Target Addreszs: | | -~ Apply FPacket b arks: |htt|:|-fln:uw |ri-| - ] Bpply
Target Lpload [vl Target Download Dizable: & L . Diizable
: : =]
Baw Limit: | 256k [#| 1M | #| bite/s T Inteiface: |l | e
=% Bopt ; i = Copy Target Upload Target Download Eopy
Burst Limit: |512k [#] [2m | %] bitars » — . — —
: ; S Lirnit &k |unl|rr||ten:| |E| !_unllmlten:l |iT| bitzss B
Burst Threshald: | 128k #1512k | # | Bitas | —
. Hueie Type: |default-small ||ﬂ !default-small |m
Barst Tine: !SEI | {30 |$ Rezet Counters : Fezet Counters
e Biasel 2l Goubtals Farerit: |n-:une " i! Rezet All Counters
Toich Friority: |E | Torch
! enabled enabled




Mangle LAB

Create a Mangle to mark all web traffic (TCP:80,443)

— Create a Connection Mark

— Create a Packet Mark based on the Connection Mark

Create a simple queue to limit all HTTP traffic to 128kbps

Test the limitation




Address List Options

x| Instead of creating one filter rule for each IP

Il New Firewall Rule _
Genere(_Advanced) Exrs ction | Steisics oK network address, you can create a single
Src: Sddress List: rimy_addreaa_liat :_j - Cancel FU|e by using an IP address |i5t.
Dst. Address List: | o Apply “ ) . .
— — Use “Src./Dst. Address List” options in the
ontent; o e .
et N Filter rule Advanced tab
MAC Acdress: | 7 Create an address list in the “/ip firewall
Remowve .
Out Bridge Port - address-list” menu
e i — Use single address, range or subnet or any
it dpten = combination
TOS: x . .
m . You can create a list by single IP, range of
Facket Size: | » IP’S Or CIDR nEtWOrk
Randorm: - . .
| You can use 1 address list per firewall rule
~w— TLCP Flags -
v IEMP Options Rules can also be created dynamically by
Gecbled | using the Add <> to Address List action in

Firewall Filter, NAT or Mangle -




Firewall Summary

Firewall Filter
— Used to control traffic flow to, from and through the router
- Most often used to drop unwanted traffic based on user defined rules

— Uses three pre-defined chains, input (to the router), output (from the router), forward
(through the router)

— Can have unlimited custom defined chains
Firewall NAT (Network Address Translation)
— Use to selectively alter the source IP of the packet (srcnat) or destination IP (dstnat)
— Masquerade is used to allow multiple system connectivity behind a single public facing IP
— Redirect sends traffic to the router
Firewall Mangle
— Used to add special marks (labels) to the packet for processing elsewhere in the router
— Often used for Queue Trees which require a Packet Mark to work
— Can also change the packet header (TOS, MSS, DSCP) often used for Quality of Service

Address List is used to group together single or groups of IP’s for use in firewall rules
(Filter, NAT or Mangle)

Connection Tracking must be enabled for NAT, Mangle and most Filter rules to work




Is There Still Time?

Hotspot
Open Shortest Path First




HotSpot

HTTP based user authentication and
authorization




HotSpot

All the standard access types we have looked at need some
user input or setup to work

— DHCP, PPPoE, PPTP, L2TP all require some level of setup on the
client

A system is needed whereby a user can obtain network or
internet access with almost no user effort

The HotSpot is used for authentication in local network
~ Meaning it is used in Layer2 }QETN?

— All AP’s must be bridged to the HotSpot interface
Authentication is based on HTTP/HTTPS protocol which

means it can work with any Internet browser

HotSpot is a system combining various independent features
of RouterOS together to provide ‘Plug-and-Play’ access




HotSpot Operation

A user who is connected to the hotspot tries to
open a web page

The router checks whether the user is already
authenticated in the HotSpot system.
— If heis then access is given

If not, the user is redirected to the HotSpot login

page' HOTSPOT GATEWAY

The user then specifies the login information

If the login information has been correct, then
the router

Welcome anyuser!

— authenticates the client in the Hotspot system T TR
— opens the requested web page bytes upfdown: | 23.1 KB / 43.5 KiB
. connected: | 40s
— opens a status popup window v——————
This user can access the network through the —

HotSpot gateway




HotSpot features

User authentication

— By voucher
— By MAC Address
— By Trial account

User accounting by time, data transferred/received
Data limitation

—- by data rate
- by amount

User limitation by time
— Both uptime limits and airtime window are possible (when using RADIUS)

RADIUS support

Walled garden

Customizable HTML pages

Auto one-to-one NAT (Universal Client Support)




HotSpot Setup Wizard

For best results start on a clean router with basic internet access
— The hotspot won’t function correctly without proper DNS lookup

The best way to setup the HotSpot is by using the automated setup
function

Start HotSpot setup and select interface to run HotSpot on
Set address of HotSpot interface

— The default is the first IP on the interface

Choose whether to masquerade hotspot network

— An IP > Firewall > NAT rule will be created for you

Select pool for HotSpot addresses

Select HotSpot SSL certificate (if using HTTPS)




HotSpot Setup Wizard (Step 1)

= EE

Interfaces

Wwireless
Bridge
PPP

Servers | s
+: =
L:}'ﬁi;l;drESﬁES'

F'.tlfiiﬁ- . _ﬁqu'teﬂ
Podl
AP = -
I YRRP HotSpot Interface: |ethert ;I
Firewall .
-'Eptks.
UPrP

Traffic Flow
cAccounting

Services
FPacking
Telnet deighbors:
Faszword N

Certificate.

Dueues

Driers tinterface to fun Hots

'S-_t,_l_s't'eﬁa
Files
Log
SHMP
Llzers
Radiuz
Tools B

Mew Terminal

Back Mest Cancel

Exit.




HotSpot Setup Wizard (Step 2-5)

i Hotspot Setup N ﬂ
Sel HI:I.ti.éi:.II:It":-ﬂ'EIIerZEZ':E::FI:IF"iI'LEE{fi:EI'II:E ——
Local &ddress of Network: |08 REEIRSTED] - \“H.
v Mazquerade Mebwark t?
v
Back Mext Cancel
Addtess Pool of Network: [10.1.100.1-10.1.100.4 3
L —— |'IEI.'I.1EIEI.E-1EI.1.1EIEI.254 #
.""
Y Back Mt Cancel
sl |

“Select hotzpot 551 certificate

Select Certificate: | none j %H‘-.\
import ather certificate _ \l/
fnohe Y

+ Hotspob Setup ] ﬂ

Back Mext Cancel

IF Address of SMTF Server Im

Back Mest | | Cancel




HotSpot Setup Wizard

Select SMTP server to automatically redirect outgoing mails
to local SMTP server
— Clients do not need to alter their outgoing mail settings

— Authenticated SMTP servers may cause issues — an IP Firewall
Address list can fix this

Only an issue if running on TCP/25 with Auth

Set up DNS servers to be used by the router and HotSpot
users

— You can use the routers current DNS if available

Set DNS name of local hotspot server

— This must look like a FQDN, a single name will not work
— Do not use anything.local

And then finally you can create one Hotspot user.

— This will usually be the hotspot admin user




HotSpot Setup Wizard (Step 5- 8)

s Hotspok SEI:up

Select SMTE serer

f___,af’”' - IF'-.fi‘-.ddre_jss_ af SMTF Server: |m
Back Mewt | | Cancel
DNS Servers: {0.0.0.0 —
[0000 B —
~
AT
Back Mest Eahicel L.i'

i Hotspokt Setup N 'El

”~ DME Mame: Ihntspnt.mt.l‘-.-{

Back  Mest Carnicel

Mame of Local HotS pot zer: ian_lrluser

Fassword for the User: Ianypamw::nr!:l

Back Pleut Cancel




Hotspot Setup

Restore your router from backup-your name-ROUTED
Confirm internet access
Setup your HotSpot on etherl

Once complete you will be disconnected from the router (if
you were logged on with IP address)

Open a web browser — you should get the hotspot login screen

Enter details for the first user you created
— You should now have full network access

ADVANCED: Setup a hotspot on 2.4Ghz on your 2" wlan card.
— Unplug from Ether and connect wirelessly to your hotspot
— Test functionality




Open Shortest Path First
Protocol

Fault-tolerant network with
optimized traffic flow




What is OSPF?

Open Shortest Path First (OSPF) is a dynamic routing
protocol for use in (IP) networks.

Specifically, it is a link-state routing protocol and falls
into the group of interior gateway protocols operating
within an autonomous system (AS).

OSPF is perhaps the most widely-used interior
gateway protocol (IGP) in large enterprise networks

OSPF is used to dynamically build routes in a network
that has rapidly changing content or multiple routes
to destinations




Using OSPF

OSPF can be used for:

— switching to a redundant or standby link upon the failure or abnormal
termination of the currently active link

—- Load balancing in networks with multiple physical links
— routing topology updates in highly dynamic network
— ensuring internal AS consistency when using BGP

OSPF support in RouterOS is provided via a separate 'routing’
package — check that it is enabled (normally enabled by default)

Make sure the firewall does not filter out OSPF communications

— OSPF neighbours use IP protocol 89 for communication with each other
Ensure your network IP plan is correct

— No default ranges left on routers!

— Troubleshooting IP conflicts on OSPF networks is extremely complicated
and time consuming




Before you begin L A

Restore from backup Backup-ROUTED
Remove your default routein/ 1 p routes
Remove any masquerade rulesin/ i1 p firewal |l nat

The trainer will now guide you through OSPF setup
— Configure distribution of routes under OSPF > | nst ance
— Add the required networks under OSPF > Network

Check the routing table — are you building up the routes via
OSPF?

Do you have internet access? Why not?




OSPF Route Redistribution

Set redistribute connected routes [and static routes]:
/routing ospf
set redistribute-connected=as-type-1

set redistribute-static=as-type-1

If you use RIP or BGP as well, you may want to redistribute
routes learned by these protocols

Leave ‘Distribute default’ route to ‘never’, unless it is an ASBR
(edge router)




B Route List

OSPF Routes

FRoutes | Rules

=] [« ][] =] [T
\_|Destination < |Gateway
DAo P 2.1.3228/30 41.223.35.36
DAo | 2.1.254.0/28 41.223.35.36
Dao P 21.26416/30 41.2233536
Dao 10000/ 41 223.35.36
DAoc P 10.0.0.0/24 41.223.35.34
DAoc P 10.0.30.0/23 47 223.35.34
DAc 100320021 41.223.35.34
DAo P 10.0.36.0/24 41,223.35.34
DAo P 10.0.66.0/24 41.223.35.34
DAoc P 101.00ME 41.223.35.34
DAo P 10.1.0.0/24 41 223.35.34
Dao 102125230 4122335101
DAC P 10.216.0/28
DAC P 10.216.244/30
Dao PF10216248/29 412233534
Dao B 10.217.0/24 41,223.35.34
DAo P 10.2.17.0/28 47.223.35.34
Dao PF10218248/29 412233535
DAo P 10.2.24.0/21 41.223.35.34
Dao 102320027 41 2233522,
Daoc P 10.260.0/24 41.223.25.22,
DAoc P 10.263.252/30 41.223.35597
DAao 102641 41 2233522,
Dao 1026415 41.223.35.22,
DAoc P 1026419 41.223.38.22.
DA 10264 27 41 2233522,
Dao P 10.264228/30 412233022,
Dao P 10.2E64.232/29 412233022,

E all =]
:_Gatew_ay_._.: Interface |Digtance Routing Mark. ;F'ref: Source Bl
etherl 110
etherl 110
etherl 110
etherl 110
etherl 110
etherl 110
etherl 110
etherl 110
etherl 110
etherl 110
etherl 110
at-bb-bhb 110
ether] 1] 10.2.16.1
at-bb-bhb 1] 10.2.16.245
etherl 110
etherl 110
etherl 110
etherl 110
etherl 110
41.223.35.34 at-mi-bb. etherl 110
41.223.36.34, 41, 223.35.97 at-mi-bb, ethe... 110
at-bb-bhb 110
41.223.35.34 at-mi-bh, etherl 110
41.223.35.34 at-ri-bb, etherl 110
41.223.35.34 at-ri-bb, etherl 110
41 223.35.34 at-ri-bh, etherl 110
41.223.35.34 at-mi-bb, etherl 110
47.223.30.34, 41 22330 97 at-mi-bb, ethe... 110 -




OSPF Settings

The trainer router will now be set as an edge router

Do you have internet and network access now?

r :
B D T e

General | Metics  Status

Router 10

Rediztnbute Default Route:
Fedishibute Connected Foutes:
Hedistribute Static Routes:
Redistnbute RIP Routes:
Hediztribute BGF Routes:

0000

FIENEr
as type 1
az fype 1
ya)

g lu]

LIANE (B TR

+|

.ﬂ_.—.{ ;
v r
a 1
| .-..ﬁ

it L

L.

= |
Cancel

-

Ll |

i :
gum— — o rd T 1 s :.' s
R o BEETT

General | pekice  Status

Router |01

Redistribute Default Boute:
Fedistribute Connected Routes:
Redistribute Static Routes:
Rediztnbute RIP Boutes:
Hedistibute BGP Routes:

0.0.0.0

if installed [as type 1)

as type 1
as type 1
ylu]

g lu]

LUAE RS R
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Standard OSPF router settings

OSPF ASBR (edge) router settings




Certification Test

Check your Emails for Exam Invitation

Open Book exam

—- Google.com

— Mikrotik.com/documentation
— Wiki.mikrotik.com

— Forum.mikrotik.com

—- Routerboard.com

Exam is 1 Hour Long.

- 60% Pass Grade

— Everyone’s Questions are different

- 25 questions from a large pool of possible questions

Please reset your router after you are done




