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Session :01 : Class -04

Working with Linux CLI :

[student@nodel ~] $

~ = Home Directory

Linux User's Types:

e Fobm © (fo) o FWaln GRS AT -

38 root user: Administrator (#) - o el TeEF |
$ system user: service (mail/ftp/ssh/daemons) - cannot login (FTGBE =6-234 At)
3 regular user: student, guest, sakib ($) - & e 3TTE AFeD 'root! ﬁ\'{ﬁs tofd T =W

[root@nodel Desktop] #
1 2 3 4

: user name (¥ 3T&F M@ OO w1939 41 TRAR)
: hostname  (FPACOIE/PEHR W)
: user's (ZTENET oA TZI)

: user types (root: #, regular user: $)

DWW N

Working with Linux Shells & Terminal :

User -> Keyboard -> Terminal/Application -> Shell -> Kernel -> Hardware (CPU/MEM/DISK)

Screen <- Terminal/Application <- Shell <- Kernel <- Hardware



Linux Shell +fafof®s

fererey weiicafBe Pebmm @afs wmgsld @ CMie el 2o B oie | femices ois 2eeiEs
JZ (AP FAT &2 FCH qR AW TTEIF 9 2ME

I FA3F 27, ©IRCE FEBEE (e I3 FAGE FIAE 7168 (2499 I3 qAibe oo 7o
O SWI-2W FAF & TTH TSR TBREA

AW 6 | A &S FAG AW AGF N =W, O 'Bash: Command not Found' FRIGI 1 &y
[ TR 0 IS TMFES OB,

QB! FFCEC @21 F2e 200 AT A7 FCE AR @CIIC Programming Syntax I FUGE FAE
execute PHCO AN |

Types of Linux Shell:

3 sh

#6 Bash (commonly used)
#8 cshell

38 tcshell

38 kshell

# zsh

TS (FIF O JIF 22 G2 e 6o e 5 6 oole 3316+7 Site (761 S &y feee
EXURH

[student@nodel Desktop]$ echo $SHELL
[student@nodel Desktop]$ chsh -1
/bin/sh

/bin/bash

Jusr/bin/sh

/usr/bin/bash

Linux Consoles:



38 Virtual (Physical) Consoles:

& ctrl + Alt + F1/F2: GUI
38 Ctrl + Alt + F3-F6: CMD  (tty)

3 Pseudo Consoles (/dev/pts/x) - (T JIFe DI S SR difEmife qe S, e 99 27,
'"Pseduo’ G |

38 Virtual (Remote) Console (Telnet, SSH, RDP, VNC) - (@ J& bifsfeiet awar it e 1o
M

$ Web Console using https (cockpit) - SRR I W w7 FACeT GO SRR FACNE I |
Classic Desktop € ¢33

Alt + Ctrl + F1 => GUI - seat0
Alt + Ctrl + F3 => new CMD terminal (F3-F6) - tty3-tty6

A5 e Taeie few =192 Fate @R BiffART (T 'who' FI® fMTeT GTRITT 'tty' (At TR

AR T (O TM, Alt + Ctl + F3 TG 7918 $ea, O 'who' 1@ et 'tty3' g g
CF AifFE SiAIET F @ 0" @R

3 Press Ctl + Alt + F3

Login: student

paSS' skkskoksksk

[student@nodel Desktop]$ su - ; (AR 3G (ACF 'root' TTENCH 2D A 2o |

Password; ******

[root@nodel ~]# exit : 'root' TTH (ACF ([T QST |
[student@nodel ~]$ exit . 'student' 3CENT (ACF 9 ACH QG |
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Enable Web Console (Cockpit):
$ systemctl enable --now cockpit.socket (Root Authentication Required)

3 Open Firefox web browser
3 type: https://localhost:9090

username: root

password: redhat

s T2 e g =G I

$ ctrl + 1 - BifSas 2fa®iq (clear) 99 &0 |

$ ctrl + shift + "t" - &fEHE TS THRCEA M@ (GUI) T B (K & |
$Ctrl +d - T FHECE o) ST FAF e HI2A 2F |

$ Alt + F2 - Q9 I 919 F9<K &1 (Type 'firefox' and press Enter)

Linux Command Syntax/Pattern :

oS T T3 B[ fofes (CLI) FAEDL Heow I fTeRe Fue ARy I0[ET [l IS
FACS BIZE, ATSIHH IS 0w (foe) Bt 21T ACF | AT B 2002 I, (@51 res 2@ 932 (T
BT 20k SEEG | 57 6y W WSS 2R F6 I 9[E 63 g € FAGEs 2ol F6
FAEE | ARE ACTS FACS ANE FACSF AN o GA2F IR AT | FB1 FACTT A =
TN GO AR T I R GBB G0 o IR TR ATl ST 655 e [ |
f5a @61 FUCET o9 (fod) B AT @A TCAC=RS

# command [options (-)] argument

example:



# ping 127.0.0.1
# ping -c 4 127.0.0.1

# ping --help

T (AT ~fifbe QT GG FACT FAMG, T QIR HAGTHD 72 HI2F I 2ACR | QI
'ping' TR I, '-c4' TR W Q3R '127.0.0.1' TCBR SEHS | €8 FANCT ¥ 'ping' *1d @B
BIoTe & FACI 1 1 IR, 'ping' (P (RIB/( T (F FACEH, 926 S*J2 HAGTT I FACS
EIGH

GO FANTI AN A A2 I (PO [Kfoq ATH2[6 AN AR, ©F G061 Twigd W5 e
FECR | QA 'ls' FACST AL '-1,-i,-a,-h' T Q2T JIRKT I q91 QAT ASH2G NS AT |
Anioff* SN BIRE AFANL FILHA FoHT JIT FACS Al |

[student@nodel ~]$ Is : Fou feragaa g e w3e/fewsft @ R
[student@nodel ~]$ Is -1 ;¥R TP WP (Properties) Al A |
[student@nodel ~]$ Is -li ; FI2eT/[CHBEHF A2 (inode) FR W A |
[student@nodel ~J$ Is -la ; S (Hidden) T2 72 Ml A |
[student@nodel ~]$ Is -lh  ; Human Readable (K/M/G) (S (@4l I |
[student@nodel ~]$ Is -laih ; FF& A2 QFANY T FA AR |

THLE 's' AL AN IJ7Z© A2 T2 [@ifre 7 wenel w41 2eawes

-l = list (7% o5 dt i MalF & ©3 9oMT B R 41 2T)

-i = inode (2fef5 wI2e/fCr3T Ao ST X ATF @BIF I T FBENC (inode), AT
PSR S G ERC GRS H)

;a=all (492 9 JRIE FAE oA (GrRB 7ea IS (Hidden) F2e/ferasfor @i
RIS

-h = Human Readble (FI3EF F2& FHFTS 30 AFIE (AR | 92 ¥ 2T FA¢ Kilo (K),
Mega (M), Giga (G) SR M4t 1)

gl AW ARG Qo qFAN AT B! 2, SR A G2 S0 qFAN WL |

[student@nodel ~]$ pwd ; TSN &7 CEIHRR N<f TFA IR, G138 AEHB MR |
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n_n
~

I|/|l

=> Home dir (root/regular user)

=> root partition (/) (Computer)

"/root" => 'root' TSR AW (~) fCr=g |
"/home" => T (FGFT TSR (AN (~) feeasfH
i.e.: /home/student

[student@nodel ~

1$ => @@FF TT&E 'student' 99 home (~) TwE3H |

R P FT© @ FreR o9 FORGRE=rTR Ty e I3

[student@nodel ~]$ cal

[student@nodel ~]$ cal 2024

[student@nodel ~]$ date

[student@nodel ~]$ who ; who are currently loggin (shorter)
[student@nodel ~]$ w ; who are currently loggin (Details)

[student@nodel ~]$ tty
[student@nodel ~]$ hostname

student@nodel ~
student@nodel ~
student@nodel ~

$ uname -r ; kernel version
$ uname

$ cat /etc/redhat-release

; OS name

: redhat/centos version

[
[
[
[

N S B S|

student@nodel ~]$ top ; task manager ((99 QSAE &F 'q' (ZT FAC©
)

[student@nodel ~]$ lastlog ; login details

[student@nodel ~]$ free -m : RAM Info

[student@nodel ~]$ uptime : system UPtiem info

[student@nodel ~]$ ifconfig ; IP Address Info

[student@nodel ~]$ history
[student@nodel ~]$ 125
EGIERSRIN

; list of privious command

; history (XTF '25' qHF FACH 7 A



[student@nodel ~]$ history -c ; history (JCF AT IAT (B WS &
(IR FA 7

[student@nodel ~]$ history
[student@nodel ~]$ reboot or 'init 6' . PTeow 796
[student@nodel ~]$ poweroff or 'init 0' : 10T =Beres

Session :02

Linux Directory Structure:

[student@nodel ~]$ cd / . F6 A5 (/) 2@ Fa 24T
[student@nodel /]$ Is : Aifo*eTa (/) Tog & ¢ @e o v 2@z |

boot etc lib media opt root sbin sys usr

bin dev home lib64 mnt proc run srv tmp var

/bin - Binary Files (T & FNT &= (AL 20T 35\'5215 9 4 ), @98 Is, cd, pwd, who,

cal, date etc.

/boot - BB B (boot) F=IfF® H2+ 1| @N boot loader, Kernel, itramfilesystem @<=
I |

/dev - PTOTR 7o fToids BI3(?d Fi2el @&l Gt ACF | @993 dvd, HDD, Printer, sound,

Terminal, Serial/Prallel Devices.

Jetc - FE PTEEN Q32 AS FARFANCTHT Fe | 2TGF/ 2 TGS, PIEOT € ASK
FARFIE, (rFed, ieeRt T w3 |

/home - & (AHAF 3CEAMA (W fOrA3F 1 @8 student, tamim, sumon (FTP, Email, File
ArSF 3ITEA) |



/lib - PGSR F35 library 8% R a1 IS AF '/lib' @F fowta 1 '/bin' & '/sbin'
TCrEsiire To I AR, 92 INT A FRFCE A0S library 7aFE 27 |

/media - 901 {5 ©ita Hiw! A | WG} Bigeeiw fGeiz1 (DVD/1S0) A aFGIFAE fToizs 3
@ ST FF AT 341 |

/mnt - mount point (DVD/HDD/USB/Network Share) - 3@jift €2 (=IICF* WTT FCH ATIA
EIRIEN

/opt - optional (empty) - 42 TCRFR AlxRTe Fiw A | [Kfon wige/eifgcE=a/AEH G5
AR & W2 T3 I/ 1 =W

/proc - Also called 'proFS' system process related info (CPU, RAM, Process, Running Apps,

Driver, Modules and Kernel)

/root - TEItIF Surefi 3TeF (root) €9 @ fUras | FM4FY Te&FA! (student, tarek,sadia)
AR A% F€CO AL 11

/run - service running data. Runtime data for processes started since the last boot.

/sbin - System Binary Files (3 31%& FC @&l root TCEN F9F A I W), @8 useradd,
groupadd, userdel, fdisk g3 FAT R '/sbin' AR 2heT T |

/srv - Sort for Service. User's (/home/*) service related data. Like WWW, FTP, Email etc.

/sys - Sort for system. '/sys' directory as a virtual filesystem (sysfs) mounted under /sys.

similar as proc.

/tmp - Temporary FI8e W2 G ACH | FEHN @fs o e w== wr@x fre (Ae2 =
(Delete) 6T a1

/usr - Thirdparty software install location + PTBTNR T® S ATE '/usr/bin', '/usr/sbin' +
Libary File



/var - variable file (mail/log/hosting/ftpdata/dynamic data)

[student@nodel ~J$ cd [enter] ; TN @ fCFBRTe2 AT T &, 'cd' FN© WeeT Fa™AE @W
fracsiface e 9T A

[student@nodel ~]$ cd / :ed! FACITF AL /' IR FE@ 9B (& FAE w6 A
(/) 4t <40 AE

[student@nodel /]$ ls : SN IO w6 AR (/) TR OB F4%, QATIE 7FeT
1391 /feras @R &y 'Is' IS e 2@

[student@nodel /]$ cd

# cd /dir1/dir2/dir3 ; Linux Directory Path Forward Slash (/) 5929 41 27 |
& C:\dir1\dir2\dir3> ; Windows Directory Path Back Slash (\) << <1 231

[student@nodel ~]$ cd /var/spool/mail

[student@nodel mail]$ pwd : JOAC (I AT AR, 6T (A= T |
/var/spool/mail

student@nodel mail]$ Is

student@nodel mail]$ cd .. . @3 417 =0T (Parent) fG@gTe IeqF IS |
student@nodel spool]$ cd - : 2Id7 (FR0w) ferzsfacs @ aeam &)

student@nodel mail]$ cd
student@nodel ~]$ Is
student@nodel ~]$ cd Music
student@nodel Musicl]$ cd ../Videos
student@nodel Videos]$ ls

— r—————— —

[student@nodel Videos]$ pwd

[student@nodel Videos]$ cd
[student@nodel ~]$ mkdir linux21
[student@nodel ~]$ Is
[student@nodel ~]$ cd linux21
[student@nodel linux21]$ ls
[student@nodel linux21]$ pwd



[student@nodel linux21]$ mkdir day4
[student@nodel linux21]$ cd day4

[student@nodel day4]$ Is
[student@nodel day4]$ pwd

Test: Graphically (home/........... )

[student@nodel day4]$ touch file1 : T3S (o4 & "touch' IRAT I 2|
[student@nodel day4]$ ls : IR (FAF & 'Is' IS

file1
[student@nodel day4]$ touch index.html : QT AR FI3F (O FF TS |

$ touch file2 file3 file4a ; GFIHF FIZFA AT (O FAF IAC |

—

]
student@nodel day4]
]
]

[student@nodel day4]$ Is : TR @ (MR T 'Is' FAS
[student@nodel day4]$ mkdir dir1 dir2 dir3 . 0T IANSE NG 9Ff4s fCrazf ot sa
FA© |

student@nodel day4]$ ls ;. GqISS MR & 'Is' FAT

]
student@node1 day4]$ mkdir -p dir1/linux/redhat ; feta3f 12 tSff FMS 1 (-p = parent)
student@nodel day4l$ touch dir1/linux/rhelo ; fSta3f A F3+ tofd T |

— or— —— —

student@nodel day4]$ cd dir1/linux/ . foragq e o F99 &0
student@nodel linux]$ ls . Jov fOrEslaa Wy F 9tz G561 @R & |
centos redhat . Q4T 'centos' F3e @32 'redhat’

[student@nodel linux]$ pwd : SN (AR TIZI FAR G0 (AT FAS |

/home/student/linux21/day4/dir1/linux

[student@node1 linux]$ cd /home/student/linux21/day4 ; %6 =G (/) 2@ 'day4' ferazface
AT D &y |

or

[student@nodel linux]$ cd ../.. : 12 o TR0 (Parent) fCra3face e e |
[student@nodel linux]$ ls
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Session :03

Working with File/Directory Properties:

T TICTE A HEom @I Tiea/ferslt i [eifae s+ naee 23, o9 femsa
THICE WSTHA ©lF JIB (&5 I 'Properties' (AF [If® w2 ezt 1 @@= Hfeefzfs, 3w,
5139, (ifTwiz /aisies eI, snfq Toif |

[student@nodel day4]$ touch file1 ; 'touch' M 6 FE tofd T4 2CAR |
[student@nodel day4]$ mkdir dir1 . 'mkdir' @ @ sl ot T4 2@

[student@nodel day4]$ 11 : oA IeE I ST I[E I Fiea/CEae eifte vy
(Properties) (A4l AT |

d rwxrwx r-x. 2 studentstudent 6 Feb 4 18:06 dirl
- rw-rw- r--. 1 student student 0 Feb 4 18:06 filel

(1) 2a 2b 2c2d 3 4 5 6 7 8

1: file/dir types (P (WG M® == (-, d, 1, ¢, b, s, p) F=/Cra3 ~Arewq )
2: file/dir Iifst*9 7T @32 QATA T () AT (@B dofd FMIHFF ATz 1 W3 WS FNEFT (& AT
8 & el frtee e 41 2@Rs

2a: user permission,

2b: group permission,

2¢: others permission

2d: ACL Permission (.)

3: file/dir link (Hard Link) - T2 ¢F0@ '1' 99 C@3RE (%@ 2' 996, oK oo 79
fErsd AT OF T fofe @ e ISR |

4: file/dir owner (@ 2T&NF w2e/fCF3RT (off TR OF T AFE)
5: file/dir group owner - (RTER (T AL W (T2 Ao TN AFCI)
6: file/dir size (byte) - F18%1 2o '0' I35 W3R a3 2= 6 BB (XFS) I8+ B |
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7: file/dir modify date - ¢/ A1 W=[CEBR ©ifsd G2 7 |
8: file/dir name - I3e 1 ferasfzg aw

File/dir Permission:

r = read

W = write

X = execute

- = no permission

. = ACL File Permission (+)

Linux File & Directory types:

- = Regular file : text/any file
d = Directory : Regular directory ((FITH)
| = Link file : $ 1s -1 /dev/stdin

b = Device CD/DVD/HDD : $ Is -1 /dev/sda

¢ = Character device : $ Is -1 /dev/tty

s = Socket : $ Is -1 /run/rpcbind.sock
p = Pipe file : $ 1s -1 /run/initctl

b - Block Devices (CD/DVD/ISO/HDD/USB)

c - printer, sound card, virtual terminal, serial port, parallel port

s - A socket file is used to pass information between applications/process for communication
purpose

1 - link file (softlink/symbolik link)

P - Pipes are unnamed objects created to allow two processes to communicate. One process
reads and the other process writes to the pipe file. This unique type of file is also called a
first-in-first-out (FIFO) file.

[student@nodel day4]$ cd /dev
[student@nodel dev]$ 11
[student@nodel dev]$ cd -

[student@nodel day4]$ cd /run

12



[student@nodel run]$ 11
[student@nodel run]$ cd -
[student@nodel day4]$

Copy/Paste/Remove/Rename/Delete

[student@nodel day4]$ ls :'s' FINE M@ @A TR fiell' @32 'dirl' AW GF0 FE F2A
O3 feras @z |
file1 dir1

[student@nodel day4]$ cp filel file2 ; TIBE Bl I & 'cp' IFAC IR IR 'file1' B
T2 I 'file2' T AESL T4 TRR |

[student@nodel day4]$ Is

[student@nodel day4]$ cp filel /home/student : 1B B FE GO T
'/home/student' €2 T |

[student@nodel day4]$ cp filel /home/student/file3 ; FIZe T FCH S (T
'/home/student' &= =G |

[student@nodel day4]$ cd /home/student : '/home/student' GITEF*TT CF @
TRCR I QR 4l

[student@nodel ~]$ Is

file1

[student@nodel ~]$ cd -

[student@nodel day4]$ cp /etc/passwd . ;G (E (AT FI2e i Beq o feraga
(.) g e =i e |

[student@nodel day4]$ Is : 7 2 APTCR Fl GTB1 (R & |
[student@nodel day4]$ cp /etc/hostname /home/student . gouiY fersfare (A 9
a3l w3d I T T EEHE AT FAS |

[student@nodel day4]$ cd /home/student

[student@nodel ~]$ Is

[student@nodel ~]$ cd - ; A3 ferasfacs e Merw T |
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[student@nodel day4]$ cp dirl dir99 ; wrong command
[student@nodel day4]$ cp -r dirl dir99 ; feta3f M Fa &F W2 'cp -r' IIRA FACS
2@ 1 (-r = recursively)

[student@nodel day4]$ cp -r /etc . ;' etc! T TOEBR % I TouA (GRBREA () M
R @fE IS |

[student@nodel day4]$ Is

[student@nodel day4l$ mv file2 filed4 ; 'mv' FNE W@ F3e 'file2' & 'filed' AW AfGIeq
4 2R |

[student@nodel day4]$ ls : QT (A B2 'file2! MW AfRTS A 'filed'
TN QAR |

[student@nodel day4]$ mv file4 /home/student ;T8 YO (cut) IFCH & (P 7

e |

[student@nodel day4]$ ls . Feu feasfaa S filed' MW g ~ext A 11
FE9 @B '/home/student’ x5 AT
JECR |

[student@nodel day4]$ rm filel : FI3H (B T & 'rm’ FAS |

[student@nodel day4]$ Is . T 5 M2 (deleted)

[student@nodel day4]$ rm dir99 ; wrong command (%% 'rm' ¥ e sl e =
I =) |

[student@nodel day4]$ rm -r dir99 : T3t Ao +a9 o 992 '-r' IR A0 I | (r
= recursively)

[student@nodel day4]$ rm -r etc ; 7 ferasfa Ao 9w ay alfed y' o= (2™ e
FAFN FACS A |

CA

'Ctrl + C' (2 (R, Tz e Ko q<cs #Alfe
[student@nodel day4]$ rm -rf etc  ; &fSRIF 'y' (23 T 2IFACS "-rf' GIH FACHA, QP

e Hiee/fetEsE Y=

(-f = forcefully, r=recursively)

14



[student@nodel day4]$ Is : letc' TotaB QiR fF41 (A &0

[student@nodel day4]$ rm -rf * . Fou feraslaa e wiee /s Fa0o
e 99 &y (*) 99T I |
[student@nodel day4]$ ls ; g3 ~vezt A A1

note: rm -rf * * FJICA T2 (Hidden) 72 fEferb F€a T |

- The End -
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Class -05
Text Processing tools : (echo/cat/less/head/tail/Grep/wc/locate/find/man/help)

AT WINWE Day05 99 working fCg« toft w2 te 2031 @&y student 8w e w1912+
FE 'cd' FAE W@ 'home' TCRERTS 2T FA00 @ | 'Home' TGIBATS &A@ A9 #ItF, 'mkdir
-p' M 'linux21/day5' 7N @61 feragi Y Cofd Fh00 I G=R 'cd' TN M 'linux21/day5'
@ T FACS TR | WGCFA K 2RO I & 'cp' FAC M 'Jetc/passwd' FIZeADG B2
T3 Tou ferasfaa Tow e @ =61, Ao 'touch' I M 'filel' MW g GG F3A
ot 2@ 1 o s du e w9 ey e @R [ (Ut F9re T

[student@nodel~]$ cd

[student@nodel~]$ mkdir -p linux21/day5
[student@node1~]$ cd linux21/day5
[student@nodel day5]$ Is
[student@nodel day5]$ cp /etc/passwd . ; QAT #cp [etc/passwd
/home/student/linux21/day5
[student@nodel day5]$ Is

passwd

[student@nodel day5]$ touch filel
[student@nodel day5]$ Is

passwd filel

Working 'cat' command :

[student@nodel day5]$ cat filel ; FIRETH FAOD WA T 'cat' INC IAIT F41 |
ARY 'filel' T FIEH FoAR GBI fowca Py I 1

[student@nodel day5]$ cat passwd ; 'passwd' TR }W"i‘f FAGD @A I |
[student@nodel day5]$ cat -n passwd : I3 qHF AL Fled @A & '-n' T
T FACO A |



[student@nodel day5]$ cat /etc/hostname : cat' T JIF FE@ Aq¥ (Il fGrasa
fostaa T3 MR & |

[student@nodel day5]$ cat /etc/redhat-release ; RHEL (19 O LA S 2R, (161 QIS
Gy |

Working 'echo' and 'variables'

'echo' TS IFRT F@ SINEIE @ (@A (GHG 276 FA AR 1 A 'echo' FNS IR I
fafen wate H1eow ofiee, TTER fTwE ehERe a2 SR HEoEe @I IS F6
BRI (S

[student@nodel day5]$ clear . fw fFae <99 e
[student@nodel day5]$ Hello World . a7 o BINEE 'Hello World' fo1td @51
(& FC 'Bash Error" SIS |

[student@nodel day5]$ echo "Hello World" ; @ ®is=1 7 'Hello World' & 'echo' ICE=
WG T 4, O G671 AR A |

[student@nodel day5]$ echo $SHELL : ferirsy BIfNIE IS o*F /2 BRIABE T
SIS Sy | GRCH 'SHELL' 9C Q099 Oi(d 2] |

[student@nodel day5]$ echo $HOSTNAME . o117 150 f95-39 Environment Variable
JC A (Block Letter) Fcd A 4l 27 |

student@nodel day5
student@node1l day5
student@nodel day5
student@nodel day5
student@nodel day5
student@node1l day5

$ a=100 : user defined variable
$ echo $a

$ os=linux

$ echo $os

$ date

[
[
[
[
[
[ $ echo "Today is: $(date)" ; all bash command

T I i S )

2



Working Input and Output Redirection (>, >>):

# stdin - standard input (Value 0) - ATF@ (GHG 2970 RO &2 TR | stdin TTe1EH 2 -
Keyboard

#¥ stdout - standard output (Value 1) - Stdout TC®IZ¥ 2 A6

38 stderr - standard error (Value 2) - Stderr €I error WEG T A | FACT T4 (FIA!
T T, O/ G @ TN el R

Output Redirection:

[student@nodel day5]$ echo "Welcome to RHEL 9"
Welcome to RHEL 9

student@nodel day5]$ echo "Welcome to RHEL 9" > filel
student@nodel day5]$ cat file1

student@nodel day5]$ echo "Welcome to CentOS 9" > filel ; Overwrite S |
student@nodel day5]$ cat file1

student@nodel day5]$ echo "Welcome to RHEL 9" >> filel ; append
student@nodel day5]$ cat file1

student@nodel day5]$ history

student@nodel day5]$ history > shell_history
student@nodel day5]$ cat shell_history
student@nodel day5]$ ping -c4 127.0.0.1 > ping
student@nodel day5]$ ls

student@nodel day5]$ cat ping

— r— ————————— —

]
]
]
]
]
]
]
]
]
]
]
]



Working 'head, tail & less' command :

[student@nodel day5]$ less passwd FIZA TR (ACF 5 2R Hfeie I A @1 (Press
'q' for quit)

[student@nodel day5]$ head passwd ; FIZCTH AL do FMBF MR & |

[student@nodel day5]$ tail passwd ; FIZETH (*ICTA do FN2H AR & |

[student@nodel day5]$ tail -15 passwd  ; IR *ITIF 3¢ FM2H (A & |
[student@nodel day5]$ head -5 passwd ; FIBCTH ALV ¢ FE AL &) |

Pipelines :

"' (pipeline) = Pipeline IFT® IR T, IF FACTT WCH2[E o B AEHHB WGBSR
G | FACST ALY qP3 AN QFI4F 9 | (Pipeline) TI2F F41 A |

[student@nodel day5]$ cat -n passwd | head

[student@nodel day5]$ cat -n passwd | tail
[student@nodel day5]$ cat -n passwd | less ; press 'q' for quit

Working with 'GREP' :
'grep' U TG BCR FISER OO (ACF A (FI FACTH ACHG (AF INSAC & (FF F41 1 'grep’
2R I TIZETE A, AR S, MR (I Keyword e Af 1 'grep' (F & I

'cat', 'tail', 'head', less @ ANYS AT F4! TR |

[student@nodel day5]$ grep -n root passwd



1 root:x:0:0:root:/root:/bin/bash

10 operator:x:11:0:operator:/root:/sbin/nologin

(53 SMEBATE (Mt IR 'root’ FNSHC TR R '-n' T IR A IR T2 AT AL
WP | QAT S @R So FFIF FARGA 'root’ R |

[student@nodel day5]$ grep FTP passwd

[student@nodel day5]$ grep "FTP User" passwd ;3«4 Fheare (String) @R FETS BB
6 (") IYF FACS A

[student@nodel day5]$ grep -i ftp passwd

[student@nodel day5]$ tail passwd | grep root ; SISl BIZCA 'tail' FWCSH S 'grep'
[IRT FCO AR |

[student@nodel day5]$ head passwd | grep root ; SISl B12CA 'head' FWCEH ACAS 'grep'
AT FCO AR |

[student@nodel day5]$ cat passwd | grep bash  ; SNl BIRCA 'cat' FACTT ANLS 'grep!
JIRF TS AR |

Working with 'wc':

(I FIRET N0 FOLE 2, ST, FAFA (Letter) AR GT6I A 1 (FIl fragaa qe
FowE Hiee/fEra3 Witz (73 e wAledl M3

[student@nodel day5]$ wc passwd
[student@nodel day5]$ Is | wc -1

[student@nodel day5]$ Is /etc | wc -1

Working with Linux 'locate command':



locate ST N &TH OO W0 @ (@I T2 /forasd dts @@ 91 @1 locate
FIACLE FFOA FAF T AW 'root’ ITEER ferees Fre 2@ 1 @rwe@ [d 'su' (switch
user) AT QT FACS (A3

[student@nodel day5]$ su
KRRk

(B3 T 'root’ ITHER 2AFNSAG fTe Z(F |

[root@nodel day5]# updatedb ; oI 31pe1 HIZe/fCREM F2CEH (Cache) FAF FAC |

[root@nodel day5]# locate sshd_config : (A (P @ 'sshd_config' T3 & @R
I G |

[root@nodel day5]# locate -i .jpg : (i=insensitive) word T2 extension 2 & &S
e & |

[root@nodel day5]# locate Dhaka

Working with Linux 'find command' :

[root@nodel day5]# find / -name mail : mail T @ (TN T3/ (TR F6 (/)
T13e PIE (dlend &+ |

[root@nodel day5]# find /var -name mail : fafer® @A ' /var' S 'mail' oy
(et & |

[root@nodel day5]# find / -user student : 'student' WG Owner T T© FI3F AT,

T S (@9 FAE G |

[root@nodel day5]# find / -type d -name ssh : 'ssh' I s 4w @7 99 &0
[root@nodel day5]# find / -type f -name ssh ; 'ssh! TN I3 & (@7 FAK G |



[root@nodel day5]# find / -type b : IO wea ooz Si2e (b) Yo @F FAK IS |
[root@nodel day5]# find / -size +100M : 100 MB @7 SRR WIEE AP Tlad Y&
QA9 FAT G |
[root@nodel day5]# Is -sh /usr/lib64/firefox/libxul.so

Working with "Help and Manual" :
[root@nodel day5]# man

[root@nodel day5]# man ping ; ping FARES Ae FACTT O S I | ([ ST
T 'q' (& FACS TA |

[root@nodel day5]# ping --help

[root@nodel day5]# ping -?

[root@nodel day5]# mandb

[root@nodel day5]# whatis sshd_config  ; Pebw [We a6 H2a F=iF @G & |

[root@nodel day5]# whatis ping ; U8 I 'ping' FIF IR & |
[root@nodel day5]# whatis find . fafe® FUT 'find' TF SFF & |

The Info Command :

[root@nodel day5]# info ping  ; CPIAR JIRA B¢ AN WS WS AR | ([ ST &
'q' (T TS A |

Online Documentation :

docs.redhat.com -> RedHat Enterprise Linux -> System Administration -> PDF

https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/9

Home work :



** Find out and store number of log messages generated by your system on "July 24, 2023".

[student@nodel day5]$ su (switch to root)

Skskoskskskk

Log location Hints:

[root@nodel day5]# less /var/log/messages

»»

««K«

Thank you



Class -06

Linux Text Editor :

Windows Text Editor: notepad, notepad++, sublimetext, visual studio code, atom

Linux Text Editor: vi/vim, nano, gedit (GUI), emacs, pico
Most propular/Advanced Text Editor: Vi/Vim

=> vi - old, b&w, default (Default Editor for Minimul Install Method)
=> vim - advanced, GUI (Mode Only), Colorfull

[student@nodel ~]$ cd : 'cd' FNT M@ "home' [CEIRTE &t T4 2ER |

[student@nodel ~]$ mkdir -p linux21/day6 ; 921 'linux21' 97 S 'daye' T AHH0
F<-fesfa tofd a1 2RR |

[student@nodel ~]$ cd linux21/day6 ; /home/stdudent/linux21/day6 fetagfx= WCt
A 4 29

[student@nodel day6]$ Is ; Q8 S QU (e T8 /[ AFF T4

[student@nodel dayé]$ touch testl : 'test]' ICT Mg AF0 F2E o T4 T4

[student@nodel day6]$ cp /etc/passwd . ; '/etc/passwd' FIZeG B A e fersa
e 0 9T 2R |

[student@nodel day6]$ Is s e e ol 2R wiRe wab fiews witg
ISl

passwd test1l



Working with Basic 'vi/vim' editor:
[student@nodel day6]$ vim filel

: BT T FI2 (New File) ROTE @1 @349 FIE@C (A 'i' A 'insert’ BT (&7 I @A
[ | AN G2 "welcome to linux vim editor" F3N0 TGN @2 @TRIF TF FIEQT (A 'Esc’
0 (2N FAE!

Note: T &« "i" (2 FACS A | "i" (2 FAC 06 (2 A, QWA 'INSERT' (ICC AifR |
'INSERT' (NT® BTGl (68 (=14l AT 1 | WIKF T4 FIZe (ACF ([FF TR CTS FAK ARG 2(F, O
'INSERT' ([T ((F 'Esc' 6 (2N FACS 2 | 'Esc' B (&N FH19 7@ 'INSERT' (¢ (AF @
T T (TS FA008 A ARG e FACS A1 (0TS I &) "ix' (&7 FCS T, A (TS 1
FACO B, hq!' (& A0S S|

[student@nodel day6]$ Is
[student@nodel day6]$ cat filel

Working with Basic 'nano' editor:

[student@nodel day6]$ nano file2 : 'nano' INT JIF F@ AP FaA @ AE |

welcome to linux nano editor

QA 'vim/vi' 9F TS @ETAF G (FIA! A5 (2 FACo AT 1 | AR 512 FAfE fordrs #fq

T #ITF, TR 69 TG A
'Ctrl+X' (& (Exit) A0 TF | O (TS T4 T 41 (Y/N) @99 2% FAQ, AN (TS FACS

BIZCE 'Y' (29 @ 'Enter' M 'file2' T (TS A |

[student@nodel day6]$ Is
[student@nodel day6]$ cat file2 : '"nano' W57 M T AT *F WL T |



Working with Basic 'gedit' editor :
'gedit' IART FACS B T2 AfEHIE BTG SBRCEHA (GUI) IR IO 2 | 'gedit' IR
FAR I A I BTG ATH A2 I FI3e (TS, TR FC6B Bi71 (copy), (5 (Paste),
F16 (cut), T=C© (delete) FaCo I1fF |

[student@nodel day6]$ gedit file3

welcome to graphical geditor

(B8 FIZA (TS A T 'Ctrl + s' (2 T FA OSHF ATH SAAR TIF AT 'save' A6 (FF
I TS 41 AE |

[student@nodel day6]$ cat file3

Working with vi/vim Mode :

$¥ Insert Mode : ®YN@ (F1F & | Insert (NE GIFF & "{" T "insert" P (2 FACS 27 |

$ Command Mode: FIBER WA FF @FSTIF, cut, copy, paste, undo, redo FACS AT FAl
Y1

88 Visual Mode: FIGIC (AF "ctrl + v" A 'v' (2% S 'VISUAL BLOCK' &% WiKiesl fmeg oes
PTEe13 T 2Nt @R (12 O TOfeTB Bl (y) FACo A | (@R 7 (95 FACI TR Fied

'p' (& FACS A |

$Exit Mode : I FIZH T (IF RS & ":x' Il :wq' (2 FH ©IF GIBCP Exit (NE I 2 |



Working with 'vi/vim' command modes :

[student@nodel day6]$ ls
[student@nodel day6]$ vim filel : 'filel' TCIF FIZAL T STAT T4 JCACR |

38 insert (VT AT T JIET QATF "i" (& T4 2@ |

8 "welcome to linux training" 9B QIR f@Sly FEE Tl |

3 (T 7t 'insert' (T (YCF (IF S &« 'Esc' (A FHCO A |

¥ vy (T FAF & "w' 710 GBF (27 FACo T, GUFE T3 (U@ &@F 2 I,
8 FIze (Te 2@ TR |

(153 ":w' (write) (@ A T, AT R B /% o7e TR

$ AT 'insert' (VT &R T GO #ME 'goodbye’ FIRIF AR, AW QORI A2 (T FAS
Tl BIE, SIRC 7R 'Esc' A6 (AN FCH hq!' Tt @B (2 FECS TR

(B QR "q!' (quit) (& IR 7 @fSB (AP TS e @9 =@ AR 1 Q2T (1) IR
0 Forcely quit 41 (R

[student@nodel day6]$ cat filel
welcome to linux vim editor

welcome to linux training

[student@nodel day6]$ cat passwd
[student@nodel day6]$ vim passwd ; 'passwd' T8 TN (T FIEADG ST FH PR
(TB1 ST 41 QAR |

:set nu

lesc' (NITE JICATS (AT ":set nu' B39 I GBI (N FACE AN 2 7 F3cEq M3 =74
CRISH

1 root:x:0:0:root:/root:/bin/bash



2 bin:x:1:1:bin:/bin:/sbin/nologin

3 daemon:x:2:2:daemon:/sbin:/sbin/nologin

Cursor Movement :

hjkl - 3 (h), { (j), TR (k), © (1)

A - IR SHCS ASTR &0 (Shift + 6) (AT FACS I |

$ - AR (I SR & (Shift + 4) (2 FACO A |

gg - TR AN TR ST & |

G - FIIER (FFF ARG ST & |

n - T WS SR AT G 1 AW ¢ THIF B (TS BIR, SRR 125" (@A
PO ]|

Replacing Text :

r - (T OF4 (letter/character) 2fFS FATS BIZCE, AW 'r' (2 FACS J, ©OF 2T IIEAC
(AF @ %4 (letter/character) (2% I 2(J, (12 %K (letter/character) e #faqes
(replace) 21

Copy/Paste :

yw - word 3 IR &1 @ word b I+ FATS BIZ, EIAITT IPR @ 'yw' (AT FACE I
@ | OF 0 @ 0 Paste FACS 512, (TR 9T 'P/p' (& FACS B |

yy - Yank line (single Line) €5 #12« I+ FACS BIZCA 'yy' (AN TS 20 | @A
Paste 41 2CF, (GTRITT FF @ 'p' (Paste) FACS (A | ARAR WG 'Paste’ FAK & 'p' @R
ARCTT ©9TE 'Paste’ FAF & 'P' (AT FACS A |

nyy - IEF LA I (yank) FEK G | SN W 0@ T i FACO BB, O '5yy!
(2 6 B (yank) FACS AN G2 (@A Paste T B, GIRICT P40 'P/p' (23 FACS 2 |

p - ABF N6 "Paste’ T & |
P - FI3CIF AT 'Paste’ FAK T |



Inserting Text :
i - IG (T (QATF Insert (NTT AT FAF & 'i' A 'Insert’ 6 (AT FACS =T |

—_
1

FECAR (4T (TP 'T' (2 P, TR0 WFC® 90 'Insert’ (TS (BIFT A |
- IPET A 'Insert’ (VTS GIFF & 'a' (2F FACS T |

- 'A' (2T FRCE I AR I I 20® 'Insert’ GIITE &A@ F41 I |

- o' (& FACET IO FABEHI N 'Insert’ (T GRE A (L AE |

- '0' (& FACE O 2R 2T 'Insert’ (T P Il (=11 A |

O o > o

Delete/Cut Text :

X - G3fB FCT F (Chracter) FIHET ANE (AF T (cut) 2|

dd - G3f5 FEA fEfes A FI6 (Cut) FAK S |

ndd - JIES AIRA (n TeAF) TR FA9 &9 |

dw - delete (cut) word

D - IR @A AR (AR W) (T (ACF TN3EF <19 1R delete/cut FI4
Gref |

Undo/Redo :

u - Undo (*39 ©RZR frea qneat A1)
Ctrl+r - Redo
Searching :

/pattern - Forward search for {pattern} Sizad ¥~ '/var' O AT 'n' (&7 FACS AFHH |

?pattern - Reverse search for {pattern}
n - ! SABIT T FAE |
N - &7 2B &% T |

Find and Replace :

:%s/old_pattern/new_pattern/gc - 'gc' (& 9 dfSfb 2HbH A 2eqF STs FAFIH
RISK

:%s/old_pattern/new_pattern/g - 'g' (& FFCT F B @ qFoMY “Afed 2@ |



TRl :%s/root/admin/g

Module Summary :

W - Write (®¥¥¥I@ (TS (T 1)

‘Wq Or :X - (TS (I (12 I FIZe (ACF ([9 TR A |

q - (@I @ FECE TAGE [CF TG, 8 (@Il (G36 513+ 41 =AM, 9rF@ @R
29 T ' (A FACER T |

:q! - (I 930 T30 pe g qo! fo1el®, GIewta ¢S =T (Forcely) (9 RSTR &+
'q!" (& FACEIR A

:wq! - Forcely T30 (T €32 (IF 2SR & |

$ vimtutor - vi/vim (& AcAe [EIfFTe e oy |

V777777277777 Miis yoU sessssssssa



Class -07 (Day 07) User and Group Administration

Module Objectives

¥ s Fetm (e e T8EE @R @t A [ifre Qs |

¥ oM PEER 28aR (AFRa ¥R %9l (@iFed FE [Sifrs s |

¥ W PeorE 3eaR W32 &9 FECNCDY 8t [BIf® AT |

38 foTAICH 'Superuser' ¥R 'SUDO' BTENCAR fetersier 7ot [ifE® ST |

3 o PEoE TTSIER APTST (2iFiee 3R Aere e [eifie e |

SIS 749 FIT @0 (R TOGE 'student’ W #9187 B0 e FQ FCAR | &G (D
ATTS! AP FI @ 'root' ICTR A FIZF I IS FACS A | ATFE@ RHEL/CentOS FATADL
5N A58 &4 (ACF 'Not Listed' B8 F 'root' @7 TN TS 3@, ORI 'root' TTHIER
HATGAG BILT | ATGAT (SR AT G2 APTSTT AT 20T 912w FACS Wi |

e PEDC 311 4A7 ITSRMS TIOIAS F2e 0R '/etc/passwd' Hba FACTH NG G
e BTEIF TAFS ©Y “Arew AN

[root@nodel ~]# less /etc/passwd ; BfeR BT M“f@'?ﬁf @R AR | ([T ST T FIAG
(F 'q' (A FCO ([

o Fiebe o1 (o) T TWww iR [ew oI oot (st 2=

1. root : 0
2. system user: 1 - 999
3. regular user: 1000 +

QAT root TTEIER ©2C (UID) '0', FIEHW BT@cas WiEfC (UID) '1-999" UaR (AN TSR
@i3f% (UID) '1000' (ACF &F 2 | ferergy FIeDw &t ©itd 60,000 ISR ACAT I | O &*
BTG R0 (DI PIEBER Wi TIOIES 99 = | IR, @ 38eE @ Ile Hess e wpieTe
T o 2@ T



e @it ST IWET AR (UID) &IE &y feea s

[root@nodel~]# id root : root 3TN G Witk fFel SIK &+ |
[root@nodel~]# id mail : mail TCHF PIEHE AT F FEEF & |
[root@nodel~]# id student . student & EHE AT 1 &K & 1
[root@nodel~]# id tarek . tarek 2CEF O Atz [F4 SR & |
[root@nodel~]# useradd tarek  ; Tg4 TTEIF fREIT 'tarek’ TP (ofdl I AR |
[root@nodel~]# id tarek : tarek 3CENF CofF FCACR [F1 GT6T (AT &7 |

[root@nodel~]# tail /etc/passwd ; '/etc/passwd' TFIZC 'tarek' BCEUCAS (ATPIZE (e BCACR
S GT61 (ALK & |

[root@node1~]# grep tarek /etc/passwd ; '/etc/passwd' FFIZa1 (A0 BN@ 'tarek' TCECHR
(ATFIZE (5F TR G |

tarek: x: 1001: 1001: :/home/tarek :/bin/bash
1 2 3 4 5 6 7

1- ZTEIES oI I, (61 BT JF G2 T W (PICA = A 1 @8 tarek,
tarek.hossain, tarek123, tarek_123,

2 - ITHEF ANSAT FfFe © AF Fo! JeTS ACE '/etc/shadow’

3 - 3TENE A2 (UID) ATIFH 2CEIET AT WEvl 3019 Wi3fG (UID) A |

4 - SIEWA &b =WEfE (GID), BT& WEfC (UID) @7 =Ii=iif* eltesfs BT&taa GID ARG,
«BICP I =W, AR & (GID) =EfG |

5 - 3TEEd o A J1 [ifee w21 @8 "Md. Tarek Hossain", "Database Admin", "System
Admin"

6 - 2oEicad @ el | 799 (@A ([@esia 28e Cofd I =¥, 939 '/home' feta3fa
(12 BTGIER A 4o fGrasfa tofs =01 ™ e T TTCIER A (AT THAFS
o ACF |



7 - ITHIET IRZS (K N (/bin/bash) | GBI NG @ FAFeT ITHF HEGE A2 FAR WA
CF0a A | (T AT 38GF PIEOE T3 I “AIfS*9 8 ©IMa (%@ '/sbin/nologin' |
BTEIER <16 @S/ Gaitael 91 AFCE (12 2TGF PIEGE w93 FACS AR 1|

: PO 156 3THIET APTSTT FTFS 9 ATF '/etc/shadow' FIZE | TTEER ASAC
TfFS ©Y T G [5d FUS |

[root@nodel~]# tail /etc/shadow
. Jetc/shadow' T35 (ATF 'tarek' TTTIET ANESAT TF© O T & 057 IS |

[root@nodel~]# grep tarek /etc/shadow

[root@nodel~]# useradd hasan . "hasan' TN AAE GFG ICHF (ofd I T4 |
[root@nodel~]# useradd mamun . 'mamun’' VN AFE GFG I0EIF (o] A T4 |
[root@nodel~]# passwd hasan ; 'passwd' FACT WG 'hasan' TEGEF APTGAC (6
4 AR |

=== Changing password for user hasan. ===
=== New password: ****** (redhat) ===
=== BAD PASSWORD: The password is shorter than 8 characters = ===

=== Retype new password: ***** (redhat) ===

(B3 #IPTSAG (e G #fFTET I &Y GI2 IS | ANGAC eFF A9y g waifelk e,
ANGAE R WA QT 'redhat’ IIAT FIE | ARNGAE T L AR N, G2 AL @ICH
FTVWET ST APTSAC (R IR A, I & A T APNGAE qAEF5S (hash) FITIE AT |

[root@nodel~]# tail /etc/shadow : /etc/shadow' T2 'hasan' TTEIER 2INEAT (16 TRR
4 G101 SN & |

@RY Wl 'hasan' TSGR ATSAC (6 FCAMR, AR Weml Gifslerst G2 FC #1987 FCH (G0
FAE @, 'hasan' ST W@ PIEEE 92w 41 T T 1 N FIEC @ "Alt + Ctl + F3' @5

3



AT g4 'Login Prompt' S (TG 'Login Name' fRGTR 'hasan' 712 'Enter' (2% a1
'hasan' ZEECIR “IPTGAC (ST W2 AT | G APTGAT RGN 'redhat’ BIRA T GBI (2
FACE TR A

(B3 APTSIE (7t [T 1

login: hasan ~ ; GG #1918 W 2GR 'hasan' TS 231

pass: *** : "hasan' 3TN APTSAT MTS T 1 @Y @, ATSAT G @A IE T @32
numlock (5% 33 0% 231

[hasan@nodel ~]$ exit

: 'hasan' 2SEF WM AT FAC, ©F & AWMl 'shell' ST 2@ | QU (AF @ AR &
'exit' (2 FACO A | NI AIFEE ITHR THIACEET 0 ST T 'Alt+ctrl+F2' (@R FACO
EIGH

Class Work :

Create an user 'rony' and set his password 'redhat' and login through command console
'tty5'.

Session 02: Linux Group Administration

eI IS g4 'Group' tof FRIK & 'groupadd' FWE AR T = |

[root@nodel~]# groupadd trainer : 'groupadd’ FUG JARF FCA 'trainer' N GI &2l
tofd 41 2RR |

[root@nodel~]# groupadd staff ; 'groupadd' TG [T TR 'staff T WS G5 B~
tofd F41 TR |



Y (P Group (OfF TR 2W O/ '/etc/group' T & =¥ 1 e i HEHW Group 7™
S T & od e

[root@node1~]# tail /etc/group

trainer :x: 1004:
1 2 3 4

1 - (AR N (2B / el &bl

2 - ST APTSTT FifF® ©2 ATF @OT JeTo ATF '/etc/gshadow!
3 - &% @WIZfT (GID)

4 - & A9 (Members)

(B3 T (T LTE Lofd Fa1 TF, ©X LTCIF GIECB7 AMAf¥ T& 8w /etc/group’
TR &5t GITDe O T 1 GBI I T IR et 9 AR ket I S w0 7w A

[root@nodel~]# grep trainer /etc/group ; 'grep' IWG JIRA FCA PGB 'trainer' Group
IR fF4 (6 Tl AR

trainer:x:1004:

[root@node1~]# useradd -G trainer pavel ; Tgd TN RRETE 'pavel' BEQACP "trainer' &
Q9 41 297 |

[root@nodel~]# usermod -G trainer tarek ; 9[@rew 2&IF REIA 'tarek' TCHRAE 'trainer’
A Y 9l 29

[root@nodel~]# grep trainer /etc/group ; 'grep' TT AR FCA FEOW 'trainer' SR
R o5 el @R |

trainer:x:1004:tarek,pavel

[root@nodel~]# useradd ikbal . likbal' T WAE GFG ICEIF Cofd I T4 |

[root@nodel~]# usermod -G trainer,staff ikbal

: BT IACT ikbal' BEHACE KT &0 'staff & trainer' (GIFICA T 24 |

5



[root@nodel~]# grep staff /etc/group ; 'staff' AT ©F A & |

[root@nodel~]# grep trainer /etc/group ; 'trainer' @CA O (AU T |
[root@nodel~]# id ikbal Jlikbal' 3CEF (FIF (@ T AT (6! ALK &
JIRE A AR |

uid=1005(ikbal) gid=1005(ikbal) groups=1005(ikbal),1005(staff),1004(trainer)

[root@nodel~]# gpasswd -d ikbal staff : (P TSR (& IS (P & (AT IM SR
G 'gpasswd' FAG |

[root@nodel~]# grep staff /etc/group : BTEF 'ikbal' 'staff' & (AF e 2ACR Al
GTB1 (bF T & |

Session 03: User Profile Modify

Login as root user

[root@nodel~]# useradd -u 3000 rafat . fafie 3T @Widfe (UID) 92T & 'rafat’ T
ITH Lol T TR
[root@nodel~]# id rafat : 'rafat' 3TEIF CofF FCACR [FA1 (IO SIK &+ |

[root@nodel~]# groupadd -g 4000 support ; fM® &5 =NEfT (GID) 42T FCF 'support’ AT
%o Cofd Al AR |

[root@nodel~]# tail /etc/group P i L | EACRGR s T
[root@nodel~]# grep rafat /etc/passwd : 'rafat' SCHIES (ATFIZE (5F 41 TR |

rafat:x:3000:3000::/home/rafat:/bin/bash

Q2 'rafat’ TSI (2R “AfqST T4 20 | QAT AN 'rafat’ Te&CEa 5 T, @ forasf
QIR (¥ ST TR |



[root@nodel~]# usermod -c "Mr. Rafat Hussain" rafat

(153 'rafat' FTEES I AT @ I AR G '-¢' T IR T AR T 94K

'comment’ |

[root@nodel~]# grep rafat /etc/passwd
rafat:x:3002:3002:Mr. Rafat Hussain:/home/rafat:/bin/bash

; SIS Q2T (TS #AifbR (F, 'rafat’ TSGR 2 AN @Y 2QCR |

4 (G TTEI Cofd 1 23, O fC+5 R 37 38 '/home' fOra3fxa Wiey tof 271
S, QS BIEE @ wAfiaed Fce #A1f7

[root@nodel~]# grep rafat /etc/passwd
rafat:x:3002:3002:Mr. Rafat Hussain:/home/rafat:/bin/bash

B QT TS NSz 'rafat' TSEIER @W fCE3T 252 '/home/rafat’

ITTET @V forasfa ofaass Fa9 o, &AW 9 BT AEw s s toft v Fre 2@ @h
3T T (W e e s F9E)

[root@nodel~]# mkdir -p /newhome/rafat2 : '/newhome/rafat2' @36 @% S«
ot T4 2R

[root@nodel~]# usermod -d /newhome/rafat2 rafat

(Bg BT IS 'rafat’ TV&NET RN 3R ~faqeq 36 ' /newhome/rafat2' EWE*T Reqt
AR

[root@nodel~]# grep rafat /etc/passwd : QA (Al IR 'rafat’ ITENET @W ORsH
Ao 2R |
rafat:x:3002:3002: :/newhome/rafat2:/bin/bash



Change User's Shell :

Q4 'rafat' ICEEF I TS I Q| T (@I 3G Lo T4 T, 94T o 7|
20703 ' /bin/bash' AT ©3, BTSN BIEC ©IF TRITS (¥fe TS FACO 21 1 foreigy Fede
fJfeq 49079 & ATF 'sh, bash, cshell, zshell, tcshell' | @F GF (REEF (*IF QAT QR FAG,
T O, AT 0 1 O3, AfgFieet TGRS 927 0 '/bin/bash' (P T8HH ©IF (%1
RIC! OB w918 FACS AR =, GO (FIPTe PN WH 28S WA [GNG S0 x| oo
IR PTEE SHCE SIma (1F @AIe ' /bin/bash' @K T @@FR ASH JIRTFE! 28 (Mail,
FTP, File) @, PG5 wpiefis =1, witma (@ '/sbin/nologin' Ad! €f6® | &K ' /sbin/nologin'
P (I FCENR (AT ©ItA2 B 912 FAC A 1

[root@nodel~]# cat /etc/shells : ToT3y P10t T@ @& 'shell' 397041 At
@12 o5 @4l AR |

/bin/sh

/bin/bash

Jusr/bin/sh

/usr/bin/bash

[root@nodel~]# grep rafat /etc/passwd : 'rafat' ITHICAT IO 'shell' FAF & |
rafat:x:3000:3000: :/newhome/rafat2:/bin/bash

: 'rafat' TSR 'shell' IR '/bin/bash' 16 Fa1 Witg, A AL 'rafat’ ICEF HEH 9134
JFACS A |

Q2 'rafat’ TCEEA 'shell' 2z T '/sbin/nologin' ¥4 2|

[root@nodel~]# usermod -s /sbin/nologin rafat
: 'rafat' ICHIET 'shell' *f7eq I '/sbin/nologin' 4 AR |

[root@nodel~]# grep rafat /etc/passwd
rafat:x:3000:3000:Mr. Rafat Hussain:/newhome/rafat2:/sbin/nologin

: TG54l AT 'rafat’ FSHES 'shell' “fies 2@ '/sbin/nologin' AR |



[root@nodel~]# su rafat ; unable to switch rafat user

This account is currently not available.

[root@nodel~]# usermod -s /bin/bash rafat : 79 'rafat’ TG FA2 'shell'
'/bin/bash' (76 T4 TCACR |

[root@nodel~]# grep rafat /etc/passwd

rafat:x:3000:3000: :/newhome/rafat2:/bin/bash

[root@nodel~]# su rafat : QAT I3 ARIF (5F I oo A

User's Acccount Lock and unlock:

[root@nodel~]# grep student /etc/shadow : 'student' ST ATTSAT FTFS w2
G &y |

student:$6$sfs8vX/U...... yRg1::0:99999:7:::  ; QRITY (AATS AR 'student' TTHIHR ATSAC
MG TR GR YPCS '$6' W GF0© SR |

[root@nodel~]# usermod -L student . 'student' THFI AFITT FF 0T (ST FCACE |
G -1 [T "Lock!

[root@nodel~]# grep student /etc/shadow
student: ! $6$sfs8vX/U...... lyRg1::0:99999:7:::

: QAT TS AR 'student’ TCHIER 2APISAT (ST ATz G2 F@ ¥FTO '1$6' M Locked T 1

1) - ICT ASIT (76 T4 T |

2) :$6$sfs8vX/U: => AMTEAT (6 F4 AR G2 GH6S (Unlocked) |

3) :1$6$sfs8vX/U: => APTISAC (6 T QIR R 39-GF6® (Locked) |

4) = AMETT S F@ @S AR | TTHF APISAT QT2 92 FICS 2T |

Check: Alt + Ctrl + F3 (use username password)

: ALt + Ctl + F3' (29 I g AT W FA%2 Iq @l (@O A |

9



[root@nodel~]# usermod -U student : 'student' TCHIE AFTST A Unlock 1 2RR |
QI -U' &g 'Unlock' |

[root@nodel~]# grep student /etc/shadow

student:$6$sfs8vX/U...... lyRg1::0:99999:7:::

[root@nodel~]# id ikbal : 'ikbal' TG (FA TTHF ATz F1 (5F T R |

[root@nodel~]# userdel -r ikbal
[root@nodel~]# id ikbal

; BTEICRA 7% 2 (home/mail/data/log) FAFE 72 Y=C® BIZEE 'userdel -r' FAG AL FACS
EIGH

[root@nodel~]# cat /etc/passwd ; PPOGI TSR (ATHIZ (COIAS (5 I 'rafat’
ITHIET A (I O NS T A

[root@nodel~]# groupdel support ; TIOBY (At a7l Y= M_IE & 'groupdel’ F©
(IR FA 7

[root@nodel~]# tail /etc/group : [etc/group TR (AT & e 2R 41 @61 MR
Gy |

Session 04: Linux SUDO Command

Working with Linux SUDO Privilege :

Q3 &1 5w 'sudo' fateEs M Fis 4 [, 93T GG Tge 20ENF AP, (TG
'mahedi' AN GIFC ISHA (ofd T A IR (12 AN 'mahedi' TEHIEI ARTETTC @16 T TS |

[root@nodel ~]# useradd mahedi
[root@nodel ~]# passwd mahedi

[root@nodel ~]# su - mahedi

10



[mahedi@nodel ~]$ useradd rasel
useradd: Permission denied.

useradd: cannot lock /etc/passwd; try again later.

AT M 'mahedi' 3CEF M ANZT FF 'rasel’ T TS (O FACO B3, OIXH TATEI T©
WICG95 'Permission denied' Mt 1 F19, 'mahedi' 2CENF IFE (@& FTES, O "mahedi’
TTTR O (I TS (o FA0S ARE 1 OF, I @ @R TTHAE JAF TSRS
feterTe (TeRl 77, ©4F T @eAR TCH 7N TeeiEs ~AfiiTa Soa fofs vwa f[fem
AERFAEETE TS T4 TS AR |

What is SUDO do?

SUDO feifetetas Tt «Fee ([ees TSRS (student, tarek, mahedi) J#IF BCEIER et
I AT NS T | GTFE TG (FETE SEEIAE M8 (P IS (single command), I 9
f4F FAT (Group of commands), I B18C FEEER 7Fe FACEA (All Commands) afetre (232
root TTEIEF T©) GTFA SN @TS A |

T OB 6 (root) TSGR F9S (AENH OGN (ofd F41 21 @98 student, tarek, hasan
A (AT RCEH (T o] ARG Gl o PO 1 HIACS Mt (1R&e ' /bin' fergre s 1 fog
FACTF o0 06 et 200=s

¥ rm, cp, mv,
#¥ mkdir, touch
¥ pwd, free -m
3 ping, df -HT
38 ip addr, tail

forsy o i 3w 0" F6 (root) TSEIT | root ICET PG FF FIT A F4CS Al
BIENTS #H1td @2@& ' /bin' @R '/sbin' FEEERTS 2ATF | root TTER F9F A a1 IR, @ Fg
IS 05 #06 s 2R -

38 useradd, userdel, groupadd
38 reboot, fdisk -1,

¥ shutdown, poweroff, init

11



8 setenforce

Note: [root@nodel~]# which useradd
'which' ¥I© -

[root@nodel~]# which pwd
[root@nodel~]# which touch

(I T (P CEE (AF A9 IFE G0 SO G

Editing sudo configuration File :

Q¥ IM (I @@ &N (mahedi) (F A FCSER (root) Wo feiferemer ee 517, ©ize

'/etc/sudoers' FIZALES (T3 ITENFF AN Sl I (ATSES (MSH A1 '/etc/sudoers' T
ST TEIF & 64 FIC 'visudo' A FACS 2L |

Rules 01: Permit Mahedi user for all commands

[root@nodel~]# visudo

:set nu

100 root ALL=(ALL) ALL
101 mahedi ALL=(ALL) ALL
2fSteTe (ALL) (R8T TR |

. a5 9L =02 'root' ITHF FAFA IS (ALL) 9 FACS A |
; 4@ 'mahedi' TEGIACE F6 (root) TCENAT T© F5jf

:X (save and exit)

Switch to Mahedi User :

[root@nodel ~]# su - mahedi
[mahedi@nodel ~]$

: Q2 I A 'mahedi' TSR M@ AR 9439 F(F 2TEIA Lo FAK (BB I OE AF3
'permission denied' GITE Wi |

[mahedi@nodel ~]$ useradd rasel
[mahedi@nodel ~]$ sudo useradd rasel

12



: SUDO 3%&d RE1Ca 10 (ATF Authentication e B30, ¥F5¢S 'sudo’ IR FACO A | €32
AT BEAER T sudo SEECHA APTGAE TS 2 |

[sudo] password for mahedi: ****

[mahedi@nodel ~]$ tail /etc/passwd
[mahedi@nodel ~]$ exit

Rules 02: Permit 'trainer' group for Group of commands :

; T BICSGR @I @099 (/etc/group) e FMME SUDO feiteteTe Mee B2, o wwe
'%' Tt T@EY FACS T | O, S2F AFe ICHIET CF@ SUDO fATSETS oIty TId |

[root@nodel ~]# visudo

108 %wheel ALL=(ALL) ALL
109 %trainer ALL=(ALL) ALL

Rules 03: Permit only some specific commands :

[root@nodel~]# visudo

49 Cmnd_Alias NOC = /usr/sbin/useradd, /usr/sbin/usermod, /usr/sbin/groupadd
102 mahedi ALL=(ALL) NOC

: AT (T IS @F WAE @I 2TEEd & aferEs s 513, (12 I @& ' /ete/sudoers!

FIREF TEF WeE (Line 49) 'Cmnd_Alias' 2*« I S@Y F400 201 | OFE @ 30609 (F ©F
fateEe (e @, (12 TTEAS 167 TCF (Line 101) T@EL FA0© [ |

13



Session 05: Password Policies

Working with /etc/shadow file :

[root@nodel~]# useradd lucky
[root@nodel~]# passwd lucky

: redhat
: redhat

[root@nodel~]# chage -d 0 lucky  ; TC&R 'lucky’ SIF IS FNBCAF TN 2APTGAE “AfFqS
ICF 0o AFE

QI '-d' @ 'day' @3 '0' e
Testing: Alt + Ctl + F3 9L FCT OF 1 A |

password: P@ssword123 (new password)

[root@node1~]# grep lucky /etc/shadow

lucky: $6 $ciiMIfom $cPpgBIf2NOwan2byi.G6D0iM/g.tw7fcUyLDWIs.nbp0 :19570: 0 : 99999 : 7 :

Y | Xl
| o7 | 8 | @ | © | a | v»v | &
1st - 3CEET AN |

2nd - STJTER ATSTC (11, :1$:, :$6..c, : :)
3rd - TR I ©IF APTSAC AGTOq IFCACR | QR (@ ALAGT (7l AR @T61 T (19570)
20103 1 ST @Bt 491 T, 05-05-594 0 A (ATF TG TS |
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4th - APISATTI GRIW (Minimum) | 92 fTF0 ©IF '0' AT, 97 9 2R ITEIF BI3E, @
FICT AT ©IF APTSTT Ao FACS AFI |

5th - APTEATCT GRAIW (Maximum) | 3TENF ©IF FONT ANSAC (redhat) F© W+ I92F F400
A |

6th - *MTEMTTT (W TG 26TF F© e @Cer @ABRFE* a1 (S feze) |

7th - AMSATT GRAIM Teif TSR 27 F© e ¥ QIS IS AFE |

8th - GFTBCHT (W T 26T ©ifd |

oth - Reserved for future use.

[root@nodel~]# useradd sathi
[root@nodel~]# chage -l sathi

[root@nodel~]# chage -1 sathi : ATGIT TFT FFe] ©Y TS 'chage -1' ¥© K
EEIRISHE

Last password change : MM DD, YYYY

Password expires : never

Password inactive : never

Account expires : never

Minimum number of days between password change : 0

Maximum number of days between password change : 99999

Number of days of warning before password expires 7

[root@nodel~]# chage sathi

Minimum Password age [0]: 3

Maximum Password age [99999]: 30

Last Password Changed (YYYY-MM-DD): Press Enter (today)
Password Expiration Warning [7]: 5

Password Inactive [-1]: 5

Account Expiration Date (YYYY-MM-DD) [-1]: YYYY-MM-DD

note: If press Enter account never expire

[root@node1~]# chage -1 sathi

15



[root@nodel~]# tail /etc/shadow | grep sathi
[root@nodel~]# date

[root@nodel~]# date MMDDHHMMYY (MM = Month, DD = Day, HH= Hour, MM = Minute,
YY=Year)

[root@nodel~]# date

[root@nodel~]# vim /etc/login.defs ; A% FIZe (A T “fFqeq Icq TS&IE fTH6
ANSE EIHET Ao 41 A |

131 PASS_MAX_DAYS 60
132 PASS_MIN_DAYS 0
133 PASS_MIN_LEN 6

134 PASS_WARN_AGE 5

[root@nodel~]# useradd rakib
[root@nodel~]# passwd rakib

Login regular user :

Send Key: Alt + Ctrl + F3 - TG FACIE G IR FA92 I (5F I T ARSI HSAR
Qo T Al

Send Key: Alt+Ctrl+F2 - AT A BCER THRCET =FCA AT & ' Alt+ctrl+F2' (2
R [ACEIGH

16



0 N O O bW =

Homework : -1

. create a group "rhcsa19"

. user "oly, liza, rana" member of 'rhcsa19' group
. all user's password set 'redhat’

. lock liza user's account

. Lock rafat user's shell

. Create user robin using UID '5001'

. Allow user 'oly' as a sudo user

. User 'rana' must be reset his password on next login

PP T T 7772727777 Bitiels YOU M mmwmwmmmm-
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Class -08

Working with Linux File/Directory permission & ownership :

[root@nodel ~]# mkdir linux21
[root@nodel ~]# cd linux21
[root@nodel linux21]# ls
[root@nodel linux21]# mkdir day8
[root@nodel linux21]# cd day8

[root@nodel day8]# touch file1 ; TN O3 'days' «@d W 'filel' AN 01
T3 (o7 4 T |

[root@nodel day8]# mkdir dirl : FoN ferasa 'day8' @< & 'dirl' 9ICY GEan|
fotaslq tofd <41 29

[root@nodel day8]# cp /etc/passwd . : '/etc/passwd' FI3ADB I FF I [Cras

'days' Ty 7 ST 2R |
[root@nodel day8]# 1l
d rwxr-xr-x. 2 root root 6 May 10 17:54 dirl

- rw-r--r--. 1 root root 2662 May 10 17:55 passwd
- rw-r-r--. 1 root root 0 May 10 17:54 filel

1: file/dir types (FICH G 3® «F=R (-, d, ¢, b, 1, 5, p ) F3%1/fCra3 ~Areaq )
2: file/dir permission (User + Group + Others + ACL)



3: file/dir link (Hard Link) - T3ER %6 '1' 932 @37 %@ '2' 9@, oK oo 7o
3R U@ ©F AT fofe 0 Al ATE |

4: file/dir owner (@ 39 Tz /feraall tofd Fwace ©F 9N AFE)

5: file/dir group owner - (RSER (@ LA AW (T2 (o TN AFCI)

6: file/dir size (byte) - FI8%1 21 '0' 2B, Wk fGra3f 20+ '6' 26 |

7: file/dir modify date

8: file/dir name

Session 01

Working with link file :

fer HI20eR O, G FIBER A A0 TR fo1F AP | SR (@A T (PICA @11/ GHE
WEHZ /ATTE FAE A9F FIIADS GF3 ©IF A6 JA | (@3 S23e AAABe Heba
CHQ *GIFI0 T2 | TR *GF0 @& AE AWM (CHOC @32 (IGHR G (Origin) AE O
CG_"I"I'CWIEﬂﬂ?ﬂﬂﬁWﬁﬁCﬂW@?WWW@W@W?ﬁLWWW(OHgm)
(AT I FACT |

fererey PB4 4=eem o= 1ge @iees
Type of link file:

1) Hard link - T35 @&K Q3T 94 (inode) @32 201 | OiR 12fb TR IR I CheTm
91 2, O FAGB, ARG, A 4P RA, B TN AT AT | GG JoT IR0 16 278
fe1es FIBER (DI e 1 T30 7R 91 1 Felers wyEa FIETE CFas I A |

2) Soft link - HI2eT &=K BTG ¥ (inode) o7 27 1 Y361 Tige/fra3laa Ty M 76 forz
1 R, O FAGD AFR AT &Y N Wl S | HFBETE M symbolik 7% FReT wwrs !
T | GEFCG IM T FIReAG (OfeTs Tl =, O 1T FIZA (S PI&t FAC 1 1 7T o715 PR
W32 fer=El TorR wag w4 AW



[root@nodel day8]# Is -li
[root@nodel day8]# tail passwd
[root@nodel day8]# In -s passwd passwd-soft ssoftlink O (T '-s' AT FACO UL |

[root@nodel day8]# In passwd passwd-hard shardlink tsfsa 31 |
[root@nodel day8]# 1l

[root@nodel day8]# tail passwd-hard

[root@nodel day8]# tail passwd-soft

[root@nodel day8]# Is -li

root@nodel day8]# echo "The End" >> passwd
root@nodel day8]# tail -3 passwd
root@nodel day8]# tail -3 passwd-hard
root@nodel day8]# tail -3 passwd-soft
root@nodel day8]# Il

root@nodel day8]# tail -3 passwd-hard

[ ]

[ ]

[ ]

[ ]

[root@nodel day8]# rm -f passwd

[ ]

[ ]

[root@nodel day8]# tail passwd-soft
[ ]

root@nodel day8]# In -s /home/student/Documents studentdoc

Session 02

Field no: 2, 4 & 5 (Permission)
[root@nodel days8]# 1l

- rw-r--r--. 1 root root 0 Sep 26 09:52 filel
d rwxr-xr-x. 2 root root 4096 Sep 26 09:33 dirl

(2) 4 (5



subfield:

-rw- 1 1 . = filel - % O FRICHT FIEEE @0 GfERFCE (x) AT A1es 1
drwx rx rx . =dirl - %0 O EMIIT fCEEHATe TCTH, P9 G2 TH ICSHTMI
G GUHPED (x) AT AT |

() (g) (o) (A)

u = user

g = group
o = others

A = ACL Permission (.)

r=read (4) - FIEW CF@ 'read' 9L FI2AH *UCe 9@ 932 {3 ¢F@ read 99,
fetasfa O i <41 A=

w = write (2) - FI3EF CF@ 'write' 9 F3AL @fEd @I (TS T4 @ | BT @ write
e, fer=3fa foowd paste 41 A

X = execute (1) - TREF CFE 'execute’ AN v M2 | 5, Feab 7™,

ceftairs /b / «fgitIq 2, ei2te W2 execute

A AFCe 27 | FEBRT CF@ 'execute' TR EEFRE Ty 2t F9 &y, 9 (@ ferasfee
lexecute' 2N qI3, AT 2T F41 A 1

- = no permission (0) - 9TH@ 'read/write/execute' (I AT AFCZ I |



. = ACL Permission (+) - ®3e1/fera8q Towa %@ @A dot '()' AR 1 58, T4 ACL (File

Access Control) @23 371 F(E O, QAT Dot () @ ARACS
"+ R B A |
-rw- r-- r-- . = filel (644)

drwx r-x r-x. =dirl (755)

rw-=4+2+0-=6 (U) rwx=4+2+1=7(U)
r-=4+0+0=4(G) rx=4+0+1=5(G)
r--=4+0+0=14(0) r-x=4+0+1=5(0)

644 = 755

**+ foen F3e AT = 644 @32 fC@ER 21T = 755 ©@, WA AT A AT
@Tree AAfaaes e A |

Maximum File Permission: 666 = (rw- rw- rw-)

Maximum Directory Permission: 777 => (rwx rwx rwx)

Class Work:

740 = rwx r-- ---
735 = rwX -WX r-X
642 = rw- r-- -W-
503 = r-x -—- -WX
150 = --X r-X ---
326 = -WX -W- rw-
467 = r-- rTwW- rwx

631 = rw- -wx --X



Lab Demo: Linux Standard File Permission

QAT 'filel' N IS T4 R 1 @A @F0! &9 AFE 'students' TN @32 'students' T
(Y91 2@ 'sadat, sumon, malek' | (T2 Y QIS (96 I8&F (Others) AFC "tamim' T |

Group: Members others

students: malek, sumon, sadat all (except group members)

root@nodel day8
root@nodel day8
root@nodel day8
root@nodel day8

# groupadd students
# useradd -G students malek
# useradd -G students sadat

# useradd -G students sumon

— o—o— —
_ 0

[root@nodel day8]# useradd tamim

[root@nodel day8]# grep students /etc/group

students:x:5005:malek,sadat,sumon

@27 'filel' (3 'Malek' 2CEICER Ownership €32 'students' &CHF Group Ownership (1S I |
'malek' TS G ‘Tf (rwx) AT ST ZF 1 AP 'students' &FoF ICEHAMR ©Y read
(r) NPT AP G2 AT ISENEA/F5  (others) CF@ @A &I 2N AFE 10

user: (malek) : full permission (rwx)
group: students: read (r--)

others: others : no (---)

[root@nodel day8]# Is -1
-rw-r--r--. 1 root root 0 Jun 14 19:55 filel



[root@nodel day8]# chown malek file1 ; chown IC FRT ST Ownership
g T4 A |

[root@nodel day8]# Is -1

-rw-r--r--. 1 malek root 0 Jun 14 19:55 filel

[root@nodel day8]# chgrp students filel ; chgrp T IR FCI Group Ownership
SHferrSe w1 T/

[root@nodel day8]# Is -1

-rw-r--r--. 1 malek students 0 Sep 26 09:52 filel

[root@nodel day8]# chmod 740 filel : chmod I I I AT (rwx)
“Afged =1 IR |

[root@nodel day8]# Is -1

-rwxr----—-. 1 malek students 0 Jun 14 19:55 filel

Testing:

(Ownership Test)
[root@nodel day8]# su malek

[malek@nodel day8]$ Is

[malek@nodel day8]$ echo "This is malek" > filel ; malek can rw
[malek@nodel day8]$ cat filel

[malek@nodel day8

_ 1 —

$ exit

(Groupowner Test)
[root@nodel day8]# su sumon
[sumon@nodel day8]$ Is

[sumon@nodel day8]$ cat filel
[sumon@nodel day8]$ echo "This is sumon" > filel ; Permission Denied (only read)

[sumon@nodel day8]$ exit

(Others)



root@node1X day8]# su tamim

tamim@node1X day8]$ cat filel ; access denied ; Permission Denied (no permission)
tamim@node1X day8]$ echo "This is tamim" > filel ; Permission Denied (no permission)
tamim@node1X day8]$ exit

— o———

Linux File Access Control List (ACL):

¥ W 9301 F2e/ferasfee «ifss Ownership 3 Group Ownership WaI9 23 |

8 B! TIRe/ OB AR ST TSR G2 AT ST SEml A T =0 |

¥ WS @I & (AT [WE @I TeeiEd fafere g e 513 A1 Afiaed s b3 |
¥ SN IM (3B (others) ITHF (ATF IO =M fereEs Wes o121

©IEE Nl 17 Teia Srafie it owt w6, oreE st e wie/fsfa sl I9ew
@ OB T4 7EF 71 1 GTCHCE JIAT FACS 20 'ACL' 291 ACL ‘T‘TWQT (Access Control List),
BT SR FEE G fCras Tere R IR FAce AR ACL e AT o wiga
TEBTR (ext4/xfs) ToTH 99 B0 1 (T2 SNWMA FI2e HEGA 'xfs' Joar Qb fFes ©itq

G AR

Working Directory:
[root@node1X day8]# Is
[root@node1X day8]# touch tutorial profile

[root@node1X day8]# Il

-rw-r--r--, 1 root root 0 Jun 28 17:00 tutorial

-rw-r--r--, 1 root root 0 Jun 28 17:00 profile

@ T (BT AIFH T &0 'jack', 'rose’, 'tomy' TN o7 & TTEF €= 'support' AT &
AFITD Lo T AR |

[root@node1X day8]# useradd jack
[root@node1X day8]# useradd rose



[root@node1X day8]# useradd tomy
[root@node1X day8]# groupadd support

ACL Test:

[root@nodelX day8]# getfacl profile ; Fige/feragfire ACL AT @w T3 |
# owner: root

# group: root

user::rw-

group::r--

other::r--

ACL Command Options :

- m = modify
- X = remove
- b = blank

- R = Recrusivly

User ACL :

Lab: Sl feea Swiace, 'vrofile' 1T jack 99 & 'rwx’, 3THT 'rose' 9T T 'r--' G2
TEE 'tomy' GF CFC@ (I AT (neq 20

[root@serverX day8]# setfacl -m u:jack:rwx,rose:r--,tomy:--- profile T3e /ferasfae ACL
AP @S I |

[root@serverX day8]# 1l

-rw-rw-r--+ 1 root root 0 Jun 28 17:00 profile

[root@serverX day8]# getfacl profile
# file: profile

# owner: root



# group: root
user:rw-
userzjackirwx
user:rose:.r--
user:tomy:---
group::r--
mask::rwx

other::r--

THRE AT ACHATE ML IR, TSR 'jack' €T CF@ 'rwx' @I 2R | A TS 'rose’
«F (¥ 'r--' 9R other TEER 'tomy' T (F@ AT QT (€A AR |

[root@serverX day8]# su jack
[jack@serverX day8]$ cat profile
[jack@serverX day$]
[jack@serverX day8]$ cat profile
[jack@serverX day8]$ exit

$ echo this is Jack > profile

[root@serverX day8]# su rose

[rose@serverX day8]$ cat profile

[rose@serverX day8]$ echo this is Rose >> profile ; permission denied
[ ]

rose@serverX day8]$ exit

root@serverX day8]# su tomy
tomy@serverX day8]$ cat profile

[
[
[tomy@serverX day8]$ echo this is Tomy >> profile
[tomy@serverX day8]$ exit

*¥¥%%% Permission Denied

10



Group acl :

[root@serverX day8]# setfacl -m g:support:rw- tutorial

[root@serverX day8]# getfacl tutorial

Directory Permission:

[root@serverX day8]# mkdir acldir

[root@serverX day8]# touch acldir/filel
[root@serverX day8]# touch acldir/file2
[root@serverX day8]# ls -1 acldir

[root@serverX day8]# setfacl -R -m wrose:rwx acldir
[root@serverX day8]# Is -1 acldir

[root@serverX day8]# getfacl acldir

ACL Remove (user):
[root@serverX day8]# setfacl -x u:rose: profile

[root@serverX day8]# getfacl profile
ACL Remove (Gruop):
[root@serverX day8]# setfacl -x g:support: tutorial

[root@serverX day8]# getfacl tutorial

Remove ACL from File:
[root@serverX day8]# setfacl -b tutorial

11

;-R (recursively)



Session 03
Linux SUID, SGID and Sticky Bit Concept:
AT SoIere AT At feg copiE A 72w Fa =71
38 SOOI  &F™ FA TV r=read, w=write, x=execute, -= no permission
38 Cpe SAifSte e A =W ' S,ST/s,s,t' e
Read=4 (r)
Write=2 (w)

Execute=1 (x)

no permission = 0 (-)

WX = 4+2+1 = 7

12



TR 'Standard Permission' €3 AT (o (I TRIF M (SUID/SGID/Sticky) e |

4 =SUID (s,9) - SUID ~Afsf*q J2219 27 Owner 0T (1st field) @2 GBI aFmt 1 27 'S’
a4t 's' e

2 = SGID (s,9) - SGID s 9= 27 Group T (2nd field) €32 @Ble & T =7 'S’
SREIRNE (el

1 = Sticky bit (t, T) - Sticky s =¥ 27 Other ¥ (3rd field) ©32 B! &= T =7 'T'
q 't e

(RB QST 's;5,t' AP, WA M @A afFRE5 i (x) 7 A @Eewea 's,S, T

TARFT FEAS

WX T-X I-X = TWs 1-s r-t - 'x' f96 2 =M 21 3929 <4 =71
rW- r— r— = TwS r-S r-T - 'x' f96 I C=Miie iifs*ic 9927 <40

u g o

x755 (where x = Special Permission for directory)

x644 (where x = Special Permission for file)

«30! fraglaa wa I ol 373,
4 + 755 = SUID (1st Field)
2 + 755 = SGID (2nd Field)

13



1 + 755 = Sticky bit (3rd Field)
Working with Test SUID:

SUID - T34 (FIC! FIZe/IACCE ([AF BEEIR (F F2I1F TCHIES (root) faTewes 99 T4
VESIA T, O (1R TS A FACSH T SUID G5 <1 7 1 O 9 T FiZe1 /Il FA|
BTHIEA (root) (file Owner) “MoNf* @ @I @eF TR @32 feifSree arEm/am T
A |

[root@nodel day8]# which passwd
[root@nodel day8]# Is -1 /bin/passwd
-rwsr-xr-x. 1 root root 34512 Aug 12 2018 /bin/passwd

[root@nodel day8]# Is -1 /usr/bin/ls
-rwxr-xr-X. 1 root root 166448 Jan 11 2018 /usr/bin/ls

[root@nodel day8]# su student
[student@nodel day8]$ Is /root

Is: cannot open directory '/root": Permission denied

[student@nodel day8]$ exit
[root@nodel day8]# Is -1 /usr/bin/lIs
-rWXr-xr-X. 1 root root 166448 Jan 11 2018 /usr/bin/ls

[root@nodel day8]# chmod 4755 /usr/bin/ls ; SUID Permission

[root@nodel day8]# Is -1 /usr/bin/lIs
-rwsr-xr-X. 1 root root 166448 Jan 11 2018 /usr/bin/ls

[root@nodel day8]# su student

[student@nodel day8]$ ls /root
[student@nodel day8]$ exit

14



Class work: Login as 'student' user and view log file '/var/log/messages' using 'tail'
Hints: [root@nodel day8]# tail -5 /var/log/messages
Hints: [student@nodel day8]$ tail -5 /var/log/messages

Working with SGID:

SGID T4 JRF T4 2(F, U (T G NG (I 2S&F I (FIA! Fieel/feras{ tofw
390, O feifSrETs AGIEbHEE ehied Qe GERa (Il I | 9k afe FEE™ et
TR 'Inherit' 263 |

[root@nodel day8]# mkdir resource
[root@nodel day8]# Is -1d resource

drwxr-xr-x. 2 root root 6 Sep 18 22:13 resource

[root@nodel day8]# grep students /etc/group

students:x:1008:malek,sumon,sadat

[root@nodel day8]# chmod 770 resource
[root@nodel day8]# chgrp students resource

[root@nodel day8]# Is -1d resource
drwxrwx---. 2 root students 6 Sep 18 22:13 resource

[root@nodel day8]# su malek

[malek@nodel day8]$ touch resource/malek1
[malek@nodel day8]$ exit

[root@nodel day8]# su sadat

[sadat@nodel day8]$ touch resource/sadat1
[sadat@nodel day8]$ exit

[root@nodel day8]# 1l resource

15



[root@nodel day8]# chmod 2770 resource ; SGID Permission
[root@nodel day8]# Is -1d resource

drwxrws---. 2 root students 6 Sep 18 22:13 resource

[root@nodel day8]# su sumon
[sumon@node1l day8]$ touch resource/sumoni

[root@nodel day8]# 1l resource

Working with Sticky Bit :

feres foraafam mfEwm «ifim 2o '777' @32 @3 WIfENT it @eaa @ @ @ 3TER
biEtETE W2 sl M wiza Ol wea e a8, =@l 3 O fSasfia 8o sticky
bit “If*F e S SRE, @ @ 3eTR SEae g T3 o 900 A (7 FA0o AR
% D F40o AR 7

[root@nodel day8]# Is -1d /tmp

[root@nodel day8]# mkdir mydir1
[root@nodel day8]# mkdir mydir2

[root@nodel day8]# 11

[root@nodel day8]# chmod 777 mydirl  ; standard permission
[root@nodel day8]# chmod 1777 mydir2 ; sticky bit

[root@nodel day8]# Is -1d mydirl mydir2
drwxrwxrwx. 2 root root 6 Sep 18 21:53 mydirl

drwxrwxrwt. 2 root root 6 Sep 18 21:53 mydir2

[root@nodel day8]# touch mydir1/filel

16



[root@nodel day8]# touch mydir2/file2

[root@nodel day8]# su student

[student@nodel day8]$ rm mydirl/filel ; @b =JiEs fermalce Fo ~Mftm b fORB 2w
IS |

[student@nodel day8]$ rm mydir2/file2 ; @BIF *itas fCaRTe @R sticky &G @16 w41
Wtz Yok b1 feffb 23 =1

rm: cannot remove ‘mydir2/file2’: Operation not permitted

Home Work: 02

a) Copy the file '/etc/passwd' to /opt

=>) The file '/etc/passwd' is owned by the 'root' user.

=>) The file '/etc/passwd' belongs to the group 'root'

=>) The file '/etc/passwd' should not be executable by anyone.
=>) The user 'robin' is able to read and write '/opt/passwd'
=>) The user 'rafat' can neither write nor read '/opt/passwd'

=>) All other users (current or future) have the ability to read '/opt/passwd

b) Create a collaborate directory "/shared/sysusers"

=> Group ownership of "/shared/sysusers" is 'sysusers'

=> Permission should be readeable, writeable and access by 'sysusers' group but not to any
other user.

=> Files created in "/shared/sysusers" automatically have group ownership set to the

'sysusers' Group.

77777777777 Biirias YOU MVawmwm e mwe-
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Class -09

Linux Boot up Process :

==> Multiuser (tty)
ON => BIOS/UEFI => MBR/GPT => GRUB2 => Linux Kernel => systemd => Target =>
(POST) ==> Graphical (pts)

==> Rescue/emergency
Change Default Boot Time :

oIl ¥4 5 bis €, ©249 Firmware (MBR/GPT) G0®& 219 2(% 6 (AICld (GRUB) &t
T, O HESET I @R fTF0 O ¢ CLFS I T | O3 ¢ CUIST N0 P PIeeTs =1
FAE [0 A (T &F (T | &, ANA! 120 o (FICIER (Grub) BT Arews #if

[root@nodel ~]# fdisk -1

Disklevel Type: dos (MBR)
Disklevel Type: gpt (EFI)

Working with Linux Kernel:

38 Device Driver
38 Kernel Modules (Filesystem, Security, Virtualization, Storage, Networking, Memory mgt)
F8 Kernel-Subsystem

-> File System

-> Storage

F8 Latest patch update

38 Software Bug Fixing

38 Security fixes

38 Updated Drivers

#8 Kernel Modules update
38 New Kernel Features

38 Increased system speed



36 ip addr

T GRS I SAT8H F40S s

1. Major update (Compile)
2. Minor update

[root@nodel ~]# uname -r
5.14.0-284.11.1.el9_2.x86_64

5.14.0 - Linux Kernel Built Version
70.13.1 - Redhat Package Version

el9_2 - Redhat Relase number

x86_64 - Processor Arch (ppc, arm, x86)

[root@nodel ~]# ping www.centos.org
[root@nodel ~]# ping www.redhat.com

[root@nodel ~]# ping www.rocky.org

Note: (BETF FIATT GBTSL FAIF &0 SATET ©F A eF (AT IBIAEFEE) NS
B 5 A @ HSARFR WZFT AP | G (ATF "connect' -9 57 7 «fsred T4t W)

[root@nodel ~]# yum list installed kernel-*
[root@nodel ~]# yum update kernel -y
[root@nodel ~]# reboot

[root@nodel ~]# yum list installed kernel
[root@nodel ~]# uname -r

systemd:

[root@nodel ~]# pstree

RHEL/Cent0S 7.0 ®Itwd “[t34 (RHL/RHEL 6) SN A& System-V (sysv) ({CF J8b FC Tg
ST systemd (S IS8 ST | JOA1, RHEL/Cent0S 7 (ATF TG ASH MG I 20
'systemd' | TMS systemd ST SR (init & SysV) AN Tl FaAC/ATSEE A TS (&L



(T BT | I8N RedHat, Ubuntu, Debian, Fedora, CentOS e fefGfae= 'systemd' SR
PCA

RHEL 9:

[root@nodel ~]# s /lib/systemd/system/*.service : b e SR o
[root@nodel ~]# Is /lib/systemd/system/*.service | wc -1 ; (NG Tows O @R EHE &6
[root@nodel ~]# systemctl -t service

[root@nodel ~]# systemctl --type=service --state=active

Common Services:

TARE FANTT AGHZTE (2 (7 e O Ard o 56 | 68, 719 1fEs arsiwd st
FE AR 12 | QU@ s oy I AR o5 (el wity, @ FHAbE HIL F W |

¥ Network Service: NetworkManager.service

#8 SSH Service: sshd.service

¥ Web/WWW: httpd.service (Apache), nginx.service
#6 NFS Service: nfs-server.service

38 Firewall: firewalld.service, iptables, fail2ban, ufw => Firewall: firewalld.service, iptables,
fail2ban, ufw

38 Linux Scheduling: crond.service

¥ Time Server: ntpd.service / chronyd.service

#8 Mail (Outgoing): postfix.service (SMTP)

# Mail (Incoming): dovecot.service (IMAP/POP3)

¢ Virtualization: libvirtd.service

#6 Samba Server: smb.service

#6 NetBIOS: nmb.service

38 FTP Server: vsftpd.service

38 DNS Server: named.service (bind)

38 Database: mariadb, mysqld, postgresql

38 Printing: cupsd.service

38 DHCP Server: dhcpd.service

38 Proxy Server: squid.service



Start/Stop/Restart/status Services with systemctl:

[root@nodel ~]# systemctl status crond.service

[root@nodel ~]# systemctl stop crond.service

[root@nodel ~]# systemctl status crond.service

[root@nodel ~]# systemctl restart crond.service

[root@nodel ~]# systemctl reload crond.service

Enable / Disable services to run at boot time :

[root@nodel ~]# systemctl enable crond.service

[root@nodel ~]# systemctl status crond.service

[root@nodel ~]# systemctl disable crond.service

[root@nodel ~]# systemctl status crond.service

Working with Runlevels/Targets :

‘systemd’ IS FFe HGH (AT SR & HEGT (@ T (CLI, GUI, Rescue) A FHCI GBI
799 3a ‘Systemd target’ GGG o7 |

systemd => 1) GUI (graphical.target)
2) CMD (muti-user.target)
3) Rescue.target

4) Emergency.target

1153 TEsT RAweeTe, Jigereibe 3t fareift 919 SesT ‘rescue.target’ GT6 T4 =1 €2 GIITE ®Y
@ ‘root’ (Single User) TR ¢#i1 ferrereie At a3 Fficse g e e =a11



[root@nodel ~]# systemctl get-default
graphical.target

[root@nodel ~]# free -m

[root@nodel ~]# systemctl set-default multi-user.target
[root@nodel ~]# systemctl get-default

multi-user.target
[root@nodel ~]# reboot

[root@nodel ~]# systemctl get-default

multi-user.target
[root@nodel ~]# free -m
[root@nodel ~]# systemctl set-default graphical.target

[root@nodel ~]# reboot

Reset Root Password :

38 AT TTEOT FAT (WTT 'Ctr+Alt+Del' (2 I AT AfFFIE (TS 'restart’ Mo 271
3 FIEON 36 2 FNY Grub IO ENIF & (AT '0-rescue-xxx' 4I0S (A |

3 IIRT (AT 'e' (@A FW@ '0-rescue-xxx' I AfSH FACS A |

3 FIET (AF Down Aero (@F I '4' TFF N3 (linux W &F @ #2A) @ Q|
38 9T M3 T (linux ¥F @A) 'end' 64 A 'Right Aero' (2 F(F (TS (T |
3 2T I 'rd.break' &14T® 20a 1 A1B3 rd = rescue disk

¥ QI IEMC (AP 'Ctrlex' (@ I PIEGA 16 FCo 20 |

switch_root:/# mount -o remount,rw /sysroot ;AR root FaE BTN rw (WITS NEH
G
switch_root:/# chroot /sysroot ; OS] QT K G |



sh-5.1# passwd  [press enter] : TG AT oAfeae F1 2o |

o dllloik (193456) < redhat
o dllliiok (193456) < redhat

sh-5.1# touch /.autorelabel ; SELinux Policiy Relabel
sh-5.1# exit

switch_root:/# exit
6 Wait 2 Min
3 Login with new password

[root@desktopX ~]# passwd ; press Enter

: FRRRRRE (Contos)

. kekokkskokk (CentOS)

Linux Process Management:

# ps

# ps aux
# ps -ef
# ps lax

o HIeoT WeRErE N o @3 wwgs wittg 20z 6w AT (Performance)
wfBfae @32 B2 | o PEbeR 7R €& REMT, @XF3 &0PE (CPU), GHE (RAM & Swap),
COIES, W, o™, AfST 77 aer Nfefae w4 |

[root@nodel ~]# ps . Fo Bifsfies 5 & Q™ 99 Farecz GI6T (A & |
PID TTY TIME CMD
2521 pts/0  00:00:00 bash  <----- BIfsAICe forRta ¢*ie1 q1 FaCOCR |
2622 pts/0  00:00:00 ps  <----- BINAICER AT @ IS 'ps' B e 2@CR ET61 W
TR |



[root@nodel ~]# ps -f : TN BIAIER 79e 4o [@ifes O (full description)
MR |

UID PID PPID C STIME TTY TIME CMD
root 2521 2516 O 08:25 pts/0  00:00:00 bash
root 2737 2521 0 08:35 pts/0 00:00:00 ps -f

(1) 2 (B @ 6 (6) (7) (8)

1) (T TENET (root) VT AT BeICR |

2) 2™ (Child) =13f (PID)

3) PCED (Parent) AT WafE (PPID)

4) ACTIRA (CPU) IR

5) TR 516 (Start) BIZW

6) AT @ SIfEIE (TTY) Bt |

7) &0 B8N (Duration)

8) AT (MAF &« (¥ I (CMD) B <29 +41 2R |

[root@nodel ~]# ps -e : e T, TP B (pts0/ptsl/tty3) (ATF AR & |
[root@nodel ~]# ps -ef | less ; pid, ppid, time, cmd 1R ifee e I I & |
[root@nodel ~]# ps -ef | grep http

[root@nodel ~]# ps -e —-forest ; 37Fe1 AT G (Tree) S A |

[root@nodel ~]# ps -auf
Type of Process :

1. User Defined Process : jobs & ps

2. System Defined Process : ps

[root@nodel ~]# ps -x : PIEOEE A (A0 (MAF &+ |



Lab demo:

QBT 2FFBA TG & Alt+Ctrl+F3 (@9 I I 'student’ TC&R M@ w92 I, 'ping ::1' A4
FE @0, AT Alt+Ctrl+F2' (27 0@ GUI BRI ata™ S0 [6a A0S NG i o F 41
RIIGH

[root@nodel ~]# ps -u : TN T (root) T AT (AT & |
[root@nodel ~]# ps -au : TOAN ITEF A2 GBI (@ AFa IOSIEF (LT HeCR
A IS |

[root@nodel ~]# ps -au | less

student 3361 0.5 0.1 234492 5384 tty3 Ss  09:00 0:00 -bash

root 3420 0.4 0.0 225792 1648 tty4  Ss+ 09:00 0:00 /sbin/agetty
student 3437 0.0 0.0 242200 2280 tty3 S+ 09:00 0:00 ping ::1
root 3465 8.0 0.1 270524 4084 pts/0 R+ 09:00 0:00 ps -ua

[root@nodel ~]# ps -u student ; W8 TSR AT AT T U2 FAT I FACS A |

PID TTY TIME CMD

3137 ? 00:00:00 systemd
3148 ? 00:00:00 (sd-pam)
3161 ? 00:00:00 pulseaudio
3162 tty5  00:00:00 bash

3195 ? 00:00:00 dbus-daemon

[root@nodel ~]# top

top - * IS G BIZw |
* 00T Fowd 0F BeICR |
* F© T 30GIF T2 ICI AR |
* P11 (CPU) @Tre geids (> N5, ¢ N6 «3e d¢ WHE =@d @ed)

38 load average: Last 1 minute is 0.01



36 load average: Last 5 minutes is 0.02

38 load average: Last 15 minutes is 0.00

Tasks:

88 Total: (¥ 1 &TTT GFBS (T &R |

$8 Running: ISV AR ATIER 2 |

$ Sleeping: (¥ 7 A FH5 (T =R |

# Stopped: (A I AT 357 (Stopped) TIB AR |
38 Zombie: @ AFT AT Zombie State I AR |

%Cpu(s) - 7S CPU Core U O WIS BIZEA '1' (AN FACS I |

PID - &0 W2

USER - (3 TSI F9& 20T A7 208 |

PR (20) - Priority (PR=20+NI) - JFcfe1 ™%
NI (0) - NICE Value - TR A
VIRT - 0T $9F ORI GINEe IR |
RES - Residential Memory (Actual RAM)
SHR - Shared Memory

S - IO 9IF (status) - R= Running, S=Sleeping, 1=Idle
%CPU - 0P 393 CPU% 9214 |

%MEM - 80T 9 RAM% J929 |

TIME+ - 3%+ 4(d &M e AR
COMMD - &TICTE I |

[root@nodel ~]# pidof systemd ; 'systemd' @ 0T W13fC R T 92 I G 2R
9 AR

3344 3334 3148 1900 1572 1565 1

[root@nodel ~]# pstree  ; AT TR Tree (*MNA-*I) FHFCH AL |



Process Dealing:
AT 14, AP, 3590, AT ARG ATA! A FACAE g FAT J2F F900 A |
ps - 3TEIRA QIR OB 9F (@ e A0 A4 77 (G161 S & |

38 jobs - B W@ TICIF TG ([ e 2ATPT T HIRAIE ©F 2@ G12 @& (T |

38 kill - &™ Kill (Terminate) FIF &« JIAF 41 7 |
$bg - @ AEH & HEAER PrRE (Background) AR IS |

¥ fg - @A L™ & O TNETE F ASCS (A AN (Forground) fata S 1@ |
¥ nice - @I 2P @ [EifTe 'NICE' O] M@ 9 417 &) 9219 1 =7 |
88 renice - FI¥R (I TGN "priority’ IS I FACAT &) HIF T4 2 |

Foreground and Background Process :
[root@nodel ~]# firefox

%% ©It7 4GP Forground -9 4 FAC | G SAZR BIFAIE @Ieal Fier 41 ACI 1 1 <&l AW
@I AT BN AT BIAICS BI1R ©IR0E IS I '&' @19 A0S A |

[root@nodel ~]# firefox &
[root@nodel ~]# jobs

Process Stop and Terminate :

@ @I AT FIHe (AT 959 I ST AW G 3572 FE 27417 e T4 AR 1 B I ©id
AT SIS (kill) a1 TG 1 ©GF, BIffEs (kill) S GBI @ 290 A9 F41 A 1

¥ 1Ctrl+z' - (IGA ATTICE 359 (suspend) I IFARTE 2T IS |
*1Ctrl+C' - AT BT (kill) S99 &0 1

[root@desktop ~]# ping ::1



64 bytes from ::1: icmp_seq=5 ttl=64 time=0.095 ms

64 bytes from ::1: icmp_seq=6 ttl=64 time=0.093 ms

AC

(Ctrl + C) - (2% F(F AP Terminate (end) T ZCACR |
[root@desktop ~]# ping :1

64 bytes from ::1: icmp_seq=1 ttl=64 time=0.091 ms

64 bytes from ::1: icmp_seq=2 ttl=64 time=0.079 ms

Az

[4]+ Stopped ping ::1

(Ctrl + Z) - (23 A 'ping' AGPIB  Stop (Hold) T4 2CACR |
[root@nodel ~]# top e 512N 2™ N6 A7 & "top' TR 41 [

'Ctrl + Z' A6 (& I "top' AGPIB 35 (hold) FACS A |

[root@nodel ~]# jobs - Y i@ e &P sl AT

[1] Running firefox &
[2]- Stopped top
[3]+ Stopped ping ::1

Al 359 (hold) &M (P AR SRR = ey =Pfee 'fg!' I GRF 1 2 | GTFE 'fg!
IANTA AN '%' TIF FE@ AE™ AT 9919 e 2171

[root@nodel ~]# fg %3

Process Findout:

(I A2 ACTETT AETT WRME (PID) ([ T & 707 IS |
[root@nodel ~]# firefox &

[root@nodel ~]# pidof firefox
3452 3373 3352 3317 3190 (main)



Process Kill & Terminate :
[root@nodel ~]# pkill <Process name>
[root@nodel ~]# kill <PID> : Normal kill

[root@nodel ~]# kill -9 <PID>  ; Forcely killed
; "-9" killing frequecy (highest)

Working wtih Nice Value:

[root@nodel ~]# top

(LOW) 19.rrrrsrreren 0 o -20 (High)

Nice Value:

[root@nodel ~]# ps axo pid,comm,nice --sort=-nice
[root@nodel ~]# firefox &

[root@nodel ~]# ps axo comm,nice | grep firefox
firefox 0

New Process Priority:

[root@nodel ~]# nice -n 15 firefox &
[root@nodel ~]# ps axo comm,nice | grep firefox
firefox 15

Existing Process Priority:

[root@nodel ~]# pidof firefox

[root@nodel ~]# renice -n -10 [pid]

[root@nodel ~]# ps axo comm,nice | grep firefox

The End




Class -10

Linux Partition Management :

T4 RHEL 9 GCAfGe 15w 25754 41 27, ©4F 08 (B1F) B b Fa1 T @32 GIeeg 73S
A 06 S F9 RS

1) /boot/efi - 200 MiB  (GPT fefes “If5*ta @ =M9I=)
2) /boot - 1024 MiB

3)/ - 20 GiB

4) swap - 2 GiB

[root@desktop ~]# Isblk - @3 IS e Febme woa NS ot @l T

sda 8:0 0 30G O disk

F-sda1 81 0 200M 0 part /boot/efi
I-sdaz 8:2 0 1G 0 part /boot
I-sda3 83 0 20G 0 part /

Lsdasa 84 0 2G 0 part [SWAP]

Partition Table Structure :
ey /B3 toe P 2o b+ (G tof¥ 27, 1) MBR 2) GPT

* BIOS/Legacy Firmware ==> MBR (Master Boot Record) - o=t @ 9 'dos! TN
* UEFI Firmware ==> GPT(GUID Partition Table) + MBR - &It (71 T 'gpt' T |

== [root@server ~]# fdisk -1 ===

== Disk /dev/sda: 30 GiB, 32212254720 bytes, 62914560 sectors ===
== Units: sectors of 1 * 512 = 512 bytes ===

== Sector size (logical/physical): 512 bytes / 512 bytes ===

== 1/0 size (minimum/optimal): 512 bytes / 512 bytes ===
== Disklabel type: dos ===

== Disk identifier: 0x7231a122 ===



== Device  Boot  Start End Sectors Size Id Type ===

== /dev/sda1 * 2048 1026047 1024000 500M 83 Linux ===
== /dev/sda2 1026048 42969087 41943040 20G 83 Linux ===
== /dev/sda3 42969088 47163391 4194304  2G 82 Linux swap/Solaris ===

== [root@server ~]# fdisk -1 ===

== Disk /dev/sda: 30 GiB, 32212254720 bytes, 62914560 sectors ===
== Units: sectors of 1 * 512 = 512 bytes ===

== Sector size (logical/physical): 512 bytes / 512 bytes ===

== 1/0 size (minimum/optimal): 512 bytes / 512 bytes ===
== Disklabel type: gpt ===
== Disk identifier: 0x7231a122 ===

== Device Start End Sectors Size Type ===
== /dev/sdal 2048 1026047 1024000 500M EFI System ===
== /dev/sda2 1026048 42969087 41943040 20G Linux filesystem ===
== /dev/sda3 42969088 47163391 4194304 2G Linux swap ===

MBR = 32 bit, 2432 x 512 = 2TB
GPT = 64bit , 264 x 512 = 9.4 ZB

foz st o 2

QEIAd E6E (Windows/Linux) @iitafbe 15w @32 38w/ @fgitee (bt aemt 215 e 4t
TIZCS AR Ty o7 Ao = 23

T AR FEST @I 96 BT @ (Crash) I A A [GEB 2@ oitete o
AT ©H TS AFE |

Ao T A Fize oo & 2

goAIcalBe Heow e @ @3 NfB*a FIWT T Sev mfere 2@ AEF | @93 TIEE
oitafbe IE60NE GF@ NTFS @92 FAT32



AT TA0 FI2F I TR ACE | NTFS @ F@ Security, encription, File Size, Partition
Size, Block Size, Compression

Zofiv fF6R 2, (@61 FAT32 €S #1S3 ACR a1 (@8 FAT32 (S TFNN ©IHT #4115 0 faiei
I35, WoAMCE NTES 2TB *F&@ AT 3,

_IE NTFS %121 S06% ©IBT Encryption F9C® #Itd, %8 FAT32 #Ita 1

Window File System: FAT32, NTFS
Linux File sytem: ext2, ext3, ext4, XFS (current), vfat, swap, GFS2, ZFS (BSD)

(AN EXT4 T2 6N 50 TB, €2 XFS FI3d EON 1 PB 2I¥® AT I |

All device files location: /dev/*

* SSD, HDD, DVD, USB, Serial, Keyboard, Sound Card, Virtual Terminal (tty)

MBR ==> 512-byte sectors, 2TB Max Partition Size (Single)
GPT ==> 512-byte sectors, 9.4 Zettabytes Max Partition Size

Total Partition: MBR - BIOS (dos)

Linux Partition = 15 (4 Primary + 11 Logical)

Total Partition: GPT - UEFI

Total Partition: 128 (Windows/Linux)
Disk Name:

IDE/SATA/SAS/SCSI HDD: sda, sdb, sdc
NVMe = nvme

Linux Virtual Machine: vda, vdb (Exam)
USB: sdal, sdbl

DVD: sr0

[root@nodel~]# fdisk -1  ; PO o= G& @2 A@ |

sda = 1st disk



sdb = 2nd disk
sdc = 3rd disk

vda = 1st virtual disk
vdb = 2nd virtual disk

Linux partition ID: (MBR)

NTES - 7

Extended - 5
ext3/ext4/xfs - 83
swap - 82

LVM - 8e

vfat - f

Create New Partition :

[root@nodel ~]# fdisk -1
[root@nodel ~]# cfdisk

[root@nodel ~]# parted
(parted) print free

(B8 parted (AT (IF ST &V 'q' (A FACS (A |

[root@nodel ~]# fdisk /dev/sda : MBR/GPT based 5 419 ¢Ft@ 3929 =
(B¢ GPT Based ~AfG*9 F41F &= 'gdisk /dev/sda’ =T 4 @TS AT |

Command (m for help): m 'm' G (2N FAF NG [T (T FoHE s T |

d b= fEkn Fa o 929 |

| & ¢ q3= A= 1D Qg G5 SEE S
m (2 FF [oF @F FoHT A A& |

n g Ao toft F419 T |

p & & =fb=q tofa 31 @itz G161 @R & |
q @F 9 (AF @F E G |

t  AfSw w3fe +f7aess Fa7 & |



w5 tSfR/aTEs T St (TS T4 & 'w' (Write) (&% FACS T |

Command (m for help): p

Command (m for help): n

Partition number (5-128, default 5): 5 > (*nf5ee )

First sector (49260544-62914526, default 49260544): {(& GBI}

Last sector, +sectors or +size{K,M,G,T,P} (49260544-62914526, default 62914526): +300M

woo (ARG AfBI |

Created a new partition 5 of type 'Linux filesystem' and of size 300 MiB.
Command (m for help): p

Device Start End Sectors Size Type

/dev/sdal 2048 1026047 1024000 500M EFI System
/dev/sda2 1026048 42969087 41943040 20G Linux filesystem
/dev/sda3 42969088 45066239 2097152  1G Linux filesystem
/dev/sda4 45066240 49260543 4194304  2G Linux swap
/dev/sda5 49260544 49874943 614400 300M Linux filesystem

153 VAT WATS “iifeR '/dev/sdas' T '300M' AR «I® 2w tofd TR

Command (m for help): w
The partition table has been altered.
Syncing disks.

Create Extended and Logical Partition (MBR Method) :
[root@nodel~]# fdisk /dev/sda
Partition type:

p primary (3 primary, 0 extended, 1 free)

e extended

Select (default e): e

===>



Selected partition 4

First sector (12314624-16777215, default 12314624): {cZ™ GBI}

Using default value 12314624

Last sector, +sectors or +size{K,M,G} (12314624-16777215, default 16777215): {(2& GG}
Using default value 16777215

Partition 4 of type Extended and of size 4.1 GiB is set

(153 Extended =TT FT& 'First Sector' G 'Last Sector' TOWH (AR GBI (&F FACS
TR oiReE T & o e A «ifbe toft vt AR

Command (m for help): p

Command (m for help): w

(B GFO! RFW (AT TS R, T extended ABHT a1 27 ©XF 4R AT GBI (& FACO I |
Create New Logical Partition :

[root@nodel~]# fdisk /dev/sda

Command (m for help): n

All primary partitions are in use

Adding logical partition 5

First sector (12316672-16777215, default 12316672): {(2™ Q5=}

Last .. +sectors or +size{K,M,G}. default 16777215): +300M ===> ®oo (NI 2HfT* |
Partition 5 of type Linux and of size 300 MiB is set

Command (m for help): p

Command (m for help): w

53 FfEe o™ AT AW AYTAT GBI IR AT AXH O@L FACS S |

[root@serverX ~]# reboot (T MR 70 I 7P 2o AH)



Class Work :

* 500 MiB Another Partition (GPT)

Partition Format Command :

92« 736 A= (/dev/sdas, /dev/sda6) TV @ewl ©IEA (xfs, extd) TIMIG T A |

[root@nodel~]# mkfs.xfs /dev/sda5
[root@nodel~]# mkfs.ext4 /dev/sda6

Partition Mount :

A6 FAF 2T 2T OB Fare W@ 1| @ 3w S e T4 2@, Wi @12 g tofd
R e 2@

[root@nodel~]# mkdir /datal
[root@nodel~]# mkdir /data2

[root@nodel~]# Isblk

[root@nodel~]# mount /dev/sda5 /datal
[root@nodel~]# mount /dev/sda6 /data2

[root@nodel~]# Isblk -f

[root@nodel~]# reboot

[root@nodel~]# Isblk -f

(58 PIEOT K906 MSAR 2It7 ATB “6 5 A | FRA, OB IR TEH |
Permanent Mount :

[root@nodel~]# Isblk -f



[root@nodel~]# vim /etc/fstab

:set nu

UUID=1b42c7df-717a-420d-b054-81d5a594b5 /dataX xfs defaults 0 0

or

#rannnaaatt Add the following lines #######nunss

/dev/sda5 /datal  xfs defaults 00
/dev/sda6 /data2  ext4 defaults 00
(1) 2 3 4 5 6

1 - =i A A #ifS*m g% =2fe (blkid)

2 - B s (N5 @ fraafam s Wi w4 |

3 - T3 OB 512 (xfs, extd, swap, nfs)

4 - Defaults 3T Options BEIR quota, acl, ro, luks (A=) JI2 T =7 |
5 - T (AN &y |

Rk ¢ qRIF frefb IF A = Dump (ST & 1 T 95 '1' (76 R 2T, SIRCT Dump
TTHRRG A FrFeR 3 e F9@ 1 9 I G '0' G5 I 2, SIZE Dump 2D
AT JIFAT & (@I IS I A1

Backup operation - the fifth field contains a 1 if the dump utility should back up a partition
or a 0 if it shouldn’t. If you never use the dump backup program, you can ignore this

option.
6 - T PIEDN (5F G2 |

ok AR Frefl 92 FA9 2 'fsck' (File System Checking) C@T=lTss &) | 1o w b @3
7 fEer/ BT Error (6F FCA 1 QAT '0' T@ FAE 'fsck' IS FACI 11 9K AW 6
AT O '1' @32 O AT (F@ '2' (6 A1 2, OICE PIEos e @ T Fiee HEos
bF P



File system check order - the sixth field specifies the order in which fsck checks the

device/partition for errors at boot time. A 0 means that fsck should not check a file system.
Higher numbers represent the check order. The root partition should have a value of 1, and
all others that need to be checked should have a value of 2.

[root@nodel ~]# mount -a PR (GF G2 AATEs FAIK &+ |

[root@nodel ~]# mount

[root@nodel ~]# reboot

[root@nodel ~]# Isblk -f

Partition delete

skokok Warning skokokok

=> Remove fstab entry (vim /etc/fstab)
=> Unmount

=> Then delete

[root@nodel~]# vim /etc/fstab

'/etc/fstab' TZE ST FAF 2, /dev/sda5 & /dev/sda6 “ifo*tg «@fg Bt '# T S0 @
fite 2@

[root@nodel~]# Isblk

[root@nodel~]# umount /datal
[root@nodel~]# umount /data2

[root@nodel~]# Isblk

[root@nodel~]# fdisk /dev/sda



Command (m for help): d

Partition number (1-6): 6

Partition 6 has been deleted.

Command (m for help): p
Command (m for help): d

Partition number (1-5):5
Partition 5 has been deleted.

Command (m for help):p

Command (m for help):w
Note: Before delete, you should unmount partion and delete fstab entry.

[root@nodel~]# fdisk -1
/dev/sdal
/dev/sda2
/dev/sda3
/dev/sda4

Mount DVD/ISO :

root@nodel ~]# mount /dev/sr0 /media
root@nodel ~]# cd /media

root@nodel medial# Is

root@nodel media]# cd Packages
root@nodel Packages]# Is

root@nodel Packages]# cd

root@nodel ~]# umount /media
root@nodel ~]#

— r—————— —

Mount USB pendrive :

[root@nodel ~]# fdisk -1



Disk /dev/sdb: 32.2 GB, 32176472064 bytes

[root@nodel ~]# mount /dev/sdbl /mnt

[root@nodel ~]# Isblk

[root@nodel ~]# umount /mnt

[root@nodel ~]# Isblk

** [root@nodel ~]# mount -t ntfs /dev/sdbl /mnt :(¥M NTFS ®3a H00T =)

Homework Work :

** mount your NTFS based Pendrive under '/mnt' directory.

** For NTFS Pendrive you have to install 'ntfs-3g' application.
[root@nodel ~]# yum -y install https://dl.fedoraproject.org/pub/epel/epel-release-latest-
9.noarch.rpm

[root@nodel ~]# yum install ntfs-3g -y

Watch this video: https://www.youtube.com/watch?v=bbbmM6CuEnE

Homework

1. The nodel machine has unused space. On the unused space, create a 400 MiB GPT

partition.

2. Format the 400 MiB partition with an XFS file system and persistently mount it to the
/backup directory.

3. To verify your work, reboot the Nodel machine. Confirm that the system automatically

mounts the partition onto the /backup directory.



Class - 11

LVM Introduction :

4 {9 (CentOS/Red Hat) 2316% 41 28 ©<4 '/boot/efi', /boot, '/' @2 'Swap' €2 B
5 T2 271 TS AT TR 'Standard' #1f*7 “&fs 927 T o T4 2@ | 58
'Standard' 25 “rafete AAfb= tofd Fa, SRmre AT @A =0T AT A FACH I 11
B! LTI A IC GF0! PP TR IR | FIE, SRFCS AOEH EOIAS FEAC (I EOIES
T RIS 20O AT |

RHEL 9 Install Method :

1) Standard (92 *&fere SRCS @A AMBHET = IATTAT A IR T )
2) LVM Method (SRETS IRITS (9 AT A FACN T 1 A% «fede Hard disk =01e
31 fa[e 46 M)

/boot/efi - 200MiB

/boot - 1024 MiB
/ - 20 GiB
Swap - 2048 MiB

@153 '/boot' A '/boot/efi' AT LVM T 1

[root@localhost ~]# Isblk
[root@localhost ~]# fdisk -1

G3 TR (T 2FF0A F9F &0 '/dev/sdas' '/dev/sda6' '/dev/sda7' FTT 250MB FZCEE fo=o
N tofe Fa0e 2@ G2 FeEE 2N

wi3fC #iffeq S Linux (A Linux LVM 908 2E | 6 @3 el [ifae swe 912 @ie
QRS

[root@localhost ~]# fdisk /dev/sda



Command (m for help): n

Selected partition 5

First sector (12314624-16777215, default 12314624): {Press Enter}

Using default value 12314624

Last sector, +sectors or +size{K,M,G} (12314624-16777215, default 16777215): {Press Enter}
Using default value 16777215

Partition 4 of type Extended

Command (m for help): p

Command (m for help): n
First sector (902815744-976771071, default 902815744): [press Enter]
Last ... +size{K,M,G} (902815744-976771071, default 976771071): +250M
Command (m for help): p
Command (m for help): t

Command (m for help): Enter your patition no

Command (m for help): 8e (MBR), 31/30 (GPT)

(
(
Command (m for help): 1
(
Command (m for help): p
(

Command (m for help): w

Note: Do 2 more parttion for LVM
[root@localhost ~]# Isblk

Physical Volume Create :
[root@localhost ~]# pvcreate /dev/sda5
[root@localhost ~]# pvcreate /dev/sda6

[root@localhost ~]# pvcreate /dev/sda7

[root@localhost ~]# pvdisplay
[root@localhost ~]# pvscan



# yum install lvm2 (¥M JIE "pycreate’ FAT F&r N )

Group Volume Create :
e fefermiel ofetew (PV) & @01 &kl oferey (VG) toft Fd1 [ |

[root@localhost ~]# vgcreate vgl /dev/sda5 /dev/sda6 /dev/sda7
[root@localhost ~]# vgdisplay
[root@localhost ~]# vgscan

ot fFfere a6 (PE) W3S '4 MiB' @32 SN &5(oiF 3G '744 MiB' GLie QAT (B Sbv
5 '4 MiB' feferiel GHGD (PE) 2RCR |

T (@, RHCSA (ST G [CF+0 fHiema @FES (PE) ARS 4MiB “IfF_Ce 'SMiB' 40
e

Note for Exam: vgcreate -s 8M vgl /dev/vda5 /dev/vdaé /dev/vda7

Logical Volume Create :

[root@localhost ~]# lvcreate -n Iv1 -L 400M vgl
[root@localhost ~]# lvcreate -n lv2 -L 200M vgl

[root@localhost ~]# lvscan
[root@localhost ~]# lvdisplay

[root@localhost ~]# mkfs.xfs /dev/vgl/Ivl
[root@localhost ~]# mkdir /lvdatal
[root@localhost ~]# mount /dev/vgl/lvl /lvdatal
[root@localhost ~]# df -HT

[root@localhost ~]#



[root@localhost ~]# mkfs.ext4 /dev/vgl/Iv2
[root@localhost ~]# mkdir /lvdata2
[root@localhost ~]# mount /dev/vgl/lv2 /lvdata2
[root@localhost ~]# df -HT

[root@localhost ~]#

Parmanent Mount:

'/etc/fstab' 3@ Afg e 233

[root@localhost ~]# vim /etc/fstab

:set nu

/dev/vgl/lvl /lvdatal  xfs defaults 0 0
/dev/vgl/lv2 /lvdata2  ext4  defaults 00

[root@localhost ~]# mount -a . T2 oI (5F FAF & |
[root@localhost ~]# mount : B FCACR TN (FAF & |
[root@localhost ~]# reboot

VG Extended :

@3 TR 2IFHH T & AW RIS @A (Redhat/CentOS) -@ 5GiB ARIETE AEFD TF
T FACO (A | T FAF I 217 (067 I Moy @l A, [TFH ' /dev/sdb' T (IRTR 1 VG
QBT T G AT TG [GH(D FEHE SRTSH (PV) (© F6 F900 (A |

[root@localhost ~]# fdisk -1

=> fdisk /dev/sdb (5GB)

[root@localhost ~]# pvcreate /dev/sdb
[root@localhost ~]# pvscan



=> vgextend

[root@localhost
[root@localhost

=> lvextend (xfs

[root@localhost
[root@localhost
[root@localhost
[root@localhost
[root@localhost

~]# vgextend vgl /dev/sdb
~]# vgdisplay

file system)

~]# lvextend -L +100M /dev/vgl/lvl
~]# df -HT | grep lvdata

~]# lvscan

~]# xfs_growfs /lvdatal

~]# df -HT | grep lvdata

=> lvextend (ext4 file system)

[root@localhost
[root@localhost
[root@localhost
[root@localhost
[root@localhost

Lv remove :
[root@localhost
[root@localhost
[root@localhost

[root@localhost

[root@localhost
[root@localhost

~]# lvextend -L +100M /dev/vgl/lv2
~]# df -HT | grep lvdata2

~]# lvscan

~]# resize2fs /dev/vgl/Iv2

~]# df -HT | grep lvdata

~]# vim /etc/fstab ;remove fstab entery
~]# umount /lvdatal
~]# umount /lvdata2

~]# Isblk

~]# Ivremove /dev/vgl/Ivi
~]# Ivremove /dev/vgl/Iv2



VG Remove :

[root@localhost ~]# vgremove vgl
PV Remove :

[root@localhost ~]
[root@localhost ~]
[root@localhost ~]# pvremove /dev/vda7
[root@localhost ~]

# pvremove /dev/vdas

# pvremove /dev/vda6
# pvremove /dev/vda8

[root@localhost ~]# fdisk /dev/vda
Command (m for help): d
Partition number (1-8, default 8): 4

Command (m for help): w

[root@localhost ~]# fdisk -1
/dev/vdal
/dev/vda2
/dev/vda3

[root@localhost ~]# reboot

Working with Linux Swap Partition :

T4 SE RHEL 9 231641 Si9 03 5Af #if= tofa 34, '/boot/efi', '/boot', /, @32 'swap'
AT 1 @7 T ' /boot’, '/boot/efi' @ '/ T B! Al HEOHN A5, @A TG A FoAaDe
B ffoy STt el AT o7 'swap' A= 5f tofd 41 27, Geelfa @i Rem
swap =TT swap PGB AT RAT @B (T (RAM) TS 72 F41 27 | 44
CentOS/RedHat 3357 41 2CAMeH, X7 ANIMA &ATIGH SR 2048 MB (2 GiB) swap T @
JIRMEN | Q7 RIS AW ARG swap CF @7 A TEIR W, SR ARI 7067 “afocs
Q% FHCO AT



[root@serverX ~]# free -m ; (NG (RAM) @R swap (TR L NG A |

Minimum required Swap Memory :

RAM Recommended Swap Space
2GB or Less Twice of RAM

2GB to 8GB Equal to RAM

8GB to 256GB Min 4GB

Note: 4:1

[root@serverX ~]# fdisk -1
/dev/sda2 1026048 5220351 4194304 2G Linux swap

[root@serverX ~]# lsblk
[root@serverX ~]# fdisk /dev/sda

Command (m for help): p

Command (m for help): n
Partition number (5-128, default 5): 5

First sector (12314624-16777215, default 12314624): {Press Enter}

Using default value 12314624

Last sector, +sectors or +size{K,M,G} (12314624-16777215, default 16777215): +1G
Using default value 16777215

Partition 4 of type Extended and of size 1 GiB is set

Command (m for help): p
Command (m for help): t

Partition number (1-5, default 5): 5
de (type L to list all codes): L



Hex code (type L to list all codes): 82 (MBR), 19 (GPT)
Changed type of partition 'Linux filesystem' to 'Linux swap'.

Command (m for help): p

Command (m for help): w

Check Current Swap Status :

[root@serverX ~]# swapon --show ; ‘{@/?I swap ANTHT @AT NS |

[root@serverX ~]# mkswap /dev/sda5 : swap 6T FTIM0 T IS |
Setting up swapspace version 1, size = 511996 KiB

no label, UUID=7906ac34-4e2a-4b06-b57d-79dd6c66399a

[root@serverX ~]# swapon /dev/sda5

[root@serverX ~]# swapon --show
[root@serverX ~]# free -m
total used free shared  buffers cached

Swap: 3072 0 1211

[root@serverX ~]# swapon -s

Filename Type Size Used Priority
/dev/vda5 partition 716796 0 -1
/dev/vda3 partition 524284 0 -2

Permanent Mount:

[root@serverX ~]# Isblk -f

[root@serverX ~]# vim /etc/fstab

:set nu



/dev/sda5 none swap defaults 0 0
[root@serverX ~]# mount -a

[root@serverX ~]# swapoff -a
[root@serverX ~]# swapon -a
[root@serverX ~]# free -m
or

[root@serverX ~]# reboot

[root@serverX ~]# free -m

The End

Home Work : -1
Install CentOS 9 Stream using following Parameters :

Storage Size: 30 GiB

Partition Type: MBR

Installation Type: LVM

Volume Group Name: rhcsa

MBR Partition - Standard (1024MB) - /boot
root Partition (/) - 20GiB (LVM)

Swap - - 2GiB (LVM)

Free Space -7GB

Homework 2: (LVM Based OS)

1. Extend your Volume group (rhcsa) with additional 5G Hdd
2. Extend your '/' partition 1G from current size.

3. Extend your 'swap' partition 1G from current siz



Class - 12

Networking Address :
o SAMRFL -« DA 12 RCTH WIGH I I A3

1) Logical Address - L3 Address, IP Address, Network Address
1) IPv4(32 Bits)
2) IPv6 (128 Bits)

2) Physical Address - L2 Address, MAC Address, Ethernet Address

IPv4 Address :

38 32 Bits (4 Bytes) - 1101010101010101010110000101010111

36 4 Parts 4 Octets (1st.2nd.3rd.4th) - 11010101.01010101.01010000.10101111

¥ Seperated by dot (.)

38 Decimal Format (0-9)

38 Example: 203.112.194.243

#6 Total Address: IPv4 (32bits), 2/32=2/8.2/8.2"8.28 (256x256x256X256) => 2132 =
4,294,967,296

¥ 8 bit 97 IR (ST Ol = 248 = 256 (0-255)

IPv4 Classification :

1) Class A - 0-127 (®YN@ YN 9K (1st Octet) A9 G« ATAEH)
2) Class B - 128-191 I

3) Class C - 192-223 1

4) Class D - 224-239 <----- Multicast Application
5) Class E - 240-255 <----- Reserved/Experimental



Re B3 T WA @I FICT TR G WNA @ FACS AR 1st Octet TR

36 203.112.194.243 - C
36 224.0.0.10- D

36 191.224.242.20 - B
#6 135.253.104.25 - B

IPv4 (TCP/IP Communication) - Unicast & Broadcast IP

Class A: 0.0.0.0 - 127.255.255.255
Class B: 128.0.0.0 - 191.255.255.255
Class C: 192.0.0.0 - 223.255.255.255

Types of IPv4 Address :

1) Public IP (Globally Routable & Paid, lease, Real)

2) Private IP (Non Routable & Free)

3) Localhost IP - 127.0.0.0/8 - oI wiefe (1Pv4) SUieg | efefs et «bt fowes <t |
4) Reserved IP - 169.254.0.1-169.254.255.254 (APIPA) - I GJIGF FRPNT a1 ACE I, A2
DHCP QT I O A5 (76 27 |

5) Documentation - 198.51.100.0/24

Private Address Range :

Class A: 10.0.0.0 - 10.255.255.255
Class B: 172.16.0.0 - 172.31.255.255 <---—- RHCSA Exam Block
Class C: 192.168.0.0 - 192.168.255.255



Linux Network Management :
TIrow GoNabe e 799 WiRfer oM 21, ©ie fSeve Wit we ffey IR mare 7R
Control Panel > Network and Internet > View Network Connections

* Windows NIC1: Fthernet1

* Windows NIC2: Ethernet2

[root@nodel ~]# ip link
* Interface Name = lo,en,wl,vir (lo=loopback, en=ethernet, wl=wireless, vir-br=Virtual Bridge)
* Status = State UP

* Link Speed = 1000

* MAC Address = Ether

* MTU = 1500 (T F© ARG &N @15/ F90s 7w)
[root@nodel ~]# ip addr show ; CMD or GUI

inet = IPv4 Address
inet6 = IPv6 Address
brd = broadcast Address

[root@hostX ~]# ifconfig ; (active)
[root@hostX ~]# ifconfig ens160 ; sepecific LAN (br0, eth0, ens33, enp2s0, ens192)

mtu = maximum transmission unit (1500)
inet = IPv4 Address

inet6 = IPv6 Address (Link Local Address)
netmask = Subnet mask

broadcast = Broadcast Address



ether = MAC Address
Speed = 1000

Note: ifconfig FHITEH CFTE 'net-tools' AT HITFE (RPM) 230+ AUFTS I |
Linux (RHEL/Cent0S-9)
Ethernet : enp, eno, ens (start with 'en')
Legacy: etho
Virtual/sub Interface: enp2s0:1 or ens160:1, ens33:1, eth0:1

loopback: lo
Bridge : bro, vbrio

Wireless: wl

Check Physical Connectivity :

[root@localhost ~]# ip link

state "UP" or State "Down"
[root@localhost ~]# ethtool enxxx (interface name)
Host Name Configure (Desktop Machine)

[root@localhost ~]# hostname

localhost.localdomain
[root@localhost ~]# hostnamectl status

[root@localhost ~]# hostnamectl set-hostname nodel.example.com
[root@localhost ~]# exec bash



[root@node2 ~]# cat /etc/hostname

nodel.example.com

[root@node2 ~]# hostname

Network Card Enable and Disable :

[root@node2 ~]# ip link ;TN ITRCEETE AN (e e 2@ |
[root@node2 ~]# ip link set ens160 down : (TOSTF IS [Sreae a1 A |
[root@node2 ~]# ip link (Showing DOWN)

[root@node2 ~]# ip link set ens160 up : (TOETF FC GTIEE I AR |

CIDSR (I &y feos a3

[root@nodel ~]# route -n

Destination =~ Gateway Genmask Flags Metric Ref  Use Iface

0.0.0.0 192.168.43.1 0.0.0.0 UG 100 O 0 ens160

192.168.43.0  0.0.0.0 255.255.255.0 U 100 O 0 ens160

(A58 IM @IS 'route -n' IS IK I O, 'ip route' FA® JIYT FIC© I |

[root@nodel ~]# ping 172.25.11.1

64 bytes from 172.25.11.1 : icmp_seq=1 ttl=64 time=0.451 ms
64 bytes from 172.25.11.1 : icmp_seq=2 ttl=64 time=0.317 ms
CcA

(B3 'Ctrl + C' (& IR 'ping' IF T A



e =R 'ping' firs idee fRsw FwITew Mg e s
[root@nodel ~]# ping -c 4 172.25.11.1
Ping to external Network :

[root@nodel ~]# ping 8.8.8.8

DNS (R3IF &0 o1 F3iws

[root@nodel ~]# cat /etc/resolv.conf
nameserver 172.25.11.254

nameserver 4.2.2.2

[root@nodel ~]# ping www.google.com

New Default GW Add (Optional) :

[root@nodel ~]# route add default gw 172.25.11.254
[root@nodel ~]# route -n
[root@nodel ~]# ping 8.8.8.8

[root@nodel ~]# route del default gw 172.25.11.254
[root@nodel ~]# route -n
[root@nodel ~]# ping 8.8.8.8



Local Host Entry :

[root@node2 ~]# vim /etc/hosts

IP Client Configure
I PRSI SEfo OGS FArpeld Ao Al

38 Static (Manually)
38 dhcp : Autmatically ip configure

Static IP Configure :

fafey TTHBHDB (Tools) 92T T oG W3+ FFala a1 AT |

1) nmtui - NetworkManager Text user interface

2) nmcli - NetworkManager Command line Interface
3) GUI - Graphical User Interface

4) vim - Using Editor Tools

5) yml - using YML File

T @ OSAF FifF® ASH 'NetworkManager' (CIF (Daemon) M TS F41 27 1 oA,
aiEf3 AT @M 'NetworkManager' S 5w a9 Facerz F4 @61 ¢ed fre 2@ = =
A W HF FAC M@ GBITE 616 (start) €32 G (enable) I e =61

[root@nodel ~]# systemctl status NetworkManager.service

[root@nodel ~]# systemctl restart NetworkManager.service

[root@nodel ~]# systemctl enable NetworkManager.service



[root@nodel ~]# nmtui ; {Press Enter}
=> edit connection
=> select 'Interface' => 'Edit'
=> Change Interface 'Automatic' to 'Manual' => Change 'Show'
=> Add
=> Addressess: 172.25.11.X/24
Gateway: - 172.25.11.1
DNS1 - 8.8.8.8
DNS2 - 9.9.9.9

[x] Automatically Connect

=> Now Press 'ok'

=> Back

=> Activate Connection (Press two times, for deactivate and activate)
[root@nodel ~]# ifconfig

Working with NMCLI:

[root@nodel ~]# nmcli connection show
NAME UUID TYPE DEVICE
ens160 5fb06bd0-0bbo-7ffb 802-3-ethernet ens160

[root@nodel ~]# nmcli con modify 'ens160' ipv4.addresses 172.25.11.X/24

[root@nodel ~]# nmcli con modify 'ens160' ipv4.gateway 172.25.11.1

[root@nodel ~]# nmcli connection modify ens192 ipv4.dns 8.8.8.8

[root@nodel ~]# nmcli con modify 'ens160' ipv4.method manual



[root@nodel ~]# nmcli con modify ens160 autoconnect yes

[root@nodel ~]# nmcli con down 'ens160'

[root@nodel ~]# nmcli con up 'ens160'
NAME = 'ens160'

[root@nodel ~]# ifconfig 'ens160'

Static IPvé Configuration:

Description IPv4 IPv6

No bits 32 128

Part 4 8

Each Part Octet Hextet

Format Dot (.) ()

Number Decimal (0-9) Hexa (0-9, A-F)

Class 5 (A,B,C,D,E) N/A

Example 192.168.11.10 2001:db8::abcd:12¢:0:1
Types of IPv4

$8 Loopback (127.0.0.0/8) - @fefs @b farers anzfa

& Private IP (10.0.0.0/8, 172.16.0.0 - 172.31.255.255, 192.168.0.0-192.168.255.255)
38 Public IP (except private, loopback, reserved block)

3 Reserved (169.254.) - APIPA

3 Multicast IP (224.0.0.0-239.255.255.255)

38 All IP - 0.0.0.0



Types of IPv6 :

#6 ::1/128 - loopback (Similar as 127.0.0.1)

#6 £doo - Unique local address (same as IPv4 Private)

# 2000 - Global unicast address (same as public IP). For APNIC 2400:
3 fe80 - Link local address (similar as 169.254....)

38 ffoo - Multicast (Similar as 224.0.0.0)

38 :: - all IP (similar as 0.0.0.0)

# ping 127.0.0.1

# ping ::1

Configure IPv6 to ens160 Interface :

[root@nodel ~]# nmcli connection show

NAME UUuUID TYPE DEVICE
ens160  5fb06bdo-7ffb-45f1-65f3e03 802-3-ethernet ens160
[root@nodel ~]# nmcli con modify "ens160" ipvé.addresses fd00:db08:abcd::1234:X/64
[root@nodel ~]# nmcli con modify "ens160" ipvé.gateway fd00:db08:abcd::1234:1
[root@nodel ~]# nmcli con modify "ens160" ipvé6.dns fd00:db08:abcd::1234:254
Y

[root@nodel ~]# nmcli con modify "ens160" ipv6.method manual
[root@nodel ~]# nmcli con modify ens160 autoconnect yes

y y
[root@nodel ~]# nmcli con up "ens160"
[root@nodel ~]# ifconfig
[root@nodel ~]# ping fd00:db08:abcd::1234:5

Thank you
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Class-13

RHEL/CentOS 9 Package Management :

Windows . .exe, .bin, .msi
Apple (MacOS) . .pkg, .dmg
Android . .apk

RHEL/Fedora/CentOS/Oracle : .rpm
Ubuntu,Mint,Debian,Kali  : .deb

Script/Common Distribution : .tar.gz, .tar.bz2, .tar

RPM Source :
S (@ AF G (A 2HIFE A RPM & FACO A (7 AFe =i @ehl 305 (e 2ewes
& I1SO/DVD

38 Internet (Public/Private Repo)
3 Third Party Website (Like Teamviewer)

Note : https://www.centos.org/centos-stream

Linux OS Kernel Info:

[root@nodel ~]# uname -r : FIA ST FLAF & |
[root@nodel ~]# cat /etc/redhat-release . GG 6T o g & |

Lab RPM Location : (HomeLab)

38 Insert DVD or Attach ISO file

38 Explore DVD or ISO

8 AppStream and BaseOS (RPM Container) It 3f6 =iiermi ool foragfa e |
9 [ AR RPM ST ACS |



Class Room RPM Location :

¥ Browse http://172.25.11.254/rpm
3 Download all RPMs

38 Explore download location
Mount ISO file from Desktop/CentOs........

[root@nodel ~]# cd Desktop

[root@nodel Desktop]# mount Cen............... (tab) /media
[root@nodel Desktop]# Isblk

[root@nodel Desktopl# cd /media

[root@nodel medial# Is

Mount DVD/ISO on /media Directory: (DVD (¥(F RPM IR FAIK &)

[root@nodel ~]# lIsblk
sr0 11:0 1 9.4G 0 rom /run/media/root/RHEL-9-42-0-Base0S-x86_64

(B8 DVD/ISO WM B 'sro' TN #It] 1 TR 'Isblk’ I e W=t (ts #if

[root@nodel ~]# mount /dev/sr0 /media

mount: /media: WARNING: device write-protected, mounted read-only.
[root@nodel ~]# lIsblk
[root@nodel ~]# cd /media

sr0 11:0 1 9.4G 0 rom /media

[root@nodel medial# Is
AppStream BaseOS images ...

[root@nodel media]# cd AppStream



[root@nodel AppStream]# ls
[root@nodel AppStream]# cd Packages
[root@nodel Packages]# ls

vsftpd-3.0.2-9.e18.x86_64.rpm

RPM Format:

vsftpd-3.0.3-28.€19.x86_64.rpm
1 2 3 4 5

1 - RPM name - OBl TEF TR | I (FIEN RPM @F FICHF AR @1 1
2 - RPM version - 51 P +17 #F T fafere @G, S Tgd o 7l I |
3 - Linux platform - 28.el9 = Enterprise Linux 9, el8 = Enterprise Linux 8

4 - Processor Architecture - 32bit = 686, 64 bits = x86_64, (T (FIN WfFGFHA = noarch

5 - rpm (extention) - RPM GG | .rpm BY@ RedHat, CentOS, Oracle, Fedora, Rocky

I s T4 |

Common Linux RPM for Linux Server :

T4 &9 (CentOS/RHEL) 3H6d 41 T, ©IF &AlT S800+ 2JTFE 357651 2 | fF@ 0!
CentOS/RHEL ISO/DVD (® &IF 0q (319) JSIEF T2td RPM ATF | WA BIZCH 2RSS 2ATIE
A RPM 237041 F1ce A7 | &7 3 Wia=ie (e 3316 41 27 90X woo-8oo EFE A RPM
3376 27 |

1) SSH Service - openssh-server, openssh-client, openssh
2) Telnet - telent, telnet-server

3) Cronjobs - cronie

4) Proxy Server - squid

5) DHCP Server - dhcp-server, dhcp-client



6) FTP Server - vsftpd (server), ftp (client)

7) Mail Server - postfix (MTA), dovecot(imap/pop3), roundcube (webmail)

8) NFS Server - nfs, nfs-utils

9) Samba File Server - samba, smbclient, cifs-utils

10) Web Server - httpd, mod_ssl, nginx

11) DNS Server - bind, bind-utils, unbound

12) Monitoring - cacti, snmp, mrtg, nagios, zabbix, librenms, opennms,

wireshark, nmap

13) Time server - chrony, ntp

14) Virtualization - libvirt, gemu-kvm, virt-manager

15) Database - mysql, mariadb, postgresql, mongodb
16) Container - docker, podman

17) Programming - php, ruby, python3
Other: firefox, thunderbird, tigervnc, libreoffice, nmap, firewalld, tcpdump, wireshark
RPM Install/Remove :

$ Manually (RPM) - QT BICI& WAIGDGL OGN T© 'rpm' &R FCA 331641 41 AN |
$ Automatically (YUM/DNF) - FT00N et (A2 (Iele/ 2li3Teh /AIkfeiss Reoiitstld (At 'rpm!
&R FL B39 FACT |

Working with RPM (Manually)

1) Query : -qa (Query All) - RPM Z315%] ®I(R el (56 1K &) |

2) Package Info: -qpi - RPM @9 Tifes 99 (size, version, signature, license) I &« |
3) Install: -ivh - RPM 33661 419 & 'ivh' I92F I |

4) Upgrade: -U  (upgrade) - Ao S| (ATF TG S AAT TR &) |

5) RPM info: -qf - AT (ATF RPM 99 I EIK &) IR F1 7 |

6) Config file: -qc (Query Configuration) - ST BIECF FIZA (& ({7 FAIK & |
7) Remove: -e (erase) - RPM uninstall (F¥®) 99 & I72< 27 |



RPM Query :

[root@nodel Packages]# rpm -qa GBI T© RPMs (PhIFer) 231641 4l WICR (12 #9502l A |
[root@nodel Packages]# rpm -qa | wc -1 ; (B FoE] 2JICFer 3316e SR, (T6! &1 A |
[root@nodel Packages]# rpm -qa | grep cups  ; 'cups' WX (I rpm SR 41, S &5 |
[root@nodel Packages]# rpm -qa | grep vsftpd ; 'vsftpd' TN (P rpm =CR 61, &=
G|y |

[root@nodel Packages]# rpm -qa | grep firefox ; 'firefox' =G (A rpm W 6411, &=
G|

Package Information :

(I RPM 3l IS 3AGEF Aol (oI [A8ir® 2 (size, version, signature, license) (6 ¢
ST @ATO AT

[root@nodel Packages]# rpm -qpi vsftpd.......x86_64.rpm (press tab)

RPM Install (Manual) :

IFS (RPM) 2651 FAIF & (06 FAG A2 FACO 2 | Sy G2 'RPM' @ % I Tz
FACO A |

[root@nodel Packages]# rpm -qa | grep vsftpd

[root@nodel Packages]# ls

[root@nodel Packages]# rpm -ivh vsftpd-3.0.2-9.e18.x86_64.rpm  ; 3™ rpm 97 I BjI7
(A I (S R

i - install
v - verbosely (Installation Process)
h - hash (#####)



[root@nodel Packages]# rpm -qga | grep vsftpd

Class Work-1: Install 'zsh' RPM package.

RPM Check for specific command/application:

[root@nodel Packages]# ifconfig
[root@nodel Packages]# which ifconfig

/sbin/ifconfig

[root@nodel Packages]# rpm -gf /sbin/ifconfig
net-tools-2.0-0.51.20160904git.el8.x86_64

Class Work-2: Find out 'useradd' command's RPM name.

Configuration files for specific RPM :

(I TS 'RPMs' A FARPANEHT 7oiF® FI3Ed ©2 (99 FACO HIBE (€6 FNS3

[root@nodel Packages]# rpm -qc vsftpd

[root@nodel Packages]# rpm -qc openssh-server

RPM Remove :

AFS (RPM) @ (uninstall) FAF & (067 IS IJA2T FACS 2 | S@Y G2 'RPM' €T 2+
TN T FA WA AR |

[root@nodel ~]# rpm -qa | grep vsftpd
[root@nodel ~]# rpm -e vsftpd



[root@nodel ~]# rpm -qa | grep vsftpd
Dependency Issue :

g fog IEs AE @eE 96 AESHa B Foata | adic T “Ajwce T Gt
(Depedencis) =TSl 6% FRI 7 1 | (A3

[root@nodel Packages]# rpm -ivh wireshark-3 ... press Tab

error: Failed dependencies:

TtEF 'wireshark' 2IFS 35766 FAF ANT 'error' TR, @ @OF e fSocsy
(Dependencies) 231551 12 | QTFHCE SN WA ZHGETHAR NCe ABIOF 2301 “@he
(YUM/DNF) J9219 S0 | GTFQ P00 G2 (@IIlel/A13ces /#[fers [eeteta s 3%
FCS 2T |

Connectivity Public YUM/DNF: (Use CentOS)

[root@nodel ~]# ping www.centos.org

[root@nodel ~]# yum repolist

[root@nodel ~]# yum info vsftpd
[root@nodel ~]# yum install vsftpd
[root@nodel ~]# yum install php
[root@nodel ~]# yum install wget

[root@nodel ~]# yum install ftp telnet mysql zsh



[root@nodel ~]# rpm -qa | grep php
[root@nodel ~]# rpm -qa | grep vsftpd

[root@nodel ~]# yum remove vsftpd

[root@nodel ~]# yum remove php

[root@nodel ~]# rpm -ga | grep php
[root@nodel ~]# rpm -qa | grep vsftpd

EPEL (Extra Package for Enterprise Linux) :

@ e AFE AR (RPMs) CentOS/RedHat/Fedora W3 6% frsceni Arezt I a1 @3z f¢@
Fedora fefes feRget <2 1 27, (12 3« “JiF& 72 EPEL (Extra Package for
Enterprise Linux) MeoitebRTe (s 331661 41 AT |

36 librenms
F6 cacti

F8 nagios
#6 filezilla

[root@nodel ~]# yum install epel-release -y

[root@nodel ~]# yum info cacti
Create YUM Local repository :

[root@nodel ~] # Isblk
[root@nodel ~] # cd /media
[root@nodel medial# Is



AppStream BaseOS ..............

(1B WAL BIRET '/media’ I &Y A ferasfem fowwa MTH w=we M
Configure YUM Local Repo (DVD) :

[root@nodel mnt]# cd /etc/yum.repos.d/
[root@nodel yum.repos.d]# Is

[root@nodel yum.repos.d]# mkdir backup
[root@nodel yum.repos.d]# mv *.repo backup
[root@nodel yum.repos.d]# Is

backup

[root@nodel yum.repos.d]# vim local.repo

[BaseOS]

name=dvd local Base OS repo
baseurl=file:///media/Base0S
enabled=1

gpgcheck=0

[AppStream]

name=dvd local AppStream repo
baseurl=file:///media/AppStream
enabled=1

gpgcheck=0

Exam Tips :

baseurl=http://192.168.10.254/pub/Base0S



baseurl=http://instructor.example.com/pub/Base0S
baseurl=ftp://192.168.10.254/pub/Base0S

[root@nodel ~]# yum clean all

[root@nodel ~]# yum repolist

[root@nodel ~]# yum info wireshark

[root@nodel ~]# yum install wireshark

[root@nodel ~]# yum remove wireshark

Homework: Install 'VLC' and 'google-chrome' using CentOS Stream

Thank You
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Class - 14

What is OpenSSH ?

'sSH' @3 59 ¢ BTR 'Secure Shell (SSH)', 'SSH' FIRB-AORF WFGFOR “@fore F& I |
'SSH' St At 2oIFe IRF @ AN NG fTORH AToE, FTHAET, A 912 FACS
A1 GO 'Telnet' ST/ AGIFER T© [NG WENEEG* &) 929 2T, [F8 'Telnet'
e Sfeed =0 1, 99’ "Telnet' 2TBIFE 'Plain Text' #&[eC® GM (ofF FC, AF T A6
fSoRe  (Server/Router/Firewall) #9134 ITHF FIN A2 APTSAC H2(E YT 20O A |
GRS 'SSH' ATBIFe MOF G FIACHH N BHfFCH (Encrypted) G4 toff F5c7, Tea1 fewic
MO /[CeZA Q32 FIACH WCH STEIF ¥, 2NSATC QIR TG FHFF GAEFCH® (Cipher Text)
AASTS 20 ACF | 'SSH' ABIFER fCF6 (AT 19 '22' @32 @Bt @B '"TCP Protocol' fofes
TSR, ST @B (2T AFF AfTS FCF IO (Custom) ¢AAI6 JIT F41 T |

RHEL/Cent0S/Rocky 9 @itafG2 FIHe feet ©itd 'SSH' @aItas «E, 8 'root' BEEIR QA
F 7 e’ 3‘?133 FIAC fTF5 I (Default Port, Root Login, Password-based
authentication) *fs<ed 07 f90e 2@ | T T (WS 3T A (@6 T A (F6 T3 FACS
GG 9l

Module Objectives :

38 'RHEL/CentOS Stream 9' -@ 'SSH' 2[(BI<e /ST *Id II2F |

38 'SSH' @7 MY oty @32 TICTS FITD (AGF o713 (RHEL/CentOS 9) ATSIGA 3 F41 |
$ 'SSH' @3 'password-based' @32 'key-based' SCAABIE*F FF KBTS SCEHA 41 |

$ 'SSH' @3 Private €32 Public key 7t @ife @It |

38 'SSH key pair' ¢Sf¥ 41 @32 TG AR AN |

3 'SSH' M@ FTIE ACIE 'root' LTEIET AP QTHA IF 41 |

# 'Password-based' SAFBE*F I I W2 Y@ 'key-based' SRAFBEI Bie] Al |

3 'SSH' @7 &5 (15 (22) *IfTeq @ FFOA (A6 I IF AP0 oW F41 |



Reference Tables :

Port no: 22 (default), % “fdaes Fat I |

Protocol: TCP

Package (RPMs): openssh-server (node2), openssh-client(node1)
Configuration file: /etc/ssh/sshd_config (node2)

¥ ¥ F F F

Daemon/Service: sshd

Step by step configuration :

Step 01 : Host Name Change :

[root@localhost ~]# hostnamectl set-hostname nodel.example.com
[root@localhost ~]# bash
[root@nodeX ~]#

Step 02 : Check IP Address Configure :
[root@nodeX ~]# ifconfig

Step 03 : RPM Query, install (node2)
[root@nodel ~]# rpm -qa | grep openssh-server

openssh-server-8.7p1-28.e19.x86_64

Step 04 : Service Restart

[root@node2 ~]# systemctl start sshd.service
[root@node2 ~]# systemctl enable sshd.service
[root@node2 ~]# systemctl status sshd.service
[ ~]

root@node2 ~]# netstat -ntlp | grep ssh



Step 05 : Create SSH Login User and Set Password :
[root@node2 ~]# useradd admini

[root@node2 ~]# useradd userl
[root@node2 ~]# passwd adminl
[root@node2 ~]# passwd userl
SSH Client :

# Linux Client (defautl installed)
# Windows Client (putty, ssh client)
> putty > ssh > ip > port (22)
¥ Move to linux client machine
¥ ping 172.25.11.254 (ssh server)
¥ Command syntax: SSH <remote host IP/Name>
SSH Login with Root User (SSH Linux Client) :

[root@nodel ~]# ssh admin1@172.25.11.X

Are you sure you want to continue connecting (yes/no)? yes
admin1@172.25.11.X's password: ****** (remote PC)

[adminl@node2 ~]$ who
[adminl@node2 ~]$ su -
Password: **¥*

[root@node2 ~]#

SSH Authentication :

%5 ©Itd 'RHEL 9' -9 'root' TTEICS #loI TH ATF =1 1 ©CF HI2ce o5 Fg T&ATE 'ssh'
FaRE A fefers es i

[root@node2 ~]# vim /etc/ssh/sshd_config



:set nu

37 # Authentication:

38 PermitRootLogin no (yes) Cmmmmmmmm e M 'root' ISHIET ATFA I 2T |
39 AllowUsers admin1

[root@node2 ~]# systemctl reload sshd
[root@node2 ~]# exit

Q29 host/node2 (I*F (AF (G35 I I |

—

root@hostX ~]# ssh root@172.25.11.nodel - (Permission denied) - ¥ 'PermitRootLogin no'

3

root@hostX ~]# ssh userl@172.25.11.nodel - (Permission denied)
root@hostX ~]# ssh admin1@172.25.11.node1 - allowed

— —

Type of SSH Authentication :

# Password authentication
38 Public key authentication (main authentication method)
¢ 2FA Authentication

Password Authentication *&fets ﬁ?i i 3“{{7 itz | @ (e O ST WiT 3o
Al | el [eg 7wt s Srae s 2eaes

Dictionary Attack
Brutforce attack
MiM Attack
Password lost

Password Forget

¥ H F F F F

Password Manage (10+ server)



Key Based Authentication :

¥ Public key: 4T RWIG MEGER Itz AR 96! |
¥ Private key: ATSF (R BN (ssh client) @ IR AR GBI |

KeyPair (Off FT & (@ e qofemw TR JIT T T8

RSA

DSA (deprecated)
ECDSA

ed25519

¥ ¥ # 3*

*k* @ NP RSA (3072 bit) a4 Fifeten g3 @ Iexq <at =3

Password Less ssh login :

[root@nodel ~]# cd

[root@nodel ~]# Is

[root@nodel ~]# Is -a

[root@nodel ~]# c¢d .ssh  ; SSH ifF®
[root@nodel .ssh]# Is

known_host (list of known hosts)

[root@nodel .ssh]# ssh-keygen : (Enter 3 Times)

id_rsa.pub id_rsa

[root@nodel .ssh]# cat id_rsa
[root@nodel.ssh]# cat id_rsa.pub

[root@nodel .ssh]# ssh-copy-id admin1@172.25.11.X (nod2)
[root@nodel .ssh]# ssh admin1@172.25.11.X



[adminl@node2 ~]$ cd .ssh
[adminl@node2 .ssh]$ ls
authorized_keys

[admin1i@nodel .ssh]$ cat authorized_keys ; same as public key of hostX
[adminl@nodel .ssh]$ exit

Change Default Port :

SSH 3 f&<5 (o6 TCP '22' ©F, PifwefB Ty Fied, o (A6 “faae e IPo (A6 92
341 Tbe |

[root@nodel ~]# netstat -ntlp | grep ssh
[root@nodel ~]# ss -ltn

[root@nodel ~]# vim /etc/ssh/sshd_config

:set nu
21 #Port 22 : old
21 Port 2222 ; remove '#'

[root@nodel ~]# systemctl restart sshd.service
[root@nodel ~]# setenforce 0 ->> SELinux Permissive mode

[root@nodel ~]# systemctl restart sshd.service
Verify current SSH port :

[root@nodel ~]# netstat -ntlp | grep ssh
[root@nodel ~]# ss -ltn



Check Firewall Status :

[root@nodel ~]# systemctl status firewalld
[root@nodel ~]# systemctl stop firewalld

==> Move to nodel
[root@host1 ~]# ssh admin1@172.25.11.X (default port) - Connection Refused
[root@host1 ~]# ssh -p 2222 admin1@172.25.11.X : M TSR 'adminl' €L TG (AT

12222 TUex #Afw F4CS BIR |

[admin1i@nodel ~]$



Homework :

38 allow user 'admin2' to login through ssh

38 Generate key pair on windows os

Thank you =============



Class -15

What is Firewall ?

Linux Firewall Services :

38 firewalld - s I @OTE TS ACETF (F(@ IR 41 2
#6 nftables

36 iptables

## ufw

#6 fail2ban

Firewalld 2002 @3 4394 'hostbase' & Network TRIASAE (@61 'Fedora/CentOS/RHEL' B13(2F
GG PEBmR At et oIt At |

Filtering :

¥ layer3: IP/Subnet/ICMP(ping)

S layer4: TCP/UDP port or 21,22,25,53,80,443,161,110,123

38 Layer7: dns,ftp,http,smtp,pop3,squid,imap,snmp,nfs,tftp,ntp,ssh,https

Step 01 : Change System Host Name: (Firewall Node)

[root@localhost ~]# hostnamectl set-hostname node2F.example.com
[root@localhost ~]# exec bash

Step 02 : Check IP Address:
[root@node2F ~]# ifconfig

153 SR SITg @16 4 T AP I TS =T



Starting and Enable Firewalld Services :

[root@node2F ~]# systemctl status firewalld

[root@node2F ~]# systemctl start firewalld

[root@node2F ~]# systemctl enable firewalld

Working with Firewalld :

¥ By using Graphical Desktop Application (Sundry)

¥ By using the web Console (https) Browser based (Cockpit)

3 By directly editing (vim/nano) configuration files in '/etc/firewalld/".
¥ By using 'firewall-cmd' from the command line

Firewalld GUI Interface :

[root@node2F ~]# yum install firewall-config -y
[root@node2F ~]# firewall-config &

Firewalld Web Interface (Cockpit) :
[root@node2F ~]# yum install cockpit -y
[root@nodelF ~]# systemctl restart cockpit.socket

[root@nodelF ~]# systemctl restart cockpit.service

Open Browser: https://x.x.x.x:9090 -> Proceed



Firewalld Pre-defined (Allowed) Services :
@ (P TSI G5 ©IF 7Fe1 AfGH FF FAC 1 Firewalld o 55 e @iz 1 Ffdifae

#6 SSH - Local SSH Service (port TCP 22)

38 ipp-client - Local IPP Printing (Port UDP 631)

¥ mdns- Multicast DNS (mDNS) for local-link name resulation (224.0.0.251 & port
5353/UDP)

# samba-client - Local Windows File and Printer client (Port UDP 137 & 138)

# dhcpve-client - Local DHCPv6 client (Port 546/UDP)

F8 Cockpit - Web based (https) interface (Port TCP 9090)

Firewall Configure Using 'vim/vi' editor :

[root@nodel-F ~]# cd /etc/firewalld/
[root@nodel-F firewalld]# ls
[root@nodel-F firewalld]# cd zones
[root@nodel-F zones]# ls
[root@nodel-F zones]# cd public
[root@nodel-F public]# vim public.xml

Check the firewall configure in CMD Mode :

[root@nodelF ~]# firewall-cmd --state : FRIASAETT TSN AIZ S A |
[root@nodelF ~]# firewall-cmd --get-zones ; C&I IT[(RA o5 @l T

[root@nodelF ~]# firewall-cmd --get-services ; FRIAGAE @I« FfSH @ Fer FACe AR
@12 o5 @4l TR |



'public' (I & e AG /(oG /ABIFE G=MS FAT AR, G132, 76 (it A3

[root@nodelF ~]# firewall-cmd --permanent --list-all
interfaces:

sources:

services: dhcpv6-client ssh
ports:
masquerade: no
forward-ports:
icmp-blocks:

rich rules:
Firewalld Pre-defined Zones :

#6 public (default)
& internal

# external

#6 trusted

3 home

6 DMZ

#8 block

¥ work

36 drop

&8 libvirtd



[root@nodelF ~]# firewall-cmd --get-active-zones ; (I P& (& FYX OF 0o 9tz (73 forob @l
RIS
public

interfaces: ens160 ens192

[root@nodelF ~]# firewall-cmd --get-default-zone ; f6%% ©Ita (I (&7 (16 T W= GT61
ARl TR
public (output)

Add new Zone (DMZ) :

[root@nodelF ~]# firewall-cmd --permanent --zone=dmz --list-all
[root@nodelF ~]# firewall-cmd --permanent --zone=dmz --change-interface=ens192

success
[root@nodelF ~]# firewall-cmd --reload

[root@nodelF ~]# firewall-cmd --get-active-zones
dmz

interfaces: ens192
public

interfaces: ens160
Set the zone, if no zone defined :

[root@nodelF ~]# firewall-cmd --set-default-zone=home

[root@nodelF ~]# firewall-cmd --permanent --list-all



Configure Firewalld :

firewalld e efpG F41F & Apache 'httpd' @3R 'mod_ssl' “HCFEs 237651 A fr® 2 |

Firewalld Testing with HTTPs service :
[root@nodelF ~]# yum install httpd mod_ssl -y

[root@nodelF ~]# cd /var/www/html/
[root@nodelF html]# vim index.html

<h1> ##### welcome to example.com ### </h1>

[root@nodelF ~]# systemctl start httpd.service
[root@nodelF ~]# systemctl enable httpd.service
[root@nodelF ~]# systemctl status httpd.service

Testing :

¥ 9T TR @ (node2) Firewall €7 W3f+ a 26 Face 2@
F$ http://172.25.11.X
# Resutl: This site can’t be reached

Allow port through firewall-cmd :

[root@nodelF ~]# firewall-cmd --permanent --add-port=443/tcp

success

[root@nodelF ~]# firewall-cmd --reload

success



or

Allow service through firewall-cmd :

[root@nodelF ~]# firewall-cmd --permanent --add-service=https
success

[root@firewallX ~]# firewall-cmd --reload

success

[root@firewallX ~]# firewall-cmd --zone=public --list-all
Remove port through firewall-cmd: (Optional)

[root@serverX ~]# firewall-cmd --permanent --zone=public --remove-port=443/tcp
success

[root@serverX ~]# firewall-cmd --reload

success

Remove service through firewall-cmd: (Optional)

[root@serverX ~]# firewall-cmd --permanent --remove-service=https

success

[root@serverX ~]# firewall-cmd --reload

success

[root@firewallX ~]# firewall-cmd --zone=public --list-all



elrielx Move to Desktop

= https://172.25.11.200+X or http://serverX.example.com (should succeed)

Commonly use Port & services :

1. SMTP = 25/tcp

2. FTP = 21/tcp

3. DNS = 53/tcp & 53/udp
4, POP3 = 110/tcp

5. SMB = 445/tcp

6. DHCPD = 67/udp & 68/upd
7. SSHD = 22/tcp

8. NFS = 2049/tcp

9. IMAP = 143/tcp

10. HTTP/HTTPS = 80/443 - tcp
11. iSCSI = 3260/tcp

12. MySQL = 3306/tcp

Example 01: All Service Blocked from Particular IP:

[root@node2F ~]# firewall-cmd --permanent --add-rich-rule="rule family="ipv4' source
address='172.25.11.X" reject"

(5 3w FfAH 58S Fare BIR, O FhewE WEfe Wre 233 172.25.11.0/24

[root@node2F ~]# firewall-cmd --reload

[root@node2F ~]# firewall-cmd --permanent --list-all



Testing :

host> ping 172.25.11.201 (Unreacheable)

nodel> ssh 172.25.11.254 (no response/connection timeout)

Example 02: SSH Blocked from Particular IP :

[root@node2F ~]# firewall-cmd --permanent --add-rich-rule="rule family="ipv4' source

address='172.25.11.126' service name='ssh' reject"

PC> ping 172.25.11.254 (ok)

PC> ssh 172.25.11.254 (no response/connection timeout)

»u»»»»»»»»»»» Thank You ««eeecceca««



Homework

1. Set your your 3x Network interfaces 1 = External, 2=Internal 3= DMZ

2. Again Set all your 3x Interfaces to Default zone (public)

3. Disallow all hosts/network to your Firewall except only single Host (ssh client) - take help
from google

4. Disallow Ping from all Hosts in the network using Firewalld

5. Change ssh port 2222 and allow 2222 port on firewall

6. Allow https & http and deny 'ssh' from particular IP

10



Class 16

@ What is SELinux ?

@ SELinux Modes

m Manage the SELinux Policy

m Activate & deactivate SELinux Policy Rules
m Use SELinux Log Analysis

m Change the SELinux Enforcement Mode

m The SELinux context

et wweas

GfgFIee &g H1EoN Spefe =g oo wige Aif=mea (User, Group, Others) It
FHifafoe, @B PfeCffba S/ Discretionary Access Control (DAC) U ®®E | DAC fofes
Fifeel w<ae 1 72& (Flexible), G5 TAGT Q38 F41 IM, 2 IR LRI A= Terra
FYP WIS 31 2 | iR, (F FIBHA read FACS AR, (T write FACS AR, (F Delete FACS
AR, (72 I 139 eq7 HFCHD G756 Fare a1 ©F, DAC fefes Hfseft Heow ww
frfeed e I |

MAC (Mandatory Access Control) fefes PiiwSHG T TTEIER (A Fe! ACH o 1 GTF@
EoT 9T e [ QT FCgE, I @3 ieTe I = 1 G 2 TR HebeE
7 [difare R[fey «ffr T wims T 201 @y A6 792 Fess 9% (Centrally) it
41 =W, QTHCE SCCIRR (P! g ARG F417 I AT /11 3G MAC (Mandatory Access
Control) fefes MfeeRD wtwa Discretionary Access Control (DAC) €9 (5% g Pifeed |
AppArmor, SELinux 29jim MAC fefes et Peow

SELinux & ?

SELinux 99 o« o 'Security-Enhanced Linux' (61 Mandatory Access Control (MAC) FT5w
TN FCE | SELinux fFefG i Fitiee Hieeft Ak-Ffeome o9ee | SELinux e



NSA (National Security Agency) ¥9& (TS FAI 2¥ €A RHEL 4 (AF AL oMy ST 2.6
OT14 MY &N SELinux @9 2T &F T |

SELinux PifsSRiG oMy Piebem ffbif @e Hieeiba eege | SELinux =l 3t ferie
(Boolean) €3 WG b fKfow wacas ReTt, w3 18w, wiifaq, FAifes, o™, (o T2
0 IO (A g 41 I

SELinux Status :

* Enable (Enforcing & Permissive)
* Disable

SELinux Enable Modes :

=> Enforcing Mode (1)

= Permissive Mode (0)

$ Enforcing: 9b! SELinux @9 f%5 (WMe, Enforcing (Ve Nayes #Ifeif3 7572 &A@l (Enforce)
34 = | SELinux Feeffs
AT TS TS Fife® (FICT FTE A (AN Prer FAC 1 |

$ Permissive: 92 (NTE SELinux Il 2 Feowm @iifer w=gr a3k afFe A, 68 @i
Al &Te (Enforce) 2 A1 (F, SELinux @ F{fF® (Security Violations) 7 &5 el
B &l 2t | T, FIeow GRD5e, wfefbe, abaq «ir FEefbe Face Al 23|

%8 Disabled: (P! SELinux eSS #fAf Fiter $9F e =7 a1 Disable W% SELinux S
7o)l T AT |

SELinux Information :



[root@nodel ~]# getenforce : SELinux 93 IS8T GIF! WA &+ |

Enforcing

(B3 Disable AT O] I FI& FA |

Set SELinux Temporary Enforcing & Permissive :

[root@nodel ~]# setenforce ; 98 PACSF ML SELinux € (M 'Enforcing' I
'"Permissive' ¥l S |

[root@nodel ~]# setenforce 0 | 1

[root@nodel ~]# getenforce

(B3 QRITT '0' WY Permissive @R '1' 97 &K Enforcing. W 'getenforce’ FWTEH MY SELinux
aF I SRF T I |

Current SELinux Status :

[root@nodel ~]# sestatus : SELinux 7™ F® 7Fe O e AT |

SELinux status: enabled - SELinux @3 I+ & 9987 (Disabled or
Enabled) 9ItR |

SELinuxfs mount: /sys/fs/selinux - SELinux €9 FI2s OGN @ (FCFHH ASD
FA0 @AMR |

SELinux root directory: Jetc/selinux - (¥ GGG SELinux FIfF® Fafmanca=
FIRT AR |

Loaded policy name: targeted - M2 4909 'Policy' ™R (Targetd & Strict).
s (oxe a1 AsifeTeEe 'targeted' @R 9

A0S (OIS CFCE 'strict’

Current mode: enforcing - SELinux 9% SN (G |



Mode from config file: enforcing - SELinux ARG F20E IO @ TS
IR |

Policy MLS status: enabled
Policy deny_unknown status:  allowed
Max kernel policy version: 33 - SELinux “ft& @ o6 I8 I77e 20= |

Change SELinux Mode :

FR O SELinux (G e 19 &y 069 Fieam «fes 0 @S o SELinux (S
'Enforcing', '"Permissive' ¥R 'Disabled' (16 FCH, T+ (e a6 e 271 ooy e
T PIESE el wiee/feras /S /(oii6 /2T SELinux 99 Tgd (N F9F AR (F0oe
(relabel) 2@ 1 @3TT (T 77T FAF 2It7 T2 [P e 2@

[root@nodel ~]# vim /etc/selinux/config
SELINUX=enforcing

[root@nodel ~]# reboot
The SELinux Context :
SELinux 9% 32 o1 1gy/2C a1 Froy aze evfere Fifesit Febw e s s |

SELinux 1St ey waeTa PfeeRib ‘Context’ T FIBER s1wet GT (Processes, Files,
Service, Ports) (Cos 4! ACF |

8 T NI T390 /689 SELinux PiFeHG SO0 TIE S+l A3

[root@nodel ~]# Is -Z

system_u:object_r:admin_home_t:s0 anaconda-ks.cfg

[root@mynms ~]# Is -Z /



[root@nodel ~]# Is -dIZ /tmp/

drwxrwxrwt. root root system_u:object_r:tmp_t:sO /tmp/

[root@nodel ~]# Is -1Z /home
drwx------ . student 1000 unconfined_u:object_r:user_home_dir_t:s0 student

drwx------ . 5001 5001 unconfined_u:object_r:user_home_dir_t:s0 tarek

(B3 AR FAC MSAT ~ATF, 2fS Fi2e/wa3lm A g7 @6 Ewen @t IR, 9F G
ABLE (FT0SH FE T | A AP G FH SELinux Context Ie T |

SELinux Label :

= system_u:object_r:syslog_t:s0 (MLS)

- SELinux User - (v
- SELinux Role - (Lr)
- SELinux Type - (Lb)

- SELinux Sensitivity - (s0-s15)
RHEL 9 provides the following packages for working with SELinux :
policies: selinux-policy-targeted, selinux-policy-mls

tools: policycoreutils, policycoreutils-gui, libselinux-utils, policycoreutils-python-utils, setools-

console, checkpolicy



Related Package Install :

[root@nodel ~]# yum install setools-console -y

[root@nodel ~]# yum install policycoreutils* -y

TAWT 2NEFS 3AGET AT 'seinfo' FUT 2T T4 AT | 'seinfo’ FCEF MY SELinux FTAFS
iR FE! @8 Users, Roles, Types, Attributes, Booleans, 2jifvt R w2 =t A 1 106
'seinfo’ FWG FIF I SELinux TIFe feq w2y @9 a7 “rafe @ zaess

SELinx User :

SELinux 9030 (Context) @F 2N AL ZCB2 SELinux 30614 A6 | 9die, 2T 92 (M Te&q
SELinux 304 WIEGHI2 F41 T | RHEL 6 @16 (ob) 49099 SELinux 36&H AT | GFG
SELinux 3%&d OFIEF SELinux @& (Role) TS FACS It | f67 FUI© 929 F¢F oo fF
& SELinux 3G AT, €2 F™ATE SNl A |

[root@nodel ~]# seinfo -u

Users: 8
sysadm_u
system_u
xguest_u
root
guest_u
staff_u



user_u

unconfined_u

Role :

SELinux ¥ (Context) 93 @Sy @I 2062 ‘Role’” ¥R ‘Role’ R ‘_r’ Wx Trad F41 =3
@FG SELinux 3CEIR GJI(&F ‘Role’ WIS FAC® 21T | SELinux 28&H I9F (& 34 'Role’
TS I 7Y, (T6] T &) [06F IS |

[root@nodel ~]# seinfo -r
Roles: 14

auditadm_r

dbadm_r

guest_r

logadm_r

nx_server_r

object_r

secadm_r
staff_r
sysadm_r
system_r
unconfined_r
user_r
webadm _r

xguest_r



SELinux Contexts: (-t)

I5 security context (_t) @32 (N6 Fwowe HFSHD Context TR 61 SE Sl

[root@nodel ~]# seinfo -t
[root@nodel ~]# seinfo -t | wc -1

4960

[root@nodel ~]# seinfo -t | grep sshd
[root@nodel ~]# yum install httpd -y
[root@nodel ~]# systemctl restart httpd
[root@nodel ~]# systemctl enable httpd

root@nodel ~]# systemctl status httpd

root@nodel ~]# firewall-cmd --reload

[ ~]
[root@nodel ~]# firewall-cmd --permanent --add-port=80/tcp
[ ~]
[root@nodel ~]

# iptables -F

Create a webpage :

[root@nodel ~]# echo "HEllo World" >> /var/www/html/index.html

Visit web page: http://172.25.11.X



http://172.25.11.X/

SELinux Testing: Example: 01

[root@nodel ~]# cd
[root@nodel ~]# 1s -zd ~

dr-xr-x---. root root system_u:object_r:admin_home_t:s0 /root

[root@nodel ~]# touch redhat

[root@nodel ~]# ls -Z redhat

-rw-r--r--, root root unconfined_u:object_r:admin_home_t:s0 redhat

[root@nodel ~]# cp redhat /var/www/html/centos
[root@nodel ~]# mv redhat /var/www/html/
[root@nodel ~]# Is -zd /var/www/html/

drwxr-xr-x. root root system_u:object_r:httpd_sys_content_t:s0 /var/www/html/

[root@nodel ~]# s -Z /var/www/html/*
-rw-r--r--, root root unconfined_u:object_r:admin_home_t:s0 redhat
-rw-r--r--, root root unconfined_u:object_r:httpd_sys_content_t:s0 centos

-rw-r--r--. root root unconfined_u:object_r:httpd_sys_content_t:s0 index.html

Change SELinux Security Context: (Method-1)

[root@nodel ~]# restorecon -v /var/www/html/redhat ; “JZ% few@EH oA F2ab
'relabel' 2|
[root@nodel ~]# Is -Z /var/www/html/redhat



-rw-r--r--, root root unconfined_u:object_r:httpd_sys_content_t:s0 redhat

Method 02: (Context Change)

[root@nodel ~]# chcon -t httpd_sys_content_t /var/www/html/redhat
[root@nodel ~]# Is -1z /var/www/html/redhat

[root@nodel ~]# semanage fcontext -1

[root@nodel ~]# semanage fcontext -1 | grep "/var/www"

Note: # semanage fcontext -a -t httpd_sys_content_t '/var/www/html(/.*)?'

# restorecon -Rv

SELinux Testing: Example: 02

[root@nodel ~]# mkdir /webhosting

[root@nodel ~]# Is -Zd /webhosting

drwxr-xr-x. root root unconfined_u:object_r:default_t:s0 /webhosting

[root@nodel ~]# touch /webhosting/index.html
[root@nodel ~]# echo "HEllo SELinux World" >> /webhosting/index.html

[root@nodel ~]# Is -Z /webhosting

-rw-r--r--, root root unconfined_u:object_r:default_t:s0 index.html

[root@nodel ~]# vim /etc/httpd/conf/httpd.conf

10



124 #DocumentRoot "/var/www/html"
123 DocumentRoot "/webhosting"
134 <Directory "/webhosting">

[root@nodel ~]# systemctl restart httpd

= Switch to DesktopX

=> Open Firefox Browser

= http://172.25.11.254

Q¥ 25 fefers F=te fF=6 (2N (& S, P9 SELinux Q¥ Enforcing (VT TR €.

' /webhosting' TC@E= FiFSRG FTEHG (context) 'http' ACETR A et 121 7 @1 AW
GBIE 'setenforce 0' IS W 'Permissive’ (MG (76 (A W, ©RCE g G (ATF (2161 I

EIGH

= http://172.25.11.254/index.html

GTSIFBR SELinux 'Permissive’ (NITC A SRS (AT AL |

[root@nodel ~]# setenforce 0

[root@nodel ~]# getenforce
= http://172.25.11.254/index.html

[root@nodel ~]# setenforce 1

[root@nodel ~]# getenforce

= http://172.25.11.254/index.html

11



8, SINWMACE 39 AW SELinux GG 'Enforcing' (MTE (0 & IO BCF | 70690 FMCSD Mo
'httpd_sys_content_t' FTBHB (context) M '/webhosting' faEfH ar AbR Trxy e HIR-

[root@nodel ~]# semanage fcontext -a -t httpd_sys_content_t '/webhosting(/.*)?'
[root@nodel ~]# restorecon -Rv /webhosting

[root@nodel ~]# getenforce
Qe T 27 W20 et a1 2, OR0E SRR A5 @A AR |
= http://172.25.11.254/index.html

SELinux Port Labeling :

SELinux FI3e qR A0 (FTcee iSRG (SELinux Policy) IR A (10 6AF Jifece 31
*eeold Wb qde PFeRG e 3 @wF, f[ifen «@ma @56 SR 79z (TCP/UDP)
SELinux FIfeSRiG Tos fa@ed w4 231 Tnizad F@9 SsH AfSER %5 (A6 ReTa 22/TCP,
HTTP ST &+ '80' €92 HTTPs S &+ &6 (716 '443' 3@)iM SELinux F93 (<10e
(bind) T ATF | @IS

* ssh_port_t = 22/TCP
* http_port_t = 80/TCP & 443/TCP

4 e ffey AfSE fTFs (I sifqass S0a I 9= (o6 9929 F41 =W, ©49  SELinux
et T9e 1R AT 79 T Mey = |

12



[root@node2 ~]# netstat -ntlp | grep ssh ; TS 'SSH' ASH (@ (TG 1 FACR GT61
WIS & |

[root@node2 ~]# semanage port -1 : SELinux <=\§<P GRS (AT RS o5 @t
R[Sl

[root@node2 ~]# semanage port -1 | grep ssh  ;SELinux ¥9F FCoeF® 'SSH' ATSETE (ATG
BICIENGEIERCTIN
ssh_port_t tcp 22

[root@node2 ~]# semanage port -1 | grep http

[root@node2 ~]# semanage port -a -t ssh_port_t -p tcp 2222 ;'SSH' &% (A6 '22' @R A=N=fif*
12222" (A58 oA (bind) T4 T4 |

[root@node2 ~]# semanage port -1 | grep ssh
ssh_port_t tcp 2222, 22

** Change SSH Default port '2222'
SELinux Boolean :

SELinux Booleans @ 4AHF FARFACI*T 2&@le (0! IR F(F WCNTEG0d 39 AR(S SELinux
ATy SAfFen =ITR 2T FACS A |

[root@node2 ~]# getsebool -a : 15 T "Boolean' AT2 A o195 (HAIF & |
[root@node2 ~]# semanage boolean -1

[root@node2 ~]# semanage boolean -1 | grep ftp ; service must be enabled
[root@node2 ~]# semanage boolean -1 | grep httpd ; service must be enabled
[root@node2 ~]# semanage boolean -1 -C

@ @I Boolean UNIEE FAF &« 'on' A fCHITE F4I9 & 'off! FACS (J |

13



Boolean Enable ¥R &) {67 F3©3

[root@node2 ~]# setsebool -P < boolean_name > on

Lab Demo :

QI 'student' TGRS 'home' fGtaEite @G webpage (@70 F91 TR 1 T GRR (&fbe (2B
fta3/@ 'SELinux Boolean' M@ enable
FACS A |

[root@node2 ~]# vim /etc/httpd/conf.d/userdir.conf

11 <IfModule mod_userdir.c>
17 # UserDir disabled

24 UserDir public_html
25 </IfModule>

root@node2 ~]# systemctl restart httpd

root@node2 ~]# su - student

student@node2 ~]$ mkdir ~/public_html

student@node2 ~]$ echo 'This is student content on Nodel' > ~/public_html/index.html

— —— —

[student@node2 ~]$ chmod 711 ~

student TTREF BRI FAIF &0 A URL SRR 6 FAC© I3

14



http://172.25.11.254/~student/index.html fSf&B =TS 2= |
Output: An error message states that you do not have permission to access the file.

[root@node2 ~]# semanage boolean -1 | grep httpd_enable_homedirs
httpd_enable_homedirs (off , off) Allow httpd to read home directories

Enable Boolean 'httpd_enable_homedirs' for user home directory :
[root@node2 ~]# setsebool -P httpd_enable_homedirs on

[root@node2 ~]# getsebool httpd_enable_homedirs
httpd_enable_homedirs --> on

Now Visit: http://172.25.11.254/~student/index.html fef&b e 2= |

Thank you

15



Homework

Your company has decided to run a new web app. This application listens on ports 80/TCP
and

8090/ TCP. Port 2222/TCP for ssh access must also be available. All changes you make should

persist across a reboot.

# sealert -a /var/log/audit/audit.log

16



Class -17

NFS (Network File System) :

NFs, @ i< &g Network File System, NFS ST @3 ATSA SHFGIOGIE FIet FC | NFS
(TBSAE T2 ACH Il EOIES RO I& IR | NFS 187 fof6 @oleae Aere=q 3 qa NFS
T feg-ome, fem-2Sfe wiza PesT 929 0@ | a2el S2oe 9#iTabe FIE6E NFS @
FIS WIAET 396 FCF NFS AR/ CRIF T3ae qoiiaBe feoT (AeF 929 541 99 |

TIB! OIS TR aNdl foq (09) (AT ol IR Ffg

1. DAS Storage - DAS (Direct Attached Storage) 20 SINIHe FIHINR A AYS (TP
GBI | BYNE TSI PG TS TG QR (BIF F41 7 1 DAS I« AR IC Syl
R SRS EOICAS AT A 1 IR e TTENER WA <IRF W FCGe F41 A 1

2. NAS Storage - Network Attached Storage (NAS) @ <RI FIZH FHIES GIR GBI GF FI4
CRIFE EOICES | SR NAS GOITS IRRF G SN (FHSANF [RI0F TTHHMA A FOIES R
CIIE FECO A1 NAS 2R GF 2 Tize EOIES 9L’ NAS U7 ey A g f a1 &, 77
Fiee RO 9 2@ 1 NAS ASF (AF @ F2e HEOE FA00 I @3 TOpF 2R (RIF 41
A, I TOpF 2 AT | FIED (AT O 17 ACICS l Fi3e] EEN TG Face
ATSq FACO AR 7| G2 NAS CFF (O GANE OIS 2OGIEF A CRIF T T |

TR (AR NAS COIES T ATe

1. NFS - Network File System (fo15/2Cf~5 85 S0 (XFS/EXT4) A6 BCH
NAS I 41 23)

2. CIFS - Common Internet File System (23S /eI /283 /T AP QAR
ISR TiEe HEow Al )

3. SAN Storage - Storage Area Network (SAN) 20 UBRARTE (TCH FHIAS ARTGH, SAN JoT®
3 (Block) 512 @biae | @i’ SAN @ THTH TTSEAWE A (FICAT I (SR FACE, 201
bI2ca fted o w2 BT (Ext4/XFS/NTES) FRICH RS FF IJI2E FACS #IITF | SAN ToTS
A GAARE COIAS ARTCH Q3R reliable GOIAS ARTSH (ATSIZT (A |
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Benifits of NFS :

Supported on Linux, Unix, macOS, and Windows

Multiple NFS Clients can access the same share

Seamless permission and access control on in Unix/Linux platform.
Configuration is fairly straightforward

TCP Oriented file sharing (0Old UDP)

Support Kerberos-based Security (Authentication)

¥ b F F F HF

Reference Table :

Package: nfs-utils
Daemon: nfs-server
Protocol: TCP

Port: 2049 (TCP)

NFS Server: nodel: - 172.25.11.X/24
NFS Client: node2: - 172.25.11.Y/24

Change Host name :
[root@localhost ~]# hostnamectl set-hostname node2-NFS.example.com
[root@localhost ~]# bash

[root@node2-NFS ~]# ip addr

* # nmcli connection up <int name>



Step 01: Query and Package Install

[root@node2-NFS ~]# rpm -qa | grep nfs-utils
[root@node2-NFS ~]# yum install nfs-utils -y . I AES (RPMs) 2306 w11 A |

Step 02: Create a shared directory

[root@node2-NFS ~]# mkdir /nfsshare
[root@node2-NFS ~]# cd /nfsshare
[root@node2-NFS nfsshare]# ls

[root@node2-NFS nfsshare]# mkdir private public
[root@node2-NFS nfsshare]# ls

private public

[root@node2-NFS nfsshare]# touch private/file{1..10}
[root@node2-NFS nfsshare]# touch public/test{1..10}

Step 03: Export shared directory on NFS node1 :
[root@node2-NFS ~]# vim /etc/exports

/nfsshare/private 172.25.11.0/24(ro,sync,no_root_squash)
/nfsshare/public 172.25.11.0/24(rw,sync,no_root_squash)

Note :

=> /nfshare/* - shared directory
= 172.25.11.0/24 - IP address range of clients
=> rw - Writable permission to shared folder

=> ro - Read only permission to shared folder



= sync - Synchronize shared directory

= no_root_squash - Allow root privilege
=> no_all_squash - All users, including non-root users, have restricted access to the NFS

server.

Step 04: Restart the NFS service and verify :

root@node2-NFS

[ ~]# systemctl restart nfs-server.service
[root@node2-NFS ~]# systemctl enable nfs-server.service
[ ~]
[ ~]

root@node2-NFS ~]# exportfs -ra ; AW (FICAN o1 ARG AT, O <A |

root@node2-NFS ~]# showmount -e localhost

Step 05: SELinux Policies: (If not applied)

[root@node2-NFS ~]# getenforce : SELinux 9% IS GIB! T & |
[root@node2-NFS ~]# setenforce 0 : SELinux Permissive (NG (36 S JCACR |
[root@node2-NFS ~]# getenforce

Step 06: Allow port & service through Firewall :

root@node2-NFS ~
root@node2-NFS ~
root@node2-NFS ~
root@node2-NFS ~
root@node2-NFS ~
root@node2-NFS ~

# systemctl status firewalld.service

# firewall-cmd --permanent --add-service=nfs

# firewall-cmd --permanent --add-service=mountd
# firewall-cmd --permanent --add-service=rpc-bind

# firewall-cmd --reload

— or—r————
_ e —

# firewall-cmd --list-all



Client Side Confiugration :

Step 07: Install NFS packages in your client system

[root@nodel ~]# yum install nfs-utils : % 2JTFS (RPMs) 33764 =1l AT |
Step 08: View NFS Share on NFS nodel

[root@nodel ~]# showmount -e 172.25.11.201  ; your NFS Server (nodel) IP
Export list for 172.25.11.201:

/nfsshare/private 172.25.11.0/24
/nfsshare/public 172.25.11.0/24

Step 09: Mount NFS shares On client

[root@nodel ~]# df -HT
[root@nodel /]# mkdir /nfs_public
[root@nodel /]# mkdir /nfs_private

[root@nodel ~]# mount -t nfs 172.25.11.201:/nfsshare/public  /nfs_public
[root@nodel ~]# df -HT

[root@nodel ~]# cd /nfs_public

[root@nodel nfs_public]# Is : QAT (I (RS e Fi3el (Al TS |
[root@nodel nfs_public]# touch file.tar G F2 (O FCACR |
[root@nodel nfs_public]# cd

[

root@nodel ~]#

R



*H* Lab Task: Mount 'private' share under '/nfs_private' directory. Crate a file under

'/nfs_private'

Unmount I & g I3

[root@nodel ~]# umount /nfs_public

[root@nodel ~]# umount /nfs_private

Working with AutoFs :

IR T G G T AR M 2, O (R IR @RI AT AR WS IR
o @2 B! IR smmfs | @ T Tt o,

A (FIA GFOENE G2S (HDD/DVD/USB) o6t il WSS F40e b1, O WNid
AutoFS I FICO I |

38 NFS Shared directories

Install Required Package: (Nodel)

[root@nodel ~]# yum install autofs -y

Enable AutoMount NFS Share: (node-1)

[root@nodel ~]# vim /etc/auto.master

:set nu

8 /nfsmount /etc/automount.nfs --timeout=30 ---> Yo FIFS 2I(F F(& (AF2 THTE W
qF |



Note: /<Mount-Point>  <Map-file>  <Timeout-Value>

(53 Map FI2F TR GIf6 FODN FIReA | SN H3cT Zo=w® A% e toff Fare HifF

In map file (/etc/auto.misc or /etc/auto.xxxx) also we have three different fields:

[root@nodel ~]# vim /etc/automount.nfs ; @6 @I T HI2A, @Bl T2TFF '/etc/auto.master’
FIEE S I AR |

Hints: <mount point> <-mount options> <server-location>

private -ro,sync,nfs4 172.25.11.201:/nfsshare/private
ublic -rw,sync,nfs4 172.25.11.201:/nfsshare/public
p Yy p

root@nodel
root@nodel

[ ~]# systemctl enable autofs --now
[ ~]# df -HT
[root@nodel ~]# mount -a
[root@nodel ~]# cd /
[root@nodel ~]# Is
[root@nodel ~]# cd /nfsmount/
[root@nodel nfsmount]# Is
[root@nodel nfsmount]# cd private
[root@nodel nfsmount]# df -HT

* Reboot Required

(52 ' /nfsmount’ T &Mt (@ieat a3 toft T90 T 711 ARY '/etc/auto.master' FIREH
TP AR W (AP MED 0TS T T4 ACACR, TSR 'autofs' FfEH B0 et @R o «edt
=37 tofd 2 AR ' /nfsmount’ &7 Y "private' @R 'public’ M ¢ ferasfd toft 2=
O, '/nfsmount’ G W (VT fFRR *MGT AR 71 T cd IS WA 'private’ I 'public'
EraBTe G G35 TR Q1 OIF »Y G | O, FT6N TS BRI 2t 5 A



Thank You




Class -18

Module Objectives :

38 Introducing Linux Shells

& What is shell scripts?

3 Why need Shell Programming?

38 Writing a shell script

38 Executing a shell script

38 Using Shell Variables

38 Arithmetic Operators

38 Working with Conditionals Statements
38 Working with Loops

Linux Shell =fafofss

fererey Sieer fofes @iitafbe Febe™ i wFged © CMie caftar 20 TR @ (Shell) |
AT 1T (Shell) TTEET 1T (A IS G2 T GR TTET 9 Awg IS A7 Af5S 27,
O (7 (Shell) U2 FATE FIGIER [0 (A4 FE FACAGL PO A ©q AAH-2WH
(Interact) Fa0F ARG Wi FC | T 1 191 (Shell) 2R GF6 FIAT *HHRS SBRCABE, 51
FIRAT GAJ FIZH IO IAG A2 I G2 FAGE AN AFFSo FAC A |

=» It's like a container

= Interfaces between users and Kernel/0S

=> input from keyboard/Application/files via users
=» output to monitor/terminal from kernel

= Linux sh, bash, zshell, tcshell are shell

= its a interpreted Programming interface



Linux -4 IJI© Shell 73

.sh - Bourne Shell
. bash - Bourne-again shell (commonly used)
. zsh - zshell (with macOS)

. csh - C cshell (¢ programming based)
. ksh - Korn shell (Bell Labs)

g b W N =

Find your Shell :

57 T WOW T oW F F shell 33766 T4 QTR G0 (AR A 1 2N I8Tes
(&9 Shell TI2F TR GBS W AF |

[root@nodel ~]# echo $SHELL
[root@nodel ~]# cat /etc/shells
/bin/sh

/bin/bash

Jusr/bin/sh

/usr/bin/bash

M TG (¥ 36 FAIF AP 2, O AN {069 FANCTI NG 39766 FA0© A3

[root@nodel ~]# yum install zsh -y
[root@nodel ~]# yum install tcsh -y

[root@nodel ~]# cat /etc/shells



What is Shell Scripts ?

Shell Script 2092 36 AL GHG Fe T NG F7 IS Sequentially FeF=e 1 =2 1 I
Script 3 execute I 2, O script -« ALAFS FAGSTE Sequentially execute IFCH QIR
fdifsre e 79F ¢ 1 Shell Script (& MS-Dos batch FI2ER A el T T, O Shell
Script, MS-Dos batch F12e SorFl QfsFed *fe+e @32 FRFT | 9F AR 4 @S /1T, el
WA T© FAT A B, (12 FAC @@l (FICAT TR NG (A0 T2/ c2ANG execute FACS
AR, GTOIE Shell Script I#T A 1 TF @, AN 513 fFeba et [ oy T, Ffoxae
PGB (if, else, while, until), 37, T 932 SR Fe FCo A

Tzgel 2T, S AW B sy et aaed 28E1F (o R ST MTe B2, €3 &) SNima
G W FAC HIACS T | AR TF ITEIT PIEOE Ao (ATF2 AR [l (T618 T AT |
Q¥ @2 e G e W [Eebe Tt S0 513, OIRGE A SN Pese T8EE Wite
A (53 FACO 2(F, TIFYF 3TTNY (ofd 2 BTEHIEF APTSAT MTo 20 1| 94 93 FAT @& AW
(I FIREF TG (@R EOE 5 RO 9 T AWM ARG SASo=5 e A |

# id <username>

# useradd <username>

# passwd <username>
<2 times>

# id <username>

Shell Programming €3 STGATSIS

¥ 17 fE5 TTTET FIR (ATF FIQICTT N A FIZE 20O TIH! 429 FACS 2MF A2
TR A R bt wrShs e i

38 e To T I AN IS oy F T

¥ oy Peow SR ega T 756 Fie AGINHF O T=Hme T4 AT |

38 F 6T YN BIE0T FAGI0 FICH 1S T© ] IS T T4 T |



38 GIfEF ASFT T ATTH, A5, FAFoCW A6 AT (T |
¥ PR oy b/t I el 9 v |

38 BTN (AT @I @E A SRR Ao o |

38 ffen «@ra Grerefbe W wfefbe e oweg |

Shell Script Extension:

@ @ enfie e T @13 F3E G0 GHBT A, @NGg 7 (0) @i av ¢Fa
'.c', AR (Python) &fNR @& CFC@ 'py', *If (Perl) @7 % 'pl' TS =Y | o ST T4
(9= (Bash) f&=6 fordtdl, ©24q GBS G0 GO e 20d 1 @O R sh' A 'bash'
A2 T W1 GHOGTE Are &6 «fFFes a1 AW, GewE@ TR &6 a9 Fa0e 271

= test
= test.sh

= test.bash

How to write a Bash Script :

A 'day18' @I WG 'scripting' AW <01 RS toff T @S TF, TR WK B [FH
TfFS T MRS FHA T4 F | WA QA "touch' FNE M GHGETITHZ (sh or .bash)
9l 'vim' FNE MR QHETFHZ (sh or .bash) Tgq F2e Lol Face 271 @RY @O WNW
AL &5 @32 (575 &6 209, oA GBI N e IS 'myscriptl.sh’

[root@nodel ~]# mkdir day18/scripting -p
[root@nodel ~]# cd day18/scripting
[root@nodel scripting]# Is

[root@nodel scripting]# vim myscriptl.sh

#!/bin/bash
# Date: 01-01-2023
# This is my first bash script

echo "Welcome to Bash Shell Script"
date



pwd

whoami

8 Linel: 2% =12 (F TN B, Shebang (B! '#!' W &F 21 '#' «F G interpreter €
A1 T AP | 9T 'interpreter' RO 'bash' I721F 206R |

38 Line2: '#' T (FICAI #1187 &F 2 GBI IFCID I T 1 '#' (MeA #1128 @ ARFTH 203 a1

38 Line5: 'echo' ¥ ity e fas w4 2@z |

8 Line6: 'date’ IWC (F e T AACR | FC, AP O G2 FN (AR |

88 Line7: @RIC7 'pwd' T FAT 1 22 | WL I8 fUrasfa o meied

3 Line8: whoami T[T JA2F T4 2RR | Wi (FIF 3C&F RE1E #A12 FER GBI MR |

THTT FAC AR TR #HTd "x' (& FC PR (TS I (I A APCS A 1| A &6 FiZefo
(myscript1.sh) @fEfFCE (Execute) T A W AP AT FYR ANIRS ©IF WACH7B
MRS

Setting shell permission :

Sl S e GG PR TR (@I AfHRFCE AT Qe 711 oA (I b e
«fAFTE FaCe IR, WI*R EIoIE AfFFTH 21T (x) @7 Face 23| e FHIEa N
'myscriptl.sh' FI2eE &R AfFRFCE (Owner) AT @S QR |

[root@nodel scripting]# 11
-rw-r--r--, 1 root root 90 Jul 27 10:46 myscriptl.sh

[root@nodel scripting]# chmod u+x myscript.sh

[root@nodel scripting]# 11
-rwxr--r--, 1 root root 90 Jul 27 10:46 myscriptl.sh



Script Execute/Run :

&5 wiwal g2eid GfEfeet Fece A1 1) Path SHRGRE IR I @R 2) 'sh' A 'bash' I
fae

[root@nodel scripting]# ./myscriptl.sh : qURGE AFRPED 2T (x) AFCS 2@ |
or

[root@nodel scripting]# sh myscriptl.sh . qUFE QRS AT (x) T AFCETe
&5 9 FAE |

HARBHABHBHRBHBHARABHRHARHHHARHHGHBH AR HRHH
# Welcome to bash schell scrpting !!

# Mon Aug 21 09:59:10 PM +06 2023

# [root/day18/scripting

# root
RARBHRAHBARBHBHRAABHRBABHRB AR R B ABHRBHRHH

Quotes in Bash :

@ CFICT caanfse PFHRCET (FC@ 'Quote’ G @W’*’i‘f 991 Linux Scripting -4 &St fafeq
command, Texts, €< string @< AT 'Quote’ IIRT I i | AR QT B 'Quote!, TIFE
"Quote" ¥R FIF ‘Quote’ T IR I | IR GG FIZCETA (F0@ P 'Quote’ IR TIE
"Quote" K (SN (FI AL 2, TG, T4 A Scripting @< WA (ST variable
command I T (I O, W 0T 'Quote’ €92 TRE "Quote" «F I FFTe F4Co
el

[root@nodel scripting]# vim myscript2.sh

#1/bin/bash
# Using Quote in Bash



echo 'String in single quote'

echo "String in double quote"

mkdir '/day18'
touch "/day18/file1"

echo “cal’
echo "Today date is:" “date’

echo 'My system name is:' “hostname’

[root@nodel scripting]# sh myscript2.sh

Linux -9 Variable 49 JIQ93

PIOTF (T01/92 (F AT T & MBI (NENIF (RAM) IR 41 T | RAM (TOITE i
I (@G (@B ENFHE A @3 &fSS @ itma @b T T witg, @BIE I T Memory

Location Address.

I (O ETCFHE RIS 1% e fife | ACF SN 91 variable, variable 2% memory
storage (T SN AW TG/ GOR IR IS AT 432 AT THRIT© I A JIE FACS
AAfF 1 ARG Variable (TS Wi RAM -9 TIBI GBI I AF €2 RAM @R Volatile GG
oAl R #It7 9B Variable €< Variable €% Ol A ©I6! 0= A |

oIt MR IR Variable I3 FA1 I3

= Environment Variables (Block Letter)
= User Defined Variables (UDV) (Small and Block)



Environment Variables :

Environment SHfRCRe & PebeE ez wjifae=e  fomisy Seboa oite= siexy Seawd
(Built-in) ®TF | Environment SHfCI& 3R Capital Letter @IFl &M 1 23 1 (X OT*F AR
SAF QTSRO ST f8f€ F Environment SIfFTERE ©2 A1 ©H! GBI I3 | T@EW @,
Environment SJfNGERER O B O JERFS ACF | &, T2 Bash GT¥F I 41 27, ©4
feTis 0N g9 ¢ Environment SHfERE (16 FCH | Bash (It U2 40w Environment
SRR IR 2

3 Global Variables
# Local Variables

[root@nodel ~]# printenv : %4 Global Environmental SiRGERE MR IS |
[root@nodel ~]# set : %4 local + Global SIRGERE MK IS |

Environment Variable I324 FA17 fHaws

@ @I @@ (User Defined & Environment Defined) I92F F919 7T SIfRERER &
'$! N [IRA FACO A | 6 FZ Environment ST 929 I 2@ (ARITHT 20AC28
[root@nodel ~]# echo $LOGNAME - T000N IO (F 93 I AR (73 W (AT |
[root@nodel ~]# echo $PWD - FoI ferERE (Working) S&gI9 (721G |

[root@nodel ~]# echo $SHELL - FOA IJAZ© *ITEF I Sl AR |

[root@nodel ~]# echo $HOSTNAME - F50NE @F% N &1 A |

[root@nodel ~]# echo $OSTYPE - GG HEET Tt & T |

®Y 'HOSTNAME' 91 '$HOSTNAME' 214 I QBIF (2 FACE 981 FAC MRIE | €3 G IACTI
S 'echo' AR FACS B | WIAF 'echo LOGNAME' J2IF 4¢3 ¥4 LOGNAME & fad 2cd 1
LOGNAME fif§RReE F61 FA0® biace '$' Mg 4cs 3



User Defined Variable :

User defined variable 2%&a fter (ofd 903 @R ©fie] ((UBI) (16 T4 | User define variable
@t small/block latter §2 ©It32 IR I B | (A A, Linux G0 case sensitive 0S,
gdie ‘abc’ @32 ‘ABC’ IMS W2 ¥ (string) 58, Linux -a 93 for foq *= (string) a1 fcafoe
71 User define variable I724 K & (764 FAC 0T WP F41 233

Variable name=value

s Frg SIERCT GRS
= a=10
= B=20
= name=ikbal
=> id=1001

(A ACS A @, 'variable', '=' @32 'value' @2 fodqbF W& @ @Al space < ACF | 'a = 10",
'a= 10', 'a =10' 2% P IR | UFLOIC, '10 = a' €2 Ol Variable I F4 A I,
'Variable name' 3wt '=' Sign G N AT AR @R O] (Data) T AT AR | AN (T
CPICA Script -4 @ (I Variable JI2E FACS ACHH | G5 Shell prompt (ATFS @ (IICA
Variable 9217 I I F TR 1 Variable (F Fe1 I 92T FF & 7031 o '$' H 729 Fc9
LIS

s g SWieRel (I 20T

[root@nodel day18]# a=10
[root@nodel day18]# echo $a
10

[root@nodel day18]# B=20
[root@nodel day18]# echo $B
20



[root@nodel day18]# name=ikbal
[root@nodel day18]# echo $name
ikbal

[root@nodel day18]# id=1000
[root@nodel day18]# echo $id
1000

[root@nodel day18]# _user=student
[root@nodel day18]# echo $_user

student

[root@nodel day18]# _2023=year
[root@nodel day18]# echo $_2023

year

User Input In Bash using 'read’ :

I3 'read' FNE LA BCE AT interactive NTE ¥ S TG 23970 A1 STHIET IR
(AT (TO! I O (e A 1 o FCST NG ITEIF 3996 (TeAF 2l AT 20ACZ8

LECL I

[root@nodel ~]# read a

TARE I TSI IR (ACF G Offe] M (read) GO SRR 'a' (O ALTH FACI | A
W ' ST (& T I 2, O 'a' SARAETE ATH2D AT | @3

[root@nodel scripting]# read a

10

[root@nodel scripting]# read b

20

[root@nodel scripting]# echo ‘expr $a + $b*

10



Example 03 : Take Value from Terminal/user

b TrIRACd #9134 TSR IR (A0 Y20 Ofie] (ST 7 €2 (T 'expr' (expression) FG
IR T 30 YR FIAFET WCG7[5 AR =20 |

[root@nodel scripting]# vim myscript3.sh
#/bin/bash
# this script testing for user input from terminal

echo "Hello Mr. $LOGNAME"

echo -n "Give me value-1: "

read a

echo -n "Give me value-2: "

read b
echo "your output is: “expr $a + $b™"

X

[root@nodel scripting]# sh myscript3.sh

(153 Totad 6B Te 'root' BTEIHCE 61 FCA a, b INHARIER TIH! (ST TRCR AL FIAPCET
(AT SIICH%5 (MG TRCR |

Bash Mathematical Operators :

V20 O W0 Qe TR G [}iSH (TR WACA67 92 FA 7 | O(F, String @R integer
)16 GRS IACIGIAC | GRS GRS SR G AT

11



Integer comparison :

List of Operator: Example
-eq = equal to 10=10
-ne = not equal to 10!=9
-1t = less than 9<10

-le = less than equal to 9<=10
-gt = greater than 10>9
-ge = greater than equal to 10>=9

String Comparison :

'==" = equal to

"==" = not equal to

Conditional Statements in Bash Scripts :

TP fofes (@I (@i 9 I F™1 (Bash) &b %@ R[Sy €09 'Conditional
Statement' I 4 T | Bash fH067 oy [T 49099 Condidtional Statment IIF T 2 |

@8 'if', 'elif' (Short for else if), else, case 29 | 6 W™ (Bash) f&ECHA &g 'if', 'elif, 'else’
A9 T MATCT 2ACR |

Working with Conditional Staments (if) :

W55 (@ICT FET G @ (F@ IRT T | QTF@ IO 'True' TE WEHAG (FRAITK, G
JCE G (I ASHG R 1 |

# First form
if [condition];

then
<commands> ; (IW FEAT True =W O @F© fFFTs @)

12



fi
# Second form (if-else)
FE*F "True' 2 IF (FEF ACO96 MRS, O 'True' 7 2(E G WE626 WA |

if [condition];

then

<commands> : (I ST True 2T Oz @e AfFRETE 204)
else

<commands> . (AW ST True M W OE @FT AfFRFE6 2F)
fi

Third form (if-elif-else)
OFIf4F IR (series of conditions) (BRFL GF T HF T© AT FAC® A |
if [condition];
then
<commands> : (AW AT FE*F True W ORE &€ W HRFEs 20J)

elif [condition];

then
<commands> : (I faS FE*F True 2 ORE @FC RFFTs 2(J)

else
<commands> : (AW 2N W32 FTOR (FA! FE*FE True M 2 O (FIG AfFRFC6 20A)
fi

13



Example 04: Compare Positive/Negative using 'if-then-else' Statement :

53 TniRAce TTER F9F aWE 9 'Positive’ 7 'Negative' (T8 (53F I | AT 'read’ FACSI
I TTEF IR (AF G @ "number' FIREIE AT @32 AFIS0S '0' @F AN Gl
FAE | W TTHH P9 A€ Ol 0 (ACF IC B, SIRCE (AR SE65B 'The number is
Positive' (TAICY WL TTEIH F9F &AWe Ofie] '0' (A (B (A 'The number is Negative' (11T |

[root@nodel scripting]# vim mysrcipt4.sh
#!/bin/bash

# this script for if-then-else statement check

echo -n "Enter the number: "
read number

if [ $number -ge 0 ];

then

echo "The number is positive"
else

echo "The number is negative"

fi

[root@nodel scripting]# sh mysrcipt4.sh
Enter the value: 10

The number is positive
[root@nodel scripting]# sh mysrcipt4.sh

Enter the value: -10

The number is negative

14



Example 05: Compare Equal & Not Equal Operator using 'if' Statement :
0o TR 'read' FAC A ICA ST IR (ACF G0 Ofie] (TS B G2 (T61 SIfHCIIA
'num' @3 T I | GF9F TG F9F A€ Ol '10' AN Goel FACE, AW€ ojie] M '10' A
JT T, O ACH6 AP 'The Number is greater than 10' @R &wsg Ofe] M 10" (AT @6
T, ©IZCA @675 'The Number is Less than 10' (MRI | WK W &I Conditions 7 e adie
ane ol &b Tl Ojie] '10' G M NS AW, OrReE 656 'The Number equal to 10'
| [

[root@nodel scripting]# vim example5.sh

#!/bin/bash

# Get user input

echo -n "Enter a number: "

read num

# Check if the number is greater than 10
if [ $num -gt 10 |;

then

echo "The number is greater than 10"
elif [ $num -1t 10 ];
then

echo "The number is less than 10"

15



else

echo "The number is equal to 10"

fi

[root@nodel scripting]# sh example5.sh

Example 06: UID verify from Linux System using Script :
foeos TwrRsee WG Superuser, System User €92 Regular User (A9 UID ABIZ T4 A |
Superuser 'root' @3 TTEIER UID '0' [o4lR, TTEIF F9 &we UID '0' 20, €B Se6=6 Mea
'This is Root user UID', S2f& (A& 1-999 I W& F(=1 (AT 'This is System User UID' €32 UID
(A8 1000+ (=1 (MR 'This is Regular User UID' 2T |

[root@nodel scripting]# vim example6.sh

#/bin/bash
# If the UID is 0, if UID is 1-999 then system users, otherwise regular user

echo -n "Enter the UID: "

read uid
if [ $uid -eq 0 ]

then
echo "This is Root user UID"

elif [ $uid -gt 0 ] && [ $uid -le 999 ]

then
echo "This is System User UID"

16



elif [ $uid -gt 999 ]

then
echo "This is Regular user UID"

fi
[root@nodel scripting]# sh example6.sh

Example 07: Working with String Comparison :

faeos fFeba ey e Fobey MMSS (@it 2eae @i 64, G161 (6% T4 AR | AP
ICGB Mt 'User already exist' W Qa1 I=IC 'User does not exist'

[root@nodel scripting]# vim example7.sh
#!/bin/bash

# This script for string comparison

echo -n "Enter the username:"
read user

if [ “grep A$user /etc/passwd ]
then

echo "User $user already exist"
else

echo "User $user does not exist"
fi

[root@nodel scripting]# sh example7.sh

17



Class Work :

1. Create a username and set password with shell script and user must change password on

next login.

#!/bin/bash

#Find user name if not found create new user
echo -n "Enter the user name: "
read user

if [ “grep A$user /etc/passwd’ ]

then
echo "user already exists"
else
useradd $user
sleep 2

echo "123456" | passwd --stdin $user
chage -d 0 $user

echo "New User Has been Added"
id $user

fi

[root@nodel scripting]# sh example7.sh

18



Loop €¥ IR

loop J=Ce SIS A, g FCTH 7B A list of commands I @I GfHRFETE 2Ce AR
oo AYG IO A Loop @ IG¥ (17 (True) 7 =31 [feq =4 loop 9% 7N Tz w1
QACRS

1) for loops

2) While loops

3) Until loops

The basic syntax of a for loop is :

$ for <variable name> in <a list of items>; do <some command> $<variable name>; done
Example :

$ for user in jony liza boby;do echo $user;done

Loop Testing in Linux Terminal :

[root@nodel ~]# for user in rony sumon jony rana liza

> do

> echo "This is User $user"

> done

[root@nodel ~]#

(153 TART IS ACHE 93 93 IR Afefd Tww feS 707 Tow 1@ ofg 7t =)

19



Example 08: For Loop Example :

[root@nodel ~]# vim example8.sh

#!/bin/bash
#for loop test

for user in rony sumon sathi liza tomal
do

echo "My name is:" $user

done

[root@nodel ~]# sh example8.sh

Example 09: Print User Name using 'for loop' :

Instruction: Put some username into 'user.txt' file

[root@nodel ~]# sh example9.sh

#!/bin/bash
#Print User list

for user in $(cat user.txt);
do
echo "This is" $user

done

[root@nodel ~]# sh example9.sh

20



#!/bin/bash

#Create User using for loop

for user in $(cat user.txt)
do
useradd $user

done

[root@nodel ~]# sh example9.sh

Thank You

Home work :

38 Write a shell script view your system Kernel, Memory, Disk, CPU, uptime Information.
38 Write a shell script to create a group 'sysadmin' and user 'rony' add to 'sysadmin' group
38 Create a file using 'touch command' with 5 users (userl, user2, user3, user4, users)

and create user account based on file' user list.

21



1) for loops - Series of command BIEICAE (F(Q IJIRT F1 = |
2) While loops
3) Until loops - T&%F I N T True T IE ToF9 1@ (FT 746 20o A |

The main difference is that while loops are designed to run while a condition is satisfied and
then terminate once that condition returns false. On the other hand, until loops are designed

to run while the condition returns false and only terminate when the condition returns true.

38 while - condition should be true to execute the body
38 until - Condidtion shoud be false to execute the body

Numeric ranges for syntax is as follows :

for VARIABLEin12345. N
do

command1

command?

commandN

done

#/bin/bash
# For Loop Testing

for ,condition]
do
### code

done

22



RnD Sections

echo "Enter 1 To Show IP address"
echo "Enter 2 To Show MAC"

read -p "Select Your Option :" option

echo "You have select Option" $option

if [ $option == 1 J;
then
echo "Your IP Address is:" $(hostname -I)
elif [ $option == 2 ;
then
echo "Your MAC Address is: " $(ip addr show | grep ether | awk '{print $2}')
else

echo "Invalid Option!"

fi

#/bin/bash

# IP address findout

for url in $(cat site.txt);

do

echo "$url TP Address is:" $(ping -c $url | grep "64 bytes from" | awk 'NR == 1'"{print $5}'

done

#!/bin/ksh

# Tested with ksh version JM 93t+ 2010-03-05
for i in {1..100}

do

# your-unix-command-here

echo $i

done

23



Thank You
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Class -19

Linux Backup, Archive & Compression Utilities

Why Need Archive & Compression :

> | FIZe/fera3i A2e (RG FAF & | (Compression)
2| AP 1% /BT @@ A G T FoART FA & |
© | FI3e Hfeet e &« (Password, Malware attack, missing)

81 (TB! AWFAA  (Archive) I S (C6! IF TN (ATE e TR AT Sl |
¢ | (TOl oM Qe AHSTT AHET FAT &) |

Y | 3IF GOPHT RETE 9T I G |
Archive Utility :

(TH! WIS FACE (@A P FAE =11 o, {7 (B! ©IGF (inode, name, security, block) &
g I FACS AR | AFIZCo GBI ALHS ' tar' TG 20 AE LR FIBER A
(1T 'tar' AP | SARIAAS

# Archive.tar

Compression/Archive Utilities :

& Windows: zip, rar, 7zip

¥ linux: .gz, .bz2, xz optional (.zip, .rar)
Archive + Compression :

38 Backup.tar.gz
38 Backup.tar.bz2
38 Backup.tar.xz



Compression Ratio :

88 Main File: 30MB
88 Archive(tar): 30MB
38 Compression: .gz(7MB), .bz2(6MB), .xz(4MB)

Working Directory :

[root@nodel ~]# mkdir /linux21/day19 -p

[root@nodel ~]# cd /linux21/day19

[root@nodel day19]# cp -rv /etc . . Jetc Fowgfae < S T899 fewsl
'~/linux21/day19' €% W& HCI =T 2CACZ |

[root@nodel day19]# Is

[root@nodel day19]# du -sh etc : 'etc!' fUTRBRT MBS M2 TR 30MB
30M etc

Archive (tar):

QI "tar' FAC JIZT I AFIG G2 FCEF T FE3 FA0© A @32 BT 2PFS (RPM)
'tar' PICO fGFb St 39768 AT |

'tar' FACST AN @ AP FANT JIYF K1 I3

-c = Create
-X = extract
-t = list

-v = verbose
-f = files

-z = gzip

-j = bzip2

-] = xz

-C = change



[root@nodel day9]# tar -cvf etcarchive.tar etc
[root@nodel day9]# Is

[root@nodel day9]# du -sh *

30M etc

27M  etcarchive.tar

(53 WFRS FAF T WA 'Is' IS AT AT 'etcarchive.tar' T e I6WF AF0! (tar)
TR (O TR | @OIF ARE '27 MB' TR {FIW 'etc' T3 (AT @BEIBE (inode, name,
security, block) Wﬁfi CR 9 LACR |

Multiple File Archive to single File :

[root@nodel day19]# touch file1 file2 file3

[root@nodel day19]# tar -cvf files.tar filel file2 file3 : (FIET FIZEAE AFI2© I Q0
TS FoBT A & |

[root@nodel day19]# tar -tvf files.tar : TIPS W fF A2 6 @A &
-t Qe |

Arcive extract :
IFTS (ACF FI3F GHIB (extract) FAF G, A Yo ORI '/etc' IS T @& 2@

[root@nodel day19]# rm -rf etc
[root@nodel day19]# Is

[root@nodel day19]# tar -xvf etcarchive.tar
[root@nodel day19]# 1l



Archive + Compress :
IR o (09) “@fore AFTS AN FCEHT FACS Al |
=> Gzip (backup.tar.gz) - QTFCA 'tar' FACSS AN '-z' T Q@9 FACO A

=» Bzip2 (backup.tar.bz2) - QTFCQ 'tar' FACIT AN 'j' T2 Q@9 FHC© US|
= XZ (backup.tar.xz) - ATFG 'tar' FACTF AL '-J' 2T Q@9 FHC© US|

Archive + Gzip compress :

[root@nodel day19]# tar -czvf backup.tar.gz etc
[root@nodel day19]# 11

Archive + Bzip2 compress :

[root@nodel day19]# tar -cjvf backup.tar.bz2 etc
[root@nodel day19]# 11

Archive + XZ compress :

[root@nodel day19]# tar -cJvf backup.tar.xz etc
[root@nodel day19]# 11

[root@nodel day19]# du -sh *

29M  etc

27M  etcarchive.tar
4.6M etcbackup.tar.bz2
6.0M etcbackup.tar.gz
3.8M etcbackup.tar.xz



Extract :

[root@nodel day19]# rm -rf etc
[root@nodel day19]# tar -xzvf etcbackup.tar.gz
[root@nodel day19]# 11

extract: (\bz2)

[root@nodel day19]# rm -rf etc
[root@nodel day19]# tar -xjvf etcbackup.tar.bz2
[root@nodel day19]# Is

extract: (.xz)

[root@nodel day19]# rm -rf etc
[root@nodel day19]# tar -xJvf etcbackup.tar.xz
[root@nodel day19]# Is

File Backup Local to Remote System :

=> FTP Server

=> NFS Server

= Samba (CIFS) Server

=» SCP (Secure Copy) - SFTP

= Rsync



Secure Copy (scp) from server: (From Nodel)

I BIRCE o1 PN (e WS &= oS (U61 G e #Afd | GUFa 'scp' TS
AT A0S 2 | (TH! GRTHIER (@ (RS w18 JITe 2TBIFe SFTP (port 22) IIRF 4l
el

: @I BN (nodel) (AT Iz RNB B (node2) AT & g s

Secure Copy (scp) to node2 :
[root@nodel day19]# scp backup.tar.gz student@172.25.11.Y:/tmp  :(node2 FISIE AT
R
. f0B BT (node2) (AT FI3e i T @A HEGW  (nodel) ew o™ 2= |

[root@nodel day19]# scp student@172.25.11.Y:/etc/passwd /linux21/day19 ; (nodel)
[root@nodel day19]# Is

File Copy using Rsync :
Here’s a shortlist of features rsync offers.

=» Directory copying

=> Easy backup configuration
= Can work over SSH

=» Can run as daemon/server

=> File permission retention

Rsync stands for the term RemoteSync. Despite the name, it can handle file synchronization
remotely and locally. The term rsync is also used to refer to the rsync protocol that rsync

uses for syncing.



Rsync Command structure :

# rsync <options> <SRC> <DST>

Rsync S99 & 'node2' BTGB (CentOS 9) 92 11 7 |
[root@node2 ~]# yum install rsync -y

Rsync within Local System Directories :

[root@node2 ~]# mkdir /day19/backup -p
[root@node2 ~]# cd /day19/backup
[root@node2 backup]# mkdir centos redhat
[root@node2 backupl# touch centos/file{1..3}
[root@node2 backupl# Is centos

[root@node2 backup]# rsync -av centos redhat ; centos ¥ AN 'redhat’ @S sync 41 2|
[root@node2 backup]# Is redhat/centos

[root@node2 backup]# touch centos/file4

[root@node2 backupl# rsync -av centos redhat

[root@node2 backup]# Is redhat/centos

Rsync within Remote System Directories :

[root@node2 backup]# rsync -arv centos student@172.25.11.X:/tmp

Optional ( % &ewt ¢ 1T e <ot 270 )

[root@node2 backup]# rsync -av --rsh='ssh -p 2222' centos student@172.25.11.X:/tmp
a = archive

v = verbose

r = recursively



Move to Remote Server :

[root@nodel ~]# cd /tmp
[root@nodel tmpl# Is

Working with Linux Log Files :
iR 4Ca =19 FI8e (Events & Messages) P00, SifgcE*Ia, BCeIF T9F (o 273

38 Kernel & Boot Log

¥ Application Log  (http, mail, samba, crond)
3 User login info (ssh, user login)

#8 Audit Log

5l T AT 'cat, tail, less, grep, head FW® My (7l T oy f6g =191 FZe IR =B
ACF, THG TIBE ANGCET TRZR AT | T, O8 T4 I 91 CIOFE FAS IJ2F I 08
FACO 2|

* [var/log/messages: TTPBTIR 6 IR FIEa (IETE FIF® o9 FIZe TN 27 G2 |

* [var/log/secure: 'SSH' AT FFeT 19l S W A3 FIR |

* /var/log/maillog: Mail e[ F=IfF® 3« 719 (incoming/outgoing) QT ANSAT T |
* [var/log/dmesg: f&@137 GreoR FifFs Fa #19 Q2T &l 23 |

* [var/log/cron: Cronjobs TfES e 9 QAT & 27 |

* /var/log/dnflog: I “jitFer SHCTSGID FEBH (YUM) G 15 Gt &l 27 |

* /var/log/boot.log: TGN B2 F=ifFe Fhet =15 &l 27 G2 |

b AFe fTeiz gizer TifFe A5 a9 Fiza T2 N F9© M @ T8

[root@nodel ~]# dmesg
[root@nodel ~]# dmesg | grep scsi



To show all event messages, use :

Systemd-journald saves the events and messages in a binary format that cannot be read with

a text editor.

[root@nodel ~]# journalctl
[root@nodel ~]# journalctl -u sshd

System Kernel and Boot Log :

[root@nodel ~]# tail -f /var/log/messages

SSH Login Users Info :

[root@nodel ~]# cat /var/log/secure

Using Tuned :

To maximize the end-to-end performance of services, applications and databases on a server,
system administrators usually carry out custom performance tunning, using various tools,
both generic operating system tools as well as third-party tools. One of the most useful
performance tuning tools on CentOS/RHEL/Fedora Linux is Tuned.

[root@node2 ~]# yum install tuned -y ; (CentOS Node)

After the installation, you will find following important tuned configuration files.

* Jetc/tuned - tuned configuration directory.

* /etc/tuned/tuned-main.conf- tuned main configuration file.

* Jusr/lib/tuned/ - stores a sub-directory for all tuning profiles.



Now you can start or manage the tuned service using following commands.
[root@node2 ~]# systemctl start tuned

[root@node2 ~]# systemctl enable tuned

[root@node2 ~]# systemctl status tuned

Q4 'tunde-adm' FNT IR I "tuned' (ATFZH IS F A |

i T@R® (Pre-defined) (2AFIZe Fe2d 706 K &y fAwoq diws
[root@node2 ~]# tuned-adm list

T 3B (AT ARIF &y b Fes

[root@node2 ~]# tuned-adm active

Current active profile: virtual-guest
(AR ARIST T Y e IS

[root@node2 ~]# tuned-adm profile virtual-host

[root@node2 ~]# tuned-adm active
T carwiRa e I Ty s s
[root@node2 ~]# tuned-adm recommend
CBTFIZE T AR &y N5 IS

[root@node2 ~]# tuned-adm off

[root@node2 ~]# tuned-adm active

Thank you
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Class -20

Configure NTP Service on Linux System (CentOS)
Reference Table :
Package Name: Chrony
Daemon Name: chronyd
Port Number: 123/UDP
Step 01: Package Install :
[root@node2 ~]# yum install chrony -y

Step 02: Configure NTP Server :

38 NTP @F FARPIE Fi2eT UfSh IR (S AP #[ferd NTP Ao A2 '#' @ FCI6 e
ﬁTC@Q‘Cﬁl

[root@node2 ~]# vim /etc/chrony.conf

3 # pool 2.rhel.pool.ntp.org iburst ---------- > Red hat
8 #server 0.asia.pool.ntp.org
9 #server l.asia.pool.ntp.org

10 #server 2.asia.pool.ntp.org

11 #server 3.asia.pool.ntp.org

B @B GFT FEEN/[TeIZHA R NTP IR FAC (12 (O G 3G @t T IS 7R3

25 # Allow NTP client access from local network.
26 allow 172.25.11.0/24



8 e o Feew 513 @t 27 $1w 9@ @3 'local startum' T3 (QAE #
ToT fea A-FCT FACS A | AL G 1-15 G5 41 A |

29 local stratum 3
QI TS T (9 20© TS |

[root@nodel ~]# timedatectl
Local time: Wed 2023-06-14 22:56:09 +06
Universal time: Wed 2023-06-14 16:56:09 UTC
RTC time: Wed 2023-06-14 16:56:08
Time zone: Asia/Dhaka (+06, +0600)
System clock synchronized: no
NTP service: inactive
RTC in local TZ: no

Step 03: Start Chrony Service and Enable it :

[root@nodel ~]# systemctl enable chronyd --now

[root@nodel ~]# systemctl status chronyd

[root@nodel ~]# timedatectl
Local time: Wed 2023-06-14 22:57:03 +06
Universal time: Wed 2023-06-14 16:57:03 UTC
RTC time: Wed 2023-06-14 16:57:02
Time zone: Asia/Dhaka (+06, +0600)
System clock synchronized: no
NTP service: active
RTC in local TZ: no

Step 04: Configuring the firewall for chronyd :

[root@nodel ~]# firewall-cmd --permanent --add-service=ntp --add-service=ptp

[root@nodel ~]# firewall-cmd --reload



[root@nodel ~]# firewall-cmd --list-all

Configure NTP on RHEL9: Client Setup :

Step 01: Package Install :
[root@node2 ~]# yum install chrony
Step 02: Configure NTP Client :

88 NTP I TR Fige1 WfSh T 039 A “IKFTF NTP MO 792 '#' e 06 6
TS 203 g3R ST EIFE NTP G SR SR WA @5 S FACS 2 |

[root@node2 ~]# vim /etc/chrony.conf
# pool 2.centos.pool.ntp.org iburst
4 server 172.25.11.254 iburst
Step 03: Start Chrony Service and Enable it :
[root@node2 ~]# systemctl enable chronyd --now

[root@node2 ~]# systemctl status chronyd
[root@node2 ~]# timedatectl

Step 04: Check Server and Peers :

[root@node2 ~]# chronyc activity
200 OK

1 sources online

[root@node2 ~]# chronyc sourcestats



Step 05: Synchronized Server Info :
[root@node2 ~]# chronyc tracking
Step 06: Check Current System Time :

[root@node2 ~]# timedatectl
Local time: Wed 2022-11-30 17:35:49 +06
Universal time: Wed 2022-11-30 11:35:49 UTC
RTC time: Wed 2022-11-30 11:35:49
Time zone: Asia/Dhaka (+06, +0600)
System clock synchronized: yes
NTP service: active
RTC in local TZ: no

[root@node2 ~]# chronyc sources

MS Name/IP address Stratum Poll Reach LastRx Last sample

A? 172.25.11.254 0 8 0 - +Ons[ +Ons] +/- Ons

(B8 TATIR WTHALER TS 7' FoF AT , @R AR FIAD AR AL @A FACS ARTSR
=

[root@node2 ~]# chronyc sources

MS Name/IP address Stratum Poll Reach LastRx Last sample
A% 172.25.11.254 3 6 37 27 -18ns[ +449us] +/- 271us
Thank You




Day 20 - ( RHEL 9 Tasks Scheduler using 'Cronjobs')

Module Objectives :

¥ femcy PfSea Srema awremret |

3 FifTCe Or% RREIE Crontab ¥F 2 |

$ Crontab FIZe TG T QIFell

$ Crontab AT 2FTFS (RPMs) 237661 T4 |
38 fafem «=7= cronjob MG wefpala <4l |

What is Cronjobs ?

0N SehEe Sg~ifEfore FEsy F9a @ FFe F6 @&l F=2{Ma F41 261, G0 &1 fess
FfeTe BieeFa MW FACo A | &9 GEFE TR @ T GIRE F1 2 ©tF @0 2, cronjob
A& | cronjob “Mafe RN Bed, WG, w61, afsine, Feifes, Wt fefers ey % (Jobs)
MY 127

Why Need Job Scheduling ?

* TOBY W32 AS IR FI3e JIFNs AT & | (T8 /etc, 'Jusr' '/var' |
* e BI3T it JjiFeel ((FRF & | @549 '/home', /var, /backup T |

* fqfug D123 15 *iberes (Poweroff) @32 36 (Reboot) T &+ |

* iU B3t BIeoT (0S), FITE  GAR SHIfETE STt F91K &) |

* (@ OSIF gR PIEs 6 Fa19 & |

* e B3t PIesT (A GroaiRIF (Tmp) T2 (B (TR & |

* B eige [y @19 F12e = @ & |

* e I3 ZTTama/FIEC0T (& 3-(W3 (Mass email) (MBRFET 21oiTTa &5 |

Reference Tables :

38 Packages (RPMs) - cronie
38 Daemon (Service) - crond

38 Application - Linux Schedule Task or Job Scheduling.



Understanding How Cron Works :

*****<Cmd>

1 23 45

1 = Minutes (0-59)

2 = Hour (0-23)

3 = Day of month (1-31)

4 = Months (1-12)

5 = Day of Week  (0-6) here 0 or 7 is sunday

<cmd> = command to be execute
Examples of setting cron jobs :
fo1t5 6% 'crontab' € TWIRAT (TSN TRCR |
Example 01: Schedule a cron job every hour at Mins 30:
30 * * ** <cmd-to-execute>
Example 02: Schedule a cron job 5 minute interval :

*[5 * ¥k * <cmd-to-execute> - ¢ N6 w%g a=q
5 **** -cmd-to-execute> - &% N

Example 03: Schedule a cron job Everyday 03:30 PM :
30 15 * * * <cmd-to-execute>
Example 04: Schedule a cron job every hour (at minute 0) :

00 */1 * ** <cmd-to-execute>

00 * *** <cmd-to-execute>



Example 05: Schedule a cron job Specific hours in a day :
00 0,9,12,15,18 * * * <cmd-to-execute>

Example 06: Schedule a cron job on 9AM - 5PM :
00 09-17 * * * <cmd-to-execute>

Example 07: Schedule a cron job for Twice (1st & 15th) of every month :
00 00 1,15 * * <cmd-to-execute>

Example 08: Schedule a cron job on December 31st Night 23:30:
30 23 31 12 * <cmd-to-execute>

Example 09: Schedule a cron job Friday Mid Night:
00 00 * * FRI <cmd-to-execute>

or
00 00 * * 5 <cmd-to-execute>

Class Work :

. Daily 9.30 PM run a schedule task: -------- >

. Every monday midnight: ~  ---—--—--- >

. Every FRI & SAT 5.00 PM - >

.Jan 01 & July 01 Every Year =~ - >

. Every 6 hrs weekly MON-FRI days: = --------- >
. Run Cron Job on December 31st - Midnight ---->

N OO o W

. At 4 am on Tuesday and Thursday = --------- >



Cron Directories :

@RITT 'root' BTN BIZCE K 'Cron Jobs' 7T '/etc/crond.d' fewxgfre ware a1
There are four cron directories :

1) /etc/cron.hourly - Run all scripts once an hour
2) /etc/cron.daily - Run once a day
3) /etc/cron.weekly - Run once a week

4) /etc/cron.monthly - Run once a month

Some Cronjobs with Examples :

Step 01: Package Install :

[root@nodel ~]# rpm -qa | grep cronie  ; “NCPS (RPM) &% ©Itq 331641 A |
[root@nodel ~]# yum install cronie -y ;3™ 2361 71 AT | 'yum/dnf' IS WM 2376+ 1
R[S

Step 02: Cron Service Restart + Enable :

[root@nodel ~]# systemctl status crond.service : TS5 ©IF AfSHT Active @32
Running CF |

[root@nodel ~]# systemctl restart crond.service

[root@nodel ~]# systemctl enable crond.service

Crontab Command Syntax :

[root@nodel ~]# crontab -e - TR & job' GT6 41 |
[root@nodel ~]# crontab -1 - IO BTG 'job' o5 MK &y |
[root@nodel ~]# crontab -e -u student - W2 ¥R =0 'job' (TG 4l |
[root@nodel ~]# crontab -1 -u student - W2 TR 'job' o5 (M &y |



[root@nodel ~]# crontab -r - faye a9 F99 w0

Example 01: Schedule a job every night 11.59 PM to shutdown the system :

[root@nodel ~]# crontab -e
59 23 * * *  Jusr/sbin/poweroff

[root@nodel ~]# crontab -1
Set the date 23.58 for job testing:
TFA T 512N ¢16 FAIF &v e s
[root@nodel ~]# date
[root@nodel ~J# date -s "23:58:00" ; @B ©IF 512N «focy 6 Fa1 T2 |
[root@nodel ~]# date

[root@nodel ~]# watch date

Example 02: Take '/etc' backup in 'tar' format under '/backup' directory on every Friday at
midnight:

'Jetc' Tota3a alfe W@ Wy AT® !'/backup' TCESRT W4 backup (ST TE QR FIRETE AGHE
I GBI RO e Ma-sifad Trgre A |

[root@nodel ~]# date +\%Y-\%m-\%d

[root@nodel ~]# mkdir /backup
[root@nodel ~]# crontab -e

00 00 * * 5 tar -cvf /backup/etc_backup_s$(date +\%Y-\%m-\%d).tar /etc



[root@nodel ~]# date
[root@nodel ~]# cal ; verify recent Thrusday

[root@nodel ~]# date MMDD2358YY
[root@nodel ~]# date

[root@nodel ~]# systemctl restart crond.service
[root@nodel ~]# watch date

[root@nodel ~]# cd /backup
[root@nodel ~]# Is

Example 03: Schedule a job to run every six hours in a day :
[root@nodel ~]# crontab -e

00 0,6,12,18 * * * 'curl https://example.com'

Example 04: Run a script at 01:00 am each weekday [Monday - Friday] :
00 01 * * 1-5 /bin/sh /backup/monitor.sh

Example 05: Run a cronjob December 31 at Mid Night (23:59) every year :
59 23 31 12 * /bin/sh /backup/backup.sh

QT '/bin/sh' TR FC, G2 '/backup/backup.sh' 200 &5 I |



Restricting Access :

(PICAI BTERCE 'crontab' GCF (AT KF© ATS BB, (18 BTEIER ¥ '/etc/cron.deny’
TR oo M ¢oTe 46, T 3TEF A9 @I 'crontab’ FWE AfFRFEs FACS A 1

[root@nodel ~]# vim /etc/cron.deny

student

guest

(153 ©ATET TRIZATY 'student’ TR 'guest’ TTEACE 'crontab’ IIXF (AT [T A TR

Check Cron log :

[root@desktop ~]# tail /var/log/cron



Home Work

1. Create a shell script for '/etc' backup as 'rar' format and send it '/backup' directory with

'date' extension.
2. Generate a cronjob for 'student' user that he will get a 'Greeting Text' on his Desktop at

mid night.

Thank you



Day 21 - Working with RHEL Container

Manage containers :

=> Find and retrieve container images from a remote registry

=» Inspect container images

= Perform container management using commands such as podman and skopeo

= Build a container from a Container file

=> Perform basic container management such as running, starting, stopping, and
listing running containers

= Run a service inside a container

=> Configure a container to start automatically as a systemd service

= Attach persistent storage to a container
Podman @6 FCH3AF e (@61 Daemonless (Unlike Docker) “afote & I |
Building a Container Lab Environment :

Container 7*I¥® #IF (T B FHCS 201 AR 57 b Gt Fiwsw @fe F90e 2

38 CPU: 2 Core (64 Bit) Intel/AMD/ARM
38 Memory: 2 GB

38 Storage: 20 GB

38 0S: CentOS/RedHat/Rocky

38 IP Address: 172.25.11.254/24

Required Packages for Container :

38 Buildah - FC539F 2 ( OCI or Docker Format) T (build) F99 &+ I <41 2|
3 Podman - FCOIAE 20NS A9 A &+ FIRF 2 | Podman @R PO 20e w2 @Efehg
20S TG NS (pull) AR |



8 Skopeo - @ERG (A IS AN (Pulling) @32 IR (Pushing) T IR I 2 |
ORTIe INE AT, 3T G
AT FA T IS I |

Install Container tools with Podman :

[root@nodel
[root@node2

~]# yum install container-tools -y

~]# yum info container-tools

Check Podman Version :

[root@nodel ~]# podman version
[root@nodel ~]# podman -v
[root@nodel ~]# podman help
[root@nodel ~]# podman info
Podman €3 &7 ARCAIT IS
[root@nodel ~]# podman build
[root@nodel ~]# podman run
[root@nodel ~]# podman pull
[root@nodel ~]# podman start
[root@nodel ~]# podman stop
[root@nodel ~]# podman ps
[root@nodel ~]# podman rmi
[root@nodel ~]# podman rm
[root@nodel ~]# podman restart
[root@nodel ~]# podman images
[root@nodel ~]# podman search

(Registry to Registry), 2CCerd 9L



38 fee wizad «feth T @G @t e T4t MRS

* Registry Location: /etc/containers/registries.conf

=> Docker Hub

=> RedHat Registry
=> CentOS Registry
=> Fedora Registry

registries:
search:
- registry.access.redhat.com
- registry.redhat.io

- docker.io
Listing Available Images :

068 TS NG @G et [ [ 3 T (Pull) @tg (6! &I+ AT |

[root@nodel ~]# podman images
REPOSITORY TAG IMAGE ID CREATED SIZE

cfERGee e Qe (Search) &0 Ao Fwes

[root@nodel ~]# podman search httpd

[root@nodel ~]# podman search nginx

[root@nodel ~]# podman search ubuntu
[root@nodel ~]# podman search centos

[root@nodel ~]# podman search centos | grep 'centos7'

docker.io/publici/httpd httpd:latest



docker.io/manasip/httpd
docker.io/centos/httpd
docker.io/centos/httpd-24-centos7:latest

Image inspect to Docker Registry using skopeo:

[root@nodel ~]# skopeo inspect docker://registry.access.redhat.com/rhel7
[root@nodel ~]# skopeo inspect docker://docker.io/library/ubuntu

Pull an Image to local :
root@nodel

# podman pull docker.io/library/nginx

root@nodel
root@nodel

# podman pull docker.io/library/httpd

— —— —

~]
root@nodel ~]# podman pull docker.io/library/ubuntu

~]

~]# podman pull docker.io/centos/httpd-24-centos7
Available pulled images :

AFH @R (Pulled) FTHIAT TS BB (AR &0 W6a I8

[root@nodel ~]# podman images

REPOSITORY TAG IMAGE ID CREATED SIZE
docker.io/library/httpd latest 1132a4fc88fa 9 days ago 148 MB
docker.io/library/ubuntu latest baéacccedd29 2 weeks ago 75.2 MB
docker.io/library/nginx latest 87a94228f133 2 weeks ago 138 MB

docker.io/centos/httpd-24-centos7 latest 5aedc76f6a3e 3 months ago 361 MB



Image ID I3 IR W& A [@ifie &l &y fove Fwieos
[root@nodel ~]# podman inspect <image id>
I Image e T &=y FHeon Twiws

[root@nodel ~]# podman rmi <image id>

[root@nodel ~]# podman rmi -a

AT FTHITER (Container) G F6 @iia &y foe FIEs

[root@nodel ~]# podman ps (egIg AMfR FACTF ©oP6 @A )
[root@nodel ~]# podman ps -a (Running + Exited)

AT Z0er IR FCE FCBRAIR A FAIF &Y (od I3

[root@node2 ~]# podman run -d <image id or image name>
[root@node2 ~]# podman run -d httpd ~ (httpd FCHIAIF JFATCCS A FAC)

[root@node2 ~]# podman run -it ubuntu /bin/bash ~ (Ubuntu run in interactive Shell)

-d: detached (Run container in background and print container ID)
-t: tty (Allocate a Pseudo-TTY for container)
-i: interactive

-p: --publish (define port number to the host)

root@0430d193aa3d:/# ls
root@0430d193aa3d:/# cat /etc/os-release
NAME="Ubuntu"

root@0430d193aa3d:/# uname -r
root@0430d193aa3d:/# cat /etc/resolv.conf
root@0430d193aa3d:/# free -m



root@0430d193aa3d:/# cat /proc/cpuinfo
root@0430d193aa3d:/# cat /etc/passwd
root@0430d193aa3d:/# top
root@0430d193aa3d:/# useradd robin
root@0430d193aa3d:/# passwd robin
root@0430d193aa3d:/# id robin
root@0430d193aa3d:/# cat /etc/passwd
root@0430d193aa3d:/# exit

Install packages :

root@0430d193aa3d:/# apt-get -y update
root@0430d193aa3d:/# apt-get -y install vi
root@0430d193aa3d:/# apt-get -y install net-tools

[root@node2 ~]# podman ps -a

CONTAINER ID IMAGE COMMAND CREATED STATUS
PORTS NAMES

302398173a6a docker.io/library/httpd:latest httpd-foreground 23 minutes ago Exited (0) 10

seconds ago

= FCOIANA W Tgq ICF A0 (Bfe (PID) CofFl 203, BT @PG 0T (AtF (A4l [ =1

= FCOINF T AW (TECTF VI (ofd 2(F @2 DHCP AT NI A3 (Private) SHTEH
AT

= IOV 39T Tgd FIeel PIEsT (ofF 2J |

IO AW T [

[root@nodel ~]# podman run -d nginx (9T '-d=detach' FFATTCS T FAF & +
FCORAE 2T 1946 F40A)

[root@nodel ~]# podman images



[root@nodel ~]# podman ps -a

JRFACTE AR AP TG (@I FTOIACET NG AT/ APET [ &0 (6a I3

[root@node2 ~]# podman exec -it <Conatiner ID> /bin/bash
[root@node2 ~]# podman exec -it 2e83a5cff7ea /bin/bash
root@85b7824a0534:/usr/local/apache2#

FTHRAF Stop, Start IR Remove FAIF &) BT I3

[root@nodel ~]# podman stop <container id>

[root@nodel ~]# podman ps -a

[root@nodel ~]# podman start <container id> (Exited Conatiner also Tested)
[root@nodel ~]# podman rm <container id>

[root@nodel ~]# podman ps -a

(B3 TR TS (ATF FCBIAIF 516 T4 I | ¥Y & 5% (Exited) FTBIAN (ATFL T
B T I | FToLAR fAY® I P OIeE 64 Fea fies 21

Project: Run a service inside a container (Builiding website using Apache httpd)

[root@nodel ~]# mkdir /opt/web1
[root@nodel ~]# mkdir /opt/web2
[root@nodel ~]# mkdir /opt/web3



[root@nodel ~]# podman run -dt --name web1_info -p 8081:80 -v
/opt/web1/:/usr/local/apache2/htdocs/ httpd

[root@nodel ~]# podman run -dt --name web2_net -p 8082:80 -v
/opt/web2/:/usr/local/apache2/htdocs/ httpd

[root@nodel ~]# podman run -dt --name web3_com -p 8083:80 -v
/opt/web3/:/usr/local/apache2/htdocs/ httpd

[root@nodel ~]# podman ps

Create Sample WebPage :

[root@nodel ~]# cd /opt/webl
[root@nodel web1l]# vim index.html

<html>

<head>

<body bgcolor="#f25dfd">

<h1 allign="center"> ##### welcome to example.info ### </h1>
</body>

</head>

</html>

1153 BT 7o &g 135 fOrad 'web2 & web3' @R ey et et G2 'index.html' e
tofe F90° A

Try Test Pages :

http://172.25.11.254:8081
http://172.25.11.254:8082



http://172.25.11.254:8083

[root@nodel ~]# reboot

[root@nodel ~]# podman ps

[root@nodel ~]# podman ps -a

[root@nodel ~]# podman start <servie Name>

Start a container on boot with Podman and Systemd :

[root@nodel ~]# podman generate systemd --new --name web1_info
[root@nodel ~]# podman generate systemd --new --name web1_info >

/etc/systemd/system/web1l.service

[root@nodel ~]# Is -al /etc/systemd/system/web1l.service
-rw-r--r--. 1 root root 821 Nov 30 07:49 /etc/systemd/system/web1.service

[root@nodel ~]# systemctl start webl.service
[root@nodel ~]# systemctl enable webl.service

[root@nodel ~]# systemctl status web1.service

[root@nodel ~]# reboot
[root@nodel ~]# podman ps



ACAbe PTG Boe R, @W=8 ubuntu, centos7 W T4, BCNG 'exited' (VT AF | o=
IS N 'ubuntu' EEE T (FfERG 20S) I F@ I GIFT RS

RnD Section

root@node2 /
root@node2 /
root@node2 /
root@node2 /

# cat /etc/os-release
# yum install httpd -y
# cd /var/www/html/

# vi index.html

— —— —
_

HEllo World !!!

[root@node2 /]# /usr/sbin/httpd

[root@nodel ~]# podman run -it --network host centos:7

--network - Connect a container to a network

Thank you
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